





96 FEDERAL TRADE COMMISSION DECISIONS

Complaint 127 ETC:

8. Respondent has promoted on its Web site a children's
neighborhood called the "Enchanted Forest." The Enchanted Forest
isdesignated as respondent's "KIDS" area, "[a] community for and by
kids." To join the Enchanted Forest neighborhood, children must
complete the New Member Application form and post personal home
pages. As of May 18, 1998, there were approximately 40,300
homesteads in the Enchanted Forest neighborhood. '

9. Respondent has promoted on its Web site a children's club in
the Enchanted Forest neighborhood called the "GeoKidz Club." To
join the GeoKidz Club, children must complete the "Official
GeoCities GeoKidz Club Membership Request Form." This form
requires applicants to be GeoCities members and to fill in all
information requested, including name, age, e-mail address,
GeoCities home page address, and gender. Respondent has also
promoted on its Web site contests in the Enchanted Forest
neighborhood for which children must complete the "Enchanted
Forest Contest Entry Form," by providing their name, personal Web
page address, and e-mail address.

10. Respondent has distributed a newsletter called the "World
Report." The World Report is e-mailed at regular intervals to
respondent's members and occasionally is posted on respondent's
Web site. Members automatically receive the World Report but can
discontinue receiving it by using respondent's "Profile Editor," a form
used to revise members' registration information. The Profile Editor's
default setting is for members to receive the World Report unless they
request not to.

11. The acts and practices of respondent alleged in this complaint
have been in or affecting commerce, as "commerce" is defined in
Section 4 of the Federal Trade Commission Act.

DECEPTIVE PRACTICES IN CONNECTION WITH RESPONDENT'S
COLLECTION AND USE OF PERSONAL IDENTIFYING INFORMATION

Misrepresentations Involving Information Collection By GeoCities

12. Respondent has placed privacy statements on its New Member
Application form [Exhibit A]. This form collects from consumers,
including children, certain mandatory information (first and last
name, zip code, e-mail address, gender, date of birth, and member
name) and certain other information respondent designates as
"optional" (education level, income, marital status, occupation, and
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Respondent has also sold, rented, or otherwise marketed or disclosed
this information, including information collected from children, to
third parties who have used this information for purposes other than
those for which members have given permission. For example, third
parties have targeted unrequested e-mail advertising offers to
individual members based on their chosen GeoCities neighborhoods.
Therefore, the representation set forth in paragraph 13 was, and is,

false or misleading.

15. Through the means described in paragraph 12, respondent has
represented, expressly or by implication, that the "optional" informa-
tion collected through its New Member Application form is not
disclosed to third parties without the consumer's permission, and is
used only to gain a better understanding of who is visiting GeoCities.

16. In truth and in fact, respondent has disclosed the "optional"
information it collects through the New Member Application form to
third parties without the consumer's permission, and for purposes
other than to gain a better understanding of who is visiting GeoCities.
Respondent has disclosed this information, including information
collected from children, to third parties who have used this
information to target advertising to GeoCities' members. Therefore,
the representation set forth in paragraph 15 was, and is, false or
misleading.

Misrepresentations Involving Sponsorship By GeoCities
Where Information Is Collected By Third Parties

17. Respondent has disseminated or caused to be disseminated
Enchanted Forest Web pages [Exhibits D, H]. These Web pages have
promoted children's activities in the Enchanted Forest, including the
Official GeoCities GeoKidz Club, through print [Exhibit D] and
audio [Exhibit E] messages, and contests through print messages
[Exhibit H]. Respondent has also disseminated or caused to be
disseminated the July 16, 1997 issue of the World Report newsletter
[Exhibit F], which also promotes the Official GeoCities GeoKidz
Club. These promotions have caused children to reveal personal
identifying information through the Official GeoCities GeoKidz Club
Membership Request Form [Exhibit G] and the Enchanted Forest
Contest Entry Form [Exhibit I]. Through its Web page and e-mail
promotions, respondent has made the following statements:
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A. "Welcome kids to this enchanting forest created by your friends for you

_ toenjoy.... Jointhe GeoKidz Club at Enchanted Forest/3696 for fun and HTML

help. Play Java games and be sure to visit Charlie, the GeoKidz Club's new dog."
[Exhibit E]

B. "JOIN THE GEOKIDZ CLUB!
We all want a safe spot for our children to play and The GeoKidz Club is the

- perfect place. Enchanted Forest Community Leader Melange has been busy

providing an HTML Center, games, message forums, amember's gallery and many
more features for both parents and children to enjoy. The GeoKidz Club is always
growing and expanding, so visit http://www.geocities.com/EnchantedForest/3696

_often . . . and make sure to say hello to our virtual dog!" [Exhibit F

C. "Join us in our quest to name our Prince and Princess, the mascots of

Enchanted Forest! Enter the contest to name them by June 7th, and win 25 -

GeoPoints." (emphasis in original) [Exhibit H]

18. Through the means described in paragraph 17, respondent has
represented, expressly or by implication, that respondent collects and
maintains the children's personal identifying information collected
through the Official GeoCities GeoKidz Club Membership Request
Form and Enchanted Forest Contest Entry Form.

19. In truth and in fact, respondent does not collect and maintain
the children's personal identifying information collected through the
Official GeoCities GeoKidz Club Membership Request Form and
Enchanted Forest Contest Entry Form. In fact, the Official GeoCities
GeoKidz Club and the GeoCities Enchanted Forest contests are run
by third parties hosted on the GeoCities Web site, who collect the
children's personal identifying information directly and maintain it.
Therefore, the representation set forth in paragraph 18 was, and is,
false or misleading.

20. The acts ‘and practices of respondent as alleged in this
complaint constitute unfair or deceptive acts or practices in or
affecting commerce in violation of Section 5(a) of the Federal Trade
Commission Act.
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EXHIBIT A

GeoCines Homesteader Appiicanon ' hp /iwrsrw, geocites.comicgi-bnh dinew_ay
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EXHIBIT E

(Web audio ad for Official GeoCities GeoKidz Club)

Welcome kids to this enchanting forest created by your friends for you to enjoy. ... Join the
GeoKidz Club at EnchantedForest/3696 for fun and HTML help. Play Java games and be sure
to visit Charlie, the GeoKidz Club's new dog.

{Web audio ad: link from "Audio Description" icon on GeoCities Enchanted Forest home page,
hitp://www.geocities.cony/EnchantedForest (Exhibit D))

EXHIBITE
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EXHIBIT F

-- Do you think your sice deserves fame and fortune? Then, )

apply for the Featured Page Program. Featured Pages are highlighted on
the main page of every neighborhood and are eligible for our Enhanced
GeoRewards program, where you can earn GeoPoints for drawing traffic to

your sicaea. Go to -3 for
details, or talk co cne of your Community Leaders.

STUFF YOU NEED TO KNOW

Want to read about the most interesting sites at GeoCities?

hEER: //www geocizies . com/alist/

Want to promote your page?

Looking for more traffic?
3 P . £ile heml

Don't want to get this newsletter anymorae?

{(While you're chere, fill out the other stuff coo)

Want to reach one of your Communicy Leaders?
Go to the main page of your neighborhood
Click on che COMMUNITY LEADERS link on cthe left

Need help?
hoto://www.geacities.com/haln/

Want co provide feedback to GeoCitias?

Anytime. Anything., complimentary or critical.
We want to hear from you.

®« @ e & * o e @ * s @ ° w

GeoCitcies

acoo: - www. geocicies.com

3 F . QramT 1-5& DAY
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ORDER
DEFINITIONS

For purposes of this order, the following definitions shall apply:

1. "Child" or "children" shall mean a person of age twelve (12)
or under.

2. "Parents" or "parental" shall mean a legal guardian,
including, but not limited to, a biological or adoptive parent.

3. "Personal identifying information" shall include, but is not
limited to, first and last name, home or other physical address (e.g.,
school), e-mail address, telephone number, or any information that
identifies a specific individual, or any information which when tied
to the above becomes identifiable to a specific individual.

4. "Disclosure" or "disclosed to third party(ies)" shall mean (a)
the release of information in personally identifiable form to any other
individual, firm, or organization for any purpose or (b) making
publicly available such information by any means including, but not
limited to, public posting on or through home pages, pen pal services,
e-mail services, message boards, or chat rooms.

5. "Clear(ly) and prominent(ly)" shall mean in a type size and
location that are not obscured by any distracting elements and are
sufficiently noticeable for an ordinary consumer to read and
comprehend, and in a typeface that contrasts with the background
against which it appears.

6. "Archived" database shall mean respondent's off-site "back-
up" computer tapes containing member profile information and
GeoCities Web site information.

7. "Electronically verifiable signature" shall mean a digital
signature or other electronic means that ensures a valid consent by

.requiring: (1) authentication (guarantee that the message has come
~ from the person who claims to have sent it); (2) integrity (proof that
the message contents have not been altered, deliberately or
accidentally, during transmission); and (3) non-repudiation (certainty
that the sender of the message cannot later deny sending it). —

8. "Express parental consent" shall mean a parent's affirmative
agreement that is obtained by any of the following means: (1) a
signed statement transmitted by postal mail or facsimile; (2)
authorizing a charge to a credit card via a secure server; (3) e-mail
accompanied by an electronically verifiable signature; (4) a procedure
that is specifically authorized by statute, regulation, or guideline
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IV.

It is further ordered, That respondent, directly or through any
corporation, subsidiary, division, or other device, in connection with
the online collection of personal identifying information, in or
affecting commerce, shall provide clear and prominent notice to
consumers, including the parents of children, with respect to
respondent's practices with regard to its collectionand use of personal
identifying information. Such notice shall include, but is not limited
to, disclosure of:

A. What information is being collected (e.g., "name," "home
address," "e-mail address," "age," "interests");

B. Its intended use(s);

C. The third parties to whom it will be disclosed (e.g.,
"advertisers of consumer products,” mailing list companies," "the
general public");

D. The consumer's ability to obtain access to or directly access
such information and the means by which (s)he may do so;

E. The consumer's ability to remove directly or have the
information removed from respondent's databases and the means by
which (s)he may do so; and

F. The procedures to delete personal identifying information
from respondent's databases and any limitations related to such
deletion.

Such notice shall appear on the home page of respondent's Web
site(s) and at each location on the site(s) at which such information
is collected.

Provided that, respondent shall not be required to include the
notice at the locations at which information is collected if such
information is limited to tracking information and the collection of
such information is described in the notice required by this Part.

Provided further that, for purposes of this Part, compliance with
all of the following shall be deemed adequate notice: (a) placement -
of a clear and prominent hyperlink or button labeled PRIVACY
NOTICE on the home page(s), which directly links to the privacy
notice screen(s); (b) placement of the information required in this Part
clearly and prominently on the privacy notice screen(s), followed on
the same screen(s) with a button that must be clicked on to make it
disappear; and (c) at each location on the-site at which any personal
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facsimile. Notice to the parent of a child may be to the e-mail address
of the parent and, if not known by respondent, to the e-mail address
of the child. The notice shall include the following information:

1. The information that was collected (e.g., "name," "home
address," "e-mail address," "age," "interests"); its use(s) and/or
intended use(s); and the third parties to whom it was or will be
disclosed (e.g., "advertisers of consumer products,” "mailing list
companies," "the general public") and with respect to children, that
the child's personal identifying information may have been made
public through various means, such as by publicly posting on the
child's personal home page or disclosure by the child through the use
of an e-mail account; '

2. The consumer's and child's parent's right to obtain access to

such information and the means by which (s)he may do so;

3. The consumer's and child's parent's right to have the
information removed from respondent's or a third party's databases
and the means by which (s)he may do so;

4. A statement that children's information will not be disclosed
to third parties, including public posting, without express parental
consent to the disclosure or public posting;

5. The means by which express parental consent may be
communicated to the respondent permitting disclosure to third parties
of a child's information; and

6. A statement that the failure of a consumer over the age of
twelve (12) to request removal of the information from respondent's
databases will be deemed as approval to its continued retention and/or
disclosure to third parties by respondent.

D. Respondent shall provide to consumers, including the parents
of children, a reasonable and secure means to request access to or
directly access their or their children's personal identifying
information. Such means may include direct access through password
protected personal profile, return e-mail bearing an electronically
verifiable signature, postal mail, or facsimile.

E. Respondent shall provide to consumers, including the parents
of children, a reasonable means to request removal of their or their
children's personal identifying information from respondent's and/or
the applicable third party's databases or an assurance that such
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information has been removed. Such means may include e-mail,
postal mail, or facsimile.

F. The failure of a consumer over the age of twelve (12) to
request the actions specified above within twenty (20) days after
his/her receipt of the notice required in Part VIL. A shall be deemed to
be consent to the information's continued retention and use by
respondent and any third party.

G. Respondent shall provide to the parent of a child a reasonable
means to communicate express parental consent to the retention
and/or disclosure to third parties of his/her child's personal identifying
information. Respondent shall not use any such information or
disclose it to any third party unless and until it receives express
parental consent.

H. If, inresponse to the notice required in Part VII.A, respondent
has received a request by a consumer over the age of twelve (12) that
respondent should remove from its databases the consumer's personal
identifying information or has not received the express consent of a
parent of a child to the continued retention and/or disclosure to third
parties of a child's personal identifying information by respondent
within twenty (20) days after the parent's receipt of the notice
required in Part VILB, respondent shall within ten (10) days:

1. Discontinue its retention and/or disclosure to third parties of
such information, including but not limited to (a) removing from its
databases all such information, (b) removing all personal home pages
created by the child, and (c) terminating all e-mail accounts for the
child; and

2. Contact all third parties to whom respondent has disclosed the
information, requesting that they discontinue using or disclosing that
information to other third parties, and remove the information from
their databases.

With respect to any consumer over the age of twelve (12) or any
parent of a child who has consented to respondent's continued
retention and use of personal identifying information pursuant to this
Part, such consumer's or parent's continuing right to obtain access to
his/her or a child's personal identifying information or removal of
such information from respondent's databases shall be as specified in
the notice required by Part IV of this order.









GEOCITIES 131
94 Decision and Order

extent that the amendment does not affect respondent's compliance
obligations under this order.

B. For five (5) years after the last collection of personal
identifying information from a child, all materials evidencing the
express parental consent given to respondent.

XIL.

It is further ordered, That respondent GeoCities, and its
successors and assigns, shall deliver a copy of this order to all current
and future principals, officers, directors, and managers, and to all
current and future employees, agents, and representatives having
responsibilities with respect to the subject matter of this order.
Respondent shall deliver this order to current personnel within thirty
(30) days after the date of service of this order, and to future
personnel within thirty (30) days after the person assumes such
position or responsibilities.

XII.

It is further ordered, That respondent GeoCities, and its
successors and assigns, shall establish an "information practices
training program" for any employee or GeoCities Community Leader
engaged in the collection or disclosure to third parties of consumers'
personal identifying information. The program shall include training
about respondent's privacy policies, information security procedures,
and disciplinary procedures for violations of its privacy policies.
Respondent shall provide each such current employee and GeoCities
Community Leader with information practices training materials
within thirty (30) days after the date of service of this order, and each
such future employee or GeoCities Community Leader such materials
and training within thirty (30) days after (s)he assumes his/her
position or responsibilities.

XIII.

It is further ordered, That respondent GeoCities, and its
successors and assigns, shall notify the Commission at least thirty
(30) days prior to any change in the corporation that may affect
compliance obligations arising under this order, including, but not
limited to, a dissolution, assignment, sale, merger, or other action that
would result in the emergence of a successor corporation; the creation
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or dissolution of a subsidiary, parent, or affiliate that engages in any
acts or practices subject to this order; the proposed filing of a
bankruptcy petition; or a change in the corporate name or address.
Provided, however, that, with respect to any proposed change in the
corporation about which respondent learns less than thirty (30) days
prior to the date such action is to take place, respondent shall notify
the Commission as soon as is practicable after obtaining such
knowledge. Allnotices required by this Part shall be sent by certified
mail to the Associate Director, Division of Enforcement, Bureau of
Consumer Protection, Federal Trade Commission, Washington, D.C.

XIV.

It is further ordered, That respondent GeoCities, and its
successors and assigns, shall, within sixty (60) days after service of
this order, and at such other times as the Federal Trade Commission
may require, file with the Commission a report, in writing, setting
forth in detail the manner and form in which they have complied with
this order.

XV.

This order will terminate on February 5, 2019, or twenty (20)
years from the most recent date that the United States or the Federal
Trade Commission files a complaint (with or without an accompany-
ing consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of
such a complaint will not affect the duration of:

A. Any Part in this order that terminates in less than twenty (20)
years;

B. This order's application to any respondent that is not named
as a defendant in such complaint; and

C. This order if such complaint is filed after the order has
terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal
court rules that the respondent did not violate any provision of the
order, and the dismissal or ruling is either not appealed or upheld on
appeal, then the order will terminate according to this Part as though
the complaint had never been filed, except that the order will not
terminate between the date such complaint is filed and the later of the
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deadline for appealing such dismissal or ruling and the date such
dismissal or ruling is upheld on appeal.

CONCURRING STATEMENT OF COMMISSIONER ORSON SWINDLE

I have voted in favor of final issuance of the consent order in this
matter because its provisions are appropriate to remedy the alleged
violations of the law by GeoCities, Inc. However, I want to
emphasize that my support for these provisions as a remedy for
alleged law violations in this particular case does not necessarily
mean that I would support imposing these requirements on other
commercial Internet sites through either legislation or regulation.






