
IN THE MATTER OF

ROBERT M. CURRIER

CONSENT ORDER, ETC., IN REGARD TO ALLEGED VIOLATIONS OF
SEC. 5 AND SEC. 12 OF THE FEDERAL TRADE COMM ISSION ACT

Docket C-4067; File No. 0023211
Complaint, December 13, 2002--Decision, December 13, 2002

This consent order addresses representations in infomercials for “Snorenz” – a
dietary supplement consisting of oils and vitamins that is sprayed on the back of
the throat of persons who snore – made by Respondent Dr. Robert M . Currier.
The order, among other things, requires the respondent to possess competent
and reliable scientific evidence to substantiate representations that Snorenz – or
any other food, drug, or dietary supplement – reduces or eliminates snoring or
the sound of snoring, or eliminates, reduces or mitigates the symptoms of sleep
apnea.  The order also requires the respondent – when acting as an expert
endorser – actually to exercise his represented expertise in the form of an
examination or testing at least as extensive as an expert in the field  would
normally conduct.  In addition, the order requires the respondent – whenever he
advertises that certain products are effective in reducing or eliminating snoring
or the sounds of snoring – to affirmatively disclose a warning statement about
sleep apnea and the need for physician consultation.  The order also requires
the respondent to possess and rely upon adequate substantiation to support any
representation about the benefits, performance, efficacy, or safety of Snorenz or
any other product, service or program, and – if the respondent makes such
representations as an expert endorser – he must possess substantiation in the
form of an examination or testing at least as extensive as an expert in the field
would normally conduct.  In addition, the order prohibits the respondent from
making false claims about scientific support for any product, service, or
program, and requires him to disclose any material connection between himself
and any product, program or service he endorses.

Participants

For the Commission: Lemuel W. Dowdy, Walter C. Gross, III,
Laureen Kapin, James Reilly Dolan, Elaine D. Kolish, and Randi
M. Boorstein.

For the Respondent: Denise Burke.
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COMPLAINT

The Federal Trade Commission, having reason to believe that
Robert M. Currier ("respondent"), has violated the provisions of
the Federal Trade Commission Act, and it appearing to the
Commission that this proceeding is in the public interest, alleges:

1. Respondent Robert M. Currier is a resident of Michigan.  He is
a doctor of osteopathic medicine who specializes in eye surgery
and diseases of the eye.  His principal office and place of business
is located at 127 Park Place, Alpena, Michigan 49707.

2. Respondent has appeared in television infomercials promoting
SNORenz.  These infomercials were aired on various broadcast
and cable channels.  SNORenz is a topical spray that purports to
reduce or eliminate snoring or the sounds associated with snoring
by lubricating the vibrating tissues in the throat with a
combination of oils, vitamins, and trace ingredients.  SNORenz is
a "food," and/or “drug” within the meaning of Sections 12 and 15
of the Federal Trade Commission Act.

3. The acts and practices of respondent alleged in this complaint
have been in or affecting commerce, as "commerce" is defined in
Section 4 of the Federal Trade Commission Act.

4. Respondent has made statements as an expert endorser in
advertisements for SNORenz, including but not necessarily
limited to television infomercials that were aired on various
broadcast and cable channels.  These advertisements contained the
following statements:

INFOMERCIAL: VP SNORenz 2- JD [Exhibit A]

ON SCREEN: Dr. Bob Currier, Physician and Surgeon

A. DR. BOB CURRIER: Well what snoring really is, Jon, is
simply a relaxation of the tissues in the back of the throat.
It’s when we fall asleep, much of our muscles in our body as
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well as our throat relax.  That’s the time we sleep.  We’re
supposed to get our rest.  What happens with that, though,
unfortunately is as the tissues relax, they occlude or actually
narrow, and they cause a funnel effect for the air as it goes
through, flapping the tissue.  This is in the back of the
throat, hence creating the noise.  It’s very positional, it’s
very – also very dependent on habits, and then also it affects
really how much we sleep and how much we rest we
actually get throughout the night. 

B. DR. BOB CURRIER:  Well, to take this just a little bit
further, a dentist has studied this and has actually sprayed
this in models, and he actually used a dye at the time so he
could see where it was applied. In the soft tissues, in the
back of the throat, the ones that we see that flap and flutter
and that need the lubrication, what -- it is applied there, but
where the technology goes even further and better through
this liposome technology is to apply it evenly, and the very
neat thing about this is it stays.  It stays there all night.
That's where others have failed.  And that's also where a lot
of the appliances, that's where also a lot of the applications
of surgeries, pills, other  things that have been attempted
and tried have failed.  This product here stays there.  It's
easy application.

INFOMERCIAL: VP SNORENZ 4 - JD [Exhibit B]

C. DR. BOB CURRIER.  Well, it is a problem, but the real
problem is awareness.  A lot of people are not aware, as you
were, that you didn’t snore, you don’t snore, and people
don’t want to offend someone else that they may sleep with
or someone in their family by telling them that they snore.
And they’ve put up with it for years.  The problem with that
is all the things that go with it.  Even on a personal level. 
Me personally, I snore and have snored, and I’ve used the
product as well and it’s worked great for me.  Why do I
know this? Because my energy level, I feel better.  I get
better sleep.  The problems happen I think people go to
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sleep, they assume they’re automatically going to wake up
rested.  They don’t and then they wake up with a headache,
less energy, they hurt, they’re sore, they’re irritable.  The
health problems are really insidious, but let’s not even go
that deep.  Let’s just talk about things that happen to us on
an everyday basis.  The energy level we have.  We’re not
rested.  That’s the problem.

 D. DR. BOB CURRIER:  Interestingly enough, it's not only
the results of the studies we got, but the comments we
received.  Many people, again, they're aware of snoring,
but they aren't aware of the problems that come with it. 
And actually it's like until it's resolved, the snoring itself,
oh, my word, what a problem it was.  And you can see the
changes it's made.  That was probably the most interesting
part of doing that whole study was the comments that we
got back, the little stories that people had through the week
you know, of using the product.  And that was the beauty
of this.  I loved doing the study, it was highly effective.

E. DR. BOB CURRIER: With the effectiveness of its staying
there, it’s a winner.  And that’s how it works.

5. Through the means described in Paragraph 4, respondent has
represented, expressly or by implication, that:

A. SNORenz significantly reduces or eliminates snoring or the
sound of snoring in users of the product.

B. A single application of SNORenz significantly reduces or
eliminates snoring or the sound of snoring for six to eight
hours.

C. SNORenz can eliminate, reduce or mitigate the symptoms
of sleep apnea including daytime tiredness and frequent
interruptions of deep restorative sleep.
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6. Through the means described in Paragraph 4, respondent has
represented, expressly or by implication, that he possessed and
relied upon a reasonable basis that substantiated the
representations set forth in Paragraph 5, at the time the
representations were made.

7. In truth and in fact, respondent did not possess and rely upon a
reasonable basis that substantiated the representations set forth in
Paragraph 5, at the time the representations were made.  Among
other reasons, the single study that respondent relied upon that
purported to use a double blind, controlled design contained basic
flaws in design (such as failure to apply an appropriate
measurement to assess sound reduction, failure to include a
statistical analysis of the results, insufficient duration of the
testing period, and failure to develop a baseline against which any
improvement could be measured).  Therefore, the representation
set forth in Paragraph 6 was, and is, false or misleading.

8. Through the means described in Paragraph 4, respondent has
represented, expressly or by implication, that clinical research
proves that SNORenz significantly reduces or eliminates snoring
or the sound of snoring.

9. In truth and in fact, clinical research does not prove that
SNORenz significantly reduces or eliminates snoring or the sound
of snoring.  Among other things, critical components of the
research were not done by an independent entity qualified to
conduct studies or by Dr. Currier.  Rather, officials from Med
Gen, Inc., the manufacturer of SNORenz,  composed the
questionnaire used in the study and compiled the results from
completed questionnaires submitted by study participants. 
Therefore, the representation set forth in Paragraph 8 was, and is,
false or misleading.

10. In the advertising and sale of SNORenz, respondent has
represented, expressly or by implication, that the product reduces
or eliminates snoring or the sound of snoring.  Respondent has
failed to disclose or to disclose adequately that SNORenz is not
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intended to treat sleep apnea for which snoring is a primary
symptom, that sleep apnea is a potential life-threatening condition,
and that persons who have symptoms of sleep apnea should
consult a physician.  These facts would be material to consumers
in their purchase or use of the product.  The failure to disclose
adequately these facts, in light of the representation made, was,
and is, a deceptive practice.

11. Through the use of the statements contained in the
infomercials referred to in Paragraph 4, respondent has
represented, directly or by implication, that, at the time he made
the representations set forth in Paragraph 5, he possessed and
relied upon a reasonable basis for such representations, consisting
of an actual exercise of his represented expertise in the causes and
treatments for snoring at least as extensive as an expert in that
field would normally conduct in order to support the conclusions
presented in the endorsement.

12. In truth and in fact, at the time he made the representations
set forth in Paragraph 5, respondent did not possess and rely upon
a reasonable basis for such representations.  Therefore,
respondent’s representations set forth in paragraph 11 were false
and misleading. 

13.  Through the statements contained in the infomercials
referred to in Paragraph 4,  respondent has represented, expressly
or by implication, that he endorses SNORenz.  Respondent has
failed to disclose or failed to disclose adequately that he has a
material connection with Med Gen, Inc., the manufacturer of
SNORenz, in that he is an investor in the company and may have
a financial interest in promoting the sale of SNORenz.  This fact
would be material to consumers in their purchase decision
regarding SNORenz.  The failure to disclose this fact, in light of
the representations made, was and is a deceptive practice.

14. The acts and practices of respondent as alleged in this
complaint constitute unfair or deceptive acts or practices, and the
making of false advertisements, in or affecting commerce in
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violation of Sections 5(a) and 12 of the Federal Trade
Commission Act.

THEREFORE, the Federal Trade Commission on this
thirteenth day of December, 2002,  has issued this complaint
against respondent.

By the Commission.
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DECISION AND ORDER

The Federal Trade Commission having initiated an

investigation of certain acts and practices of the respondent named

in the caption hereof, and the respondent having been furnished

thereafter with a copy of a draft of complaint which the Bureau of

Consumer Protection proposed to present to the Commission for

its consideration and which, if issued by the Commission, would

charge respondent with violation of the Federal Trade

Commission Act; and

The respondent, his attorney, and counsel for Federal Trade

Commission having thereafter executed an agreement containing a

consent order, an admission by the respondent of all the

jurisdictional facts set forth in the aforesaid draft of complaint, a

statement that the signing of said agreement is for settlement

purposes only and does not constitute an admission by respondent

that the law has been violated as alleged in such complaint, or that

the facts as alleged in such complaint, other than jurisdictional

facts, are true and waivers and other provisions as required by the

Commission’s Rules; and

The Commission having thereafter considered the matter and

having determined that it had reason to believe that the respondent

has violated the said Act, and that complaint should issue stating

its charges in that respect, and having thereupon accepted the

executed consent agreement and placed such agreement on the

public record for a period of thirty (30) days, now in further

conformity with the procedure prescribed in § 2.34 of its Rules,

the Commission hereby issues its complaint, makes the following

jurisdictional findings and enters the following order:

1.  Proposed respondent Robert M. Currier, D. O. is a doctor of

osteopathic medicine licensed to practice in the state of Michigan,

with a specialty in eye surgery and diseases of the eye.  His

principal office and place of business is located at 127 Park Place,

Alpena, Michigan 49707.
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2. The Federal Trade Commission has jurisdiction of the subject

matter of this proceeding and of the respondent, and the

proceeding is in the public interest.

ORDER

DEFINITIONS

For purposes of this order, the following definitions shall apply:

1.  "Competent and reliable scientific evidence" shall mean

tests, analyses, research, studies, or other evidence based on the

expertise of professionals in the relevant area, that has been

conducted and evaluated in an objective manner by persons

qualified to do so, using procedures generally accepted in the

profession to yield accurate and reliable results.

2.  "Clearly and prominently" shall mean as follows:

A. In an advertisement communicated through an electronic

medium (such as television, video, radio, and interactive

media such as the Internet and online services), the

disclosure shall be presented simultaneously in both the

audio and video portions of the advertisement. Provided,

however, that in any advertisement presented solely

through video or audio means, the disclosure may be made

through the same means in which the ad is presented.  The

audio disclosure shall be delivered in a volume and

cadence sufficient for an ordinary consumer to hear and

comprehend it.  The video disclosure shall be of a size and

shade, and shall appear on the screen for a duration

sufficient for an ordinary consumer to read and

comprehend it.  In addition to the foregoing, in interactive

media, the disclosure shall also be unavoidable and shall

be presented prior to the consumer incurring any financial

obligation.
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B. In a print advertisement, promotional material, or

instructional manual, the disclosure shall be in a type size

and location sufficiently noticeable for an ordinary

consumer to read and comprehend it, in print that contrasts

with the background against which it appears.  In multipage

documents, the disclosure shall appear on the cover or first

page.

C. On a product label, the disclosure shall be in a type size and

location on the principal display panel sufficiently

noticeable for an ordinary consumer to read and

comprehend it, in print that contrasts with the background

against which it appears.

The disclosure shall be in understandable language and

syntax.  Nothing contrary to, inconsistent with, or in

mitigation of the disclosure shall be used in any

advertisement or on any label.

3.  Unless otherwise specified, "respondent" shall mean Robert

M. Currier and his agents, representatives, and employees.

4.  “Drug” shall mean as defined in Section 15 of the Federal

Trade Commission Act, 15 U.S.C. § 55.

5.  “Food” shall mean as defined in Section 15 of the Federal

Trade Commission Act, 15 U.S.C. § 55.

 6.  "Commerce" shall mean as defined in Section 4 of the

Federal Trade Commission Act, 15 U.S.C. § 44.

I.

IT IS ORDERED that respondent, directly or through any

corporation, subsidiary, division, or other device, in connection

with the manufacturing, labeling, advertising, promotion, offering

for sale, sale, or distribution of SNORenz or any other food, drug,

or dietary supplement, in or affecting commerce, shall not make
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any representation, in any manner, expressly or by implication

that:

A. Such product reduces or eliminates snoring or the sound of

snoring in users of the product;

B. A single application of such product reduces or eliminates

snoring or the sound of snoring for any specified period of

time; or

C. Such product can eliminate, reduce or mitigate the

symptoms of sleep apnea including daytime tiredness and

frequent interruptions of deep restorative sleep

unless at the time the representation is made, respondent possesses

and relies upon competent and reliable scientific evidence that

substantiates the representation. Provided that, for any

representation made by respondent as an expert endorser,

respondent must possess and rely upon competent and reliable

scientific evidence, and an actual exercise of respondent’s

represented expertise, in the form of an examination or testing of

the foods, drugs, or dietary supplements at least as extensive as an

expert in the field would normally conduct in order to support the

conclusions presented in the representation.

II.

IT IS FURTHER ORDERED that respondent, directly or

through any corporation, subsidiary, division, or other device, in

connection with the manufacturing, labeling, advertising,

promotion, offering for sale, sale, or distribution of any product

that has not been shown by competent and reliable scientific

evidence to be effective in the treatment of sleep apnea, in or

affecting commerce, shall not represent, in any manner, expressly

or by implication, that the product is effective in reducing or

eliminating snoring or the sounds of snoring, unless he discloses,

clearly and prominently, and in close proximity to the

representation, that such product is not intended to treat sleep
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apnea, that the symptoms of sleep apnea include loud snoring,

frequent episodes of totally obstructed breathing during sleep, and

excessive daytime sleepiness, that sleep apnea is a potentially life-

threatening condition, and that persons who have symptoms of

sleep apnea should consult their physician or a specialist in sleep

medicine. Provided, however, that for any television commercial

or other video advertisement fifteen (15) minutes in length or

longer or intended to fill a broadcasting or cablecasting time slot

fifteen (15) minutes in length or longer, the disclosure shall be

made within the first thirty (30) seconds of the advertisement and

immediately before each presentation of ordering instructions for

the product. Provided further, that, for the purposes of this

provision, the presentation of a telephone number, e-mail address,

or mailing address for listeners to contact for further information

or to place an order for the product shall be deemed a presentation

of ordering instructions so as to require the announcement of the

disclosure provided herein.

III.

IT IS FURTHER ORDERED that respondent, directly or

through any corporation, subsidiary, division, or other device, in

connection with the endorsing, manufacturing, labeling,

advertising, promotion, offering for sale, sale, or distribution of

SNORenz or any other product, service, or program in or affecting

commerce, shall not make any representation, in any manner,

expressly or by implication, about the benefits, performance,

efficacy, or safety of any such product, service, or program,

unless, at the time the representation is made, respondent

possesses and relies upon competent and reliable evidence, which,

when appropriate, must be competent and reliable scientific

evidence, that substantiates the representation. Provided that, for

any representation made by respondent as an expert endorser,

respondent must possess and rely upon competent and reliable

scientific evidence, and an actual exercise of respondent’s

represented expertise, in the form of an examination or testing of

the products, services, or programs at least as extensive as an
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expert in the field would normally conduct in order to support the

conclusions presented in the representation.

IV.

IT IS FURTHER ORDERED that respondent, directly or

through any corporation, subsidiary, division, or other device, in

connection with the endorsing, manufacturing, labeling,

advertising, promotion, offering for sale, sale, or distribution of

any product, service, or program in or affecting commerce, shall

not misrepresent, in any manner, expressly or by implication, the

existence, contents, validity, results, conclusions, or

interpretations of any test, study, or research.

V.

IT IS FURTHER ORDERED that respondent, directly or

through any corporation, subsidiary, division, or other device, in

connection with the endorsing of any product, service, or program

in or affecting commerce, shall disclose, clearly and prominently a

material connection, where one exists, between respondent and

any individual or entity manufacturing, labeling, advertising,

promoting, offering for sale, selling, or distributing such product,

service or program.  For purposes of this order, “material

connection” shall mean any relationship that might materially

affect the weight or credibility of the endorsement and would not

be reasonably expected by consumers.

VI.

Nothing in this order shall prohibit respondent from making

any representation for any drug that is permitted in labeling for

such drug under any tentative final or final standard promulgated

by the Food and Drug Administration, or under any new drug

application approved by the Food and Drug Administration.
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VII.

Nothing in this order shall prohibit respondent from making

any representation for any product that is specifically permitted in

labeling for such product by regulations promulgated by the Food

and Drug Administration pursuant to the Nutrition Labeling and

Education Act of 1990.

VIII.

IT IS FURTHER ORDERED that respondent shall, for five (5)

years after the last date of dissemination of any representation

covered by this order, maintain and upon request make available

to the Federal Trade Commission for inspection and copying:

A. All advertisements and promotional materials containing

the representation;

B. All materials that were relied upon in disseminating the

representation; and

C. All tests, reports, studies, surveys, demonstrations, or other

evidence in their possession or control that contradict,

qualify, or call into question the representation, or the basis

relied upon for the representation, including complaints and

other communications with consumers or with

governmental or consumer protection organizations.

IX.

IT IS FURTHER ORDERED that respondent, for a period of

five (5) years after the date of issuance of this order, shall notify

the Commission of the discontinuance of his current business or

employment, or of his affiliation with any new business or

employment.  The notice shall include respondent's new business

address and telephone number and a description of the nature of

the business or employment and his duties and responsibilities.

All notices required by this Part shall be sent by certified mail to
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the Associate Director, Division of Enforcement, Bureau of

Consumer Protection, Federal Trade Commission, 600

Pennsylvania Avenue, N.W., Washington, D.C. 20580.

X.

IT IS FURTHER ORDERED that respondent shall, within

sixty (60) days after the date of service of this order, and at such

other times as the Federal Trade Commission may require, file

with the Commission a report, in writing, setting forth in detail the

manner and form in which he has complied with this order.

XI.

This order will terminate on December 13, 2022, or twenty

(20) years from the most recent date that the United States or the

Federal Trade Commission files a complaint (with or without an

accompanying consent decree) in federal court alleging any

violation of the order, whichever comes later; provided, however,

that the filing of such a complaint will not affect the duration of:

A. Any Part in this order that terminates in less than twenty

(20) years;

B. This order's application to any respondent that is not named

as a defendant in such complaint; and

C. This order if such complaint is filed after the order has

terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal

court rules that the respondent did not violate any provision of the

order, and the dismissal or ruling is either not appealed or upheld

on appeal, then the order will terminate according to this Part as

though the complaint had never been filed, except that the order

will not terminate between the date such complaint is filed and the 
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later of the deadline for appealing such dismissal or ruling and the

date such dismissal or ruling is upheld on appeal.

By the Commission.
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Analysis of Proposed Consent Order to Aid Public Comment

The Federal Trade Commission has accepted an agreement,

subject to final approval, to a proposed consent order from Dr.

Robert M. Currier ( the "proposed respondent").  This matter

concerns claims Dr. Currier made infomercials for a purported

anti-snoring product called SNORenz.

The proposed consent order has been placed on the public

record for thirty (30) days for reception of comments by interested

persons.  Comments received during this period will become part

of the public record.  After thirty (30) days, the Commission will

again review the agreement and the comments received and will

decide whether it should withdraw from the agreement and take

other appropriate action or make final the agreement’s proposed

order.

SNORenz is a dietary supplement consisting of oils and

vitamins that is sprayed on the back of the throat of persons who

snore.  The Commission’s complaint charges that Dr. Currier

failed to have a reasonable basis for claims, which he made in

infomercials for SNORenz, about the product’s efficacy in (1)

reducing or eliminating snoring or the sounds of snoring, (2)

reducing or eliminating snoring or the sounds of snoring for six to

eight hours, and (3) treating the symptoms of sleep apnea.  Dr.

Currier is also charged with making false claims that clinical

proof establishes the efficacy of SNORenz.  Further, the

complaint alleges that  the proposed respondent failed to disclose

that the product is not intended to treat sleep apnea; that sleep

apnea is a potentially life-threatening disorder characterized by

loud snoring, frequent interruptions of sleep, and daytime

tiredness; and that persons experiencing those symptoms should

seek medical attention.  In addition, the complaint alleges that,

when Dr. Currier made claims about SNORenz’ efficacy, he failed

to have a reasonable basis for such claims consisting of an actual

exercise of his represented expertise in the causes and treatment

for snoring.  Finally, the complaint alleges that the proposed

respondent failed to disclose adequately that a material connection
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existed between himself and the product’s manufacturer and

marketer, Med Gen, Inc.

Part I of the consent order requires that Dr. Currier possess

competent and reliable scientific evidence to substantiate

representations that SNORenz or any other food, drug, or dietary

supplement reduces or eliminates snoring or the sound of snoring;

reduces or eliminates snoring or the sound of snoring for any

specified period of time through a single application; or

eliminates, reduces or mitigates the symptoms of sleep apnea.  It

also requires that Dr. Currier, when acting as an expert endorser,

actually exercise his represented expertise in the form of an

examination or testing at least as extensive as an expert in the

field would normally conduct.  Part II of the order requires that,

for any product Dr. Currier advertises that has not been shown to

be effective in the treatment of sleep apnea, he must affirmatively

disclose, whenever the advertisement represents that the product is

effective in reducing or eliminating snoring or the sounds of

snoring, a warning statement about sleep apnea and the need for

physician consultation.

Part III of the order requires proposed respondent to

substantiate any representation about the benefits, performance,

efficacy, or safety of SNORenz or any other product, service or

program. If Dr. Currier makes such representations as an expert

endorser, he must possess substantiation in the form of an

examination or testing at least as extensive as an expert in the

field would normally conduct.  Part IV prohibits false claims

about scientific support for any product, service, or program.   Part

V requires that Dr. Currier disclose any material connection

between himself and any product, program or service he endorses.

 Parts VI and VII of the proposed order permit proposed

respondent to make certain claims for drugs or dietary

supplements, respectively, that are permitted in labeling under

laws and/or regulations administered by the U.S. Food and Drug

Administration.
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The remainder of the proposed order contains standard

requirements that respondent maintain advertising and any

materials relied upon as substantiation for any representation

covered by substantiation requirements under the order, notify the

Commission of any change in his employment, and file one or

more reports detailing its compliance with the order.  Part XI of

the proposed order is a provision whereby the order, absent certain

circumstances, terminates twenty years from the date of issuance.

The purpose of this analysis is to facilitate public comment on

the proposed order, and is not intended to constitute an official

interpretation of the agreement and proposed order or to modify in

any way their terms.

This proposed order, if issued in final form, will resolve the

claims alleged in the complaint against the named respondent.  It

is not the Commission’s intent that acceptance of this consent

agreement and issuance of a final decision and order will release

any claims against any unnamed persons or entities associated

with the conduct described in the complaint.
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IN THE MATTER OF

MICROSOFT CORPORATION

CONSENT ORDER, ETC., IN REGARD TO ALLEGED VIOLATIONS OF

SEC. 5 OF THE FEDERAL TRADE COM MISSION ACT

Docket C-4069; File No. 0123240

Complaint, December 20, 2002--Decision, December 20, 2002

This consent order addresses representations made – for Passport Single Sign-

In service, an online authentication service, and for two add-on services that

respectively provide online purchasing and parental consent services – by

Respondent Microsoft Corporation.  The order, among o ther things, prohibits

the respondent from misrepresenting (1) what personal information is collected

from or about consumers; (2) the extent to which the respondent’s product or

service  will maintain, protect or enhance the privacy, confidentiality, or security

of any personally identifiable information collected from or about consumers;

(3) the steps the respondent will take with respect to personal information it has

collected in the event that it changes the terms of the privacy policy in effect at

the time the information was collected; (4) the extent to which the service

allows parents to control what the information their children can provide to

participating sites or the use of that information by such sites; and (5) any other

matter regarding the  collection, use, or disclosure of personally identifiable

information. The order also requires the respondent to establish and maintain a

comprehensive information security program in writing that is reasonably

designed to protect the security, confidentiality, and integrity of personal

information collected from or about consumers.  In addition, the order requires

the respondent to obtain within one year, and on a biannual basis thereafter, for

twenty years, an assessment and report from a qualified, objective, independent

third-party professional certifying that the respondent has in place a security

program (1) that provides protections that meet or exceed the protections

required by the order; and (2) is operating with sufficient effectiveness to

provide reasonable assurance that the security, confidentiality, and integrity of

consumers’ personal information has been protected.

Participants

For the Commission: Ellen Finn, Eric Imperial, Mamie

Kresses, Jessica L. Rich, Louis Silversin, Gerard R. Butters and

Paul A. Pautler.

For the Respondent: Charles E. Buffon, Covington &

Burling, and Linda Norman, Microsoft.
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