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IN THE MATTER OF

COLLECTIFY LLC

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SEC. 5 OF THE FEDERAL TRADE COMMISSION ACT

Docket No. C-4272; File No. 092 3142
Complaint, November 9, 2009 - Decision, November 9, 2009

This consent order addresses respondent Collectify, LLC, providers of software
and consulting services to businesses with employees residing outside of
origin. Respondent manages tax and payroll issues for employees that work
outside their country of residence. The complaint alleges the respondent
violated Section 5 of the FTC Act by making false and misleading
representations concerning Collectify, LLC’s participation in the Safe Harbor
privacy framework. Safe Harbor is an international program for international
data transfer between the U.S. and the European Union. Respondent advertised
an incorrect status as to its compliance with the program. The order prohibits
Collectify, LLC from making misrepresentations about its membership in any
privacy, security, or any other compliance program sponsored by the
government or any other third party.

Participants
For the Commission: Molly Crawford and Katie Ratté

For the Respondents: Karl M. Zielaznicki, Troutman Sanders,
LLP.

COMPLAINT

The Federal Trade Commission, having reason to believe that
Collectify LLC (“respondent”) has violated the provisions of the
Federal Trade Commission Act, and it appearing to the
Commission that this proceeding is in the public interest, alleges:

1. Respondent Collectify LLC (“Collectify”) is a Delaware
corporation with its principal office or place of business at 235
East 73rd Street, Suite 3C, New York, New York 10012.

2. Respondent is in the business of selling comprehensive
cataloguing software to consumers over the internet, including
through a website (www.collectify.com).
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3. The acts and practices of respondent as alleged in this
complaint have been in or affecting commerce, as “commerce” is
defined in Section 4 of the Federal Trade Commission Act.

4. Since at least September 2001, respondent has set forth on
its website, www.collectify.com, privacy policies and statements
about its practices, including statements related to its participation
in the Safe Harbor privacy framework agreed upon by the U.S.
and the European Union (“U.S.-EU Safe Harbor Framework™ or
“Safe Harbor™).

U.S.-EU SAFE HARBOR FRAMEWORK

5. The U.S.-EU Safe Harbor Framework provides a method
for U.S. companies to transfer personal data outside of Europe
that is consistent with the requirements of the European Union
Directive on Data Protection (“Directive”). Enacted in 1995, the
Directive sets forth European Union (“EU”) requirements for
privacy and the protection of personal data. Among other things,
it requires EU Member States to implement legislation that
prohibits the transfer of personal data outside the EU, with
exceptions, unless the European Commission (“EC”) has made a
determination that the recipient jurisdiction’s laws ensure the
protection of such personal data. See Directive 95/46/EC of the
European Parliament and of the Council (Oct. 24, 1995),
available at http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?
uri=CELEX:31995L0046:EN:HTML.  This determination is
commonly referred to as meeting the EU’s “adequacy” standard.

6. To satisfy the EU adequacy standard for certain
commercial transfers, the U.S. Department of Commerce
(“Commerce”) and the EC negotiated the U.S.-EU Safe Harbor
Framework, which went into effect in 2000. The Safe Harbor
allows U.S. companies to transfer personal data lawfully from the
EU. To join the Safe Harbor, a company must self-certify to
Commerce that it complies with seven principles and related
requirements that have been deemed to meet the EU’s adequacy
standard.

7. Companies under the jurisdiction of the U.S. Federal
Trade Commission (“FTC”), as well as the U.S. Department of


http://eurlex.europa.eu/LexUriServ/LexUriServ.do?%20uri=CEL
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Transportation, are eligible to join the Safe Harbor. A company
under the FTC’s jurisdiction that self-certifies to the Safe Harbor
principles but fails to implement them may be subject to an
enforcement action based on the FTC’s deception authority under
Section 5 of the Federal Trade Commission Act.

8. Commerce maintains a public website, www.export.gov/
safeharbor, where it posts the names of companies that have self-
certified to the Safe Harbor. The listing of companies indicates
whether their self-certification is “current” or “not current.”
Companies are required to re-certify every year in order to retain
their status as “current” members of the Safe Harbor framework.
According to the Safe Harbor website, “Organizations should
notify the Department of Commerce if their representation to the
Department is no longer valid. Failure to do so could constitute a
misrepresentation.” See Safe Harbor List, available at
http://web.ita.doc.gov/safeharbor/shlist.nsf/web
Pages/safe+harbor+list.

VIOLATIONS OF SECTION5 OF THE FTC ACT

9. In October 2001, respondent submitted to Commerce a
self-certification to the Safe Harbor. Respondent renewed that
self-certification in October 2002 and October 2003.

10. In October 2004, respondent did not renew its self-
certification to the Safe Harbor, and Commerce updated
respondent’s status to “not current” on its public website. Until
July 2009, respondent did not renew its self-certification to the
Safe Harbor and was in “not current” status on Commerce’s
website. (Exhibit A, Declaration of Damon C. Greer).

11. Since at least September 2001 to the present, respondent
has disseminated or caused to be disseminated privacy policies
and statements on the www.collectify.com website, including, but
not limited to, the following statements:

This Privacy Policy complies with the
U.S. Department of Commerce Safe
Harbor Privacy Principles, as approved
by the European  Commission.


http://www.export.gov/
http://web.ita.doc.gov/safeharbor/shlist.nsf/web
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Collectify is in the process of certifying
its compliance with the U.S.
Department of Commerce.

Exhibit B, Oct. 2001 Privacy Policy; Exhibit C, Feb. 2003 Privacy
Policy; Exhibit D, Dec. 2004 Privacy Policy; Exhibit E, Dec.
2005 Privacy Policy; Exhibit F, Dec. 2008 Privacy Policy.

12. Through the means described in Paragraph 11, respondent
represented, expressly or by implication, that it is seeking self-
certification to, or is a current participant in, the Safe Harbor.

13.In truth and in fact, from October 2004 to July 2009,
respondent did not seek self-certification to, and was not a current
participant in, the Safe Harbor. Therefore, the representations set
forth in Paragraph 11 were, and are, false or misleading.

14. The acts and practices of respondents as alleged in this
complaint constitute unfair or deceptive acts or practices in or
affecting commerce in violation of Section 5(a) of the Federal
Trade Commission Act.

THEREFORE, the Federal Trade Commission this ninth day
of November, 2009, has issued this complaint against respondent.

By the Commission.
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UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
)
In the Matter of )
)
COLLECTIFY LLC, ) DOCKET NO.
a limited liability company. )
)
)

DECLARATION OF DAMON C. GREER

[, Damon C. Greer, based upon my personal knowledge concerning matters to which [

am competent to testify, hereby declare as follows:

1.

I'am the Associate Director for Electronic Commerce in the Office of Technology and
Electronic Commerce at the U.S. Department of Commerce (“Commerce”), and I am the
lead administrator of the U.S.-E.U. Safe Harbor Framework.

Comnmerce is not a party to the captioned matter.

Commerce is responsible for developing and overseeing the U.S.-EU Safe Harbor
Framework (“Safe Harbor”), a voluntary program that provides U.S. companies with a
method for receiving personal data lawfully from the European Union. To join the Safe
Harbor, a company must self-certify to Commerce that it complies with a set of
principles that have been deemed to meet the EU’s adequacy standard.

As Associate Director, [ am responsible for maintaining an accurate list of those
companies that self-certify to Commerce that they comply with the Safe Harbor
principles. As part of my responsibilities, [ oversee a public website,
www.export.gov/safeharbor, where I post the names of companies that have self-
certified. The listing of companies indicates, among other things, whether their self-
certification is “current” or “not clrrent.” Companies are required to re-certify every
year on the anniversary of the date they first self-certified in order to retain their status as
“current” members of the Safe Harbor framework.

In October 2001, Collectify LLC (“Collectify”) submitted a self-certification to
Commerce, which it renewed in October 2002 and October 2003. Collectify’s next self-
certification was due in October 2004.

Collectify did not submit a self-certification by the October 2004 deadline, and as a result

Pagelof 2
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have not received any documents or information from Collectify to renew its self-
certification. Collectify is in “not current” status on the Commerce website,

1 declare under penalty of perjury wnder the L aws of the United States of America that
the foregoing s true and c%imcd this 7”"day of June, 2009, in Washington, D.C.

Damon C. Greer

Associate Director for Electronic Commerce
Office of Technology and Electronic Commerce
U.S. Department of Commerce

Page2of 2
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(ollectify |f| Privacy Policy Page 1 of 4

\
g collectify

This Privacy Policy governs Caliectify LLC's ("Collectify*) treatment of personally dentifiable
mfprimation that Collectify coflects when you use its Collectify.com website {"Coifetify. com™),
This Prvacy Policy also covers Collechify's treatment of any personally wdentifable sfarmation
that Caflectify's business partners share with Collectify. This Privacy Policy dogs nof apply to the
practices of companies that Collectily does not own or contral, or to people that Caliectiy does
not employ ar manage.

&

By using Collectify.com, you agree to the coflection and use of your persunal mfarmation, as
duscribiad in this Privacy Policy

This Privacy Policy was last updated on July 4, 2001, In the event that Collectify changes this
Peivacy Policy, Collectify will past notice of the change prominently on Collectify.com. [n addition,
i you have registered on Collectify.com, Collectify will contact you via email to nelify you about
the changes,

[. Information Collection Practices

A Information Collectify Collects:

1. Information You Provide: Collectify collects infarmation that dentifies you
personally when you register on Collectify.com, when you puichase
Collectify software online, and when you use certain Collectily products or
services. Collectify may alse recewe information that dentifies you
persanally from its husiness partners.

A When you register online, you share your email address and
password.

b. When you use the services provided on Collectify.com, you share all
information that you input.
c. When you order Collectify software online, your share your name,

email address, telephane number, bilfing address, delwery address,
credit/charge card nuinber and credit/charge card expiration date

2. Information Collectity Automaticaily Receives: Collactify autonratically
receives and records information on its server logs from your browser,
including your 1P address, cookie information, and the pages on the website
you visited

. Cookies: A "cookin” s & small piece of inforniation that & wets
Brawser can store temporarily on your hard drive Must el
browsers aunoindlxally aceept fookies, inkess you Llaiye yone
browser sethings to prevent it from arcepting thent

b, Collactify Cookes Collectify may set and access Colle by com

cookies on your computer. These cookies Niay cantam 9 of the

personal infarmation you have prowided m Coll

Third Party Cockies: Collechiy may alsa aliew nther Cnipaes that

are presanting advertisements on Collechfy Limi st and b ess

Heie cookies on your computer. Other ompanics” us: af ther

cookics are subjert Lo their own prvacy palicies, not s ga0

Advertisers or olber compans do not hawe Aveess 11

Collectify com’s rookies.

3. Mo Other Tnfurmatan: Coilechfy dees not collet any inforati fras you,
uther than stated abuve Cifectily Gily uses informatian it
you in the ways descated s Privacy Policy ©nlletefy o
ifarmation i any atber sy wothant first ohtatniag your oy

i s of Thes Website By Children ¢l

by el neb witwrnjly S @ mboratan
teomn children indee 13, nos e it b d

wpenoghy market o ebl N LT

web.archive.org/web/20011022023113/collectify.com/global/privacy.php 3/4/2009




544

FEDERAL TRADE COMMISSION DECISIONS
VOLUME 148

Complaint

Collectify | Privacy Pulicy Bage 20f4

s ndie d i din gl e i,

17, and pour whid ha
A gat, dind Cudald ol iy et aithly
CRUTTIRTORY R TR S R Lt

11, Infprmidson Uee, Sharing, And Diaciosure

A bilortidtion Ussteatd 5 Collerify Mg s e aofiriingieun f o 1R b 0llp
0 Al carkpes b Coflectiby, com, seflvexre upstes, s spenal affory 1 aleily
Ptk thal pe woll bl wahiabbe

B feformatins ©alerniny Shares:

1, Service Proadert: Collechiy emgioys (hird party service provdins b
perknie o an Rections o ks behall These service oviders wil have
acress I vour persanal informatian only in the degree i & necesiacy o
prsendl T product of Sirveck i have renuested. [n adobon, Collecriy
il reguire il service providers b affond the same tawed of provecy
P00 4% euiid By this Privasy Podcy.

& Calectity shargs yodr name, Biling addreds, creditjehange cand
apaney ail crediticharge cend expratan date wiih the servie
privetird chad provess Celipstify's credufchasge card ordivs
Ciflechidy shares your deltvery address and phone number with the
Tt il fra Mufill aiders, and the couners that shis sad defiver the
wiltmare
Colleruly may share your emai address with serice providers that
sl i denal maages. Colictfy st Callactily.com users,
1l Caectiy my share your personal infarmgtion sith & service
grovader (At pioeldes custoaner sevice for Cellectify.

-

-

-

Saig of Bnfurinadion; Collectify dews net gll, brade, oo renl your persanal
abwmation 10 aifers wihout you permissian. You may opt-m (o allow
Calactily 15 3hatm or dichoss your infarmition 1 third patses mhin your
register. feas map change your prefereaces by sending an emad message i
gt rulieily com

. fygregate Statistics: Collectfty may povide sggregste statistis stout it
LUROMEFS, S, it tralll patinr, and rrlaeed mebsile miematdn
to repatable e parties, This aggregate information will not incude any
et e thal gdrinaly identfies s,

4. Leval Readarn: Collectily will shars pour parsonal mfarmation, if requined
do =y by subpoena, court order, or other legal processes. Collectify may
shine o ersong information ¥ 2 fnds that your 3k on
Collertly cor vinlabe e Tering aod Condifions or any of its oiber e
el for specic prockects or servies.

1. Efermation & ccurscy, ReRabiity and Securly
& Checking And Comecteg Your Infarmation;

b Chaeri Bilimation: |F e whil b ki mhat afesiatcn Culecnly s
wullectnsd alwi yau, amd how Coliaciy hay ysed S infrornabion, ks
and Dol |y ot pivacyBioolectify cam

wymeibag Nfainatmn: Callastify gives yiu e g8y b bl yer aonuni
wberination and prefevences at any fime by sanaing 4 eingil miscssge i
FrrArERL g Py e

Usthatemy ebyemaon: Fou may roquest elenon of vur Solkiiily e

de Lt i vy B0IRT 10 loeaion Cofieclity Rk qulipbed abogt yop by
sy o il moseane b prsy boolleohify oo,

-

A, Hnlsbibby, Sy aid Ebignty &f Data:

1. ebabibty Calectdy promes t beep ehe dada il cnlerts vl wa
arrnirgti sl enlabie. Dotk trby wll uge Lomanperaglly reaomlib dian io
et chata it calients @Dt y0i b Diteg Mgl o my aiy

Sl Codbis Ly sty yousr geaunt s bt wih s e insel
19 oo g, COEEDTy USES i g SLwland st e kot Ly
S, daegphai I geohvet data B uumng b Coll ity rin

-

1 i ekl ur ds ke ol wt, @ Care, rui

Titp:fiweh.archive orp/web/2001 102202311 Meolleatify comiglobaliprivacy php 3472009
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Tiarpni,
Cantacling Ceflectify

T e lar: Fatnrk Bewge s b gry oy unglser allicer of Codwoidy T
Py ramphiins oifcde & il o munnicy ©atedly's fnnglancs ain
s ot Palicy. Patnok Dauee o b ceacked s ihe Lontart ed maton
brigar,

Coml [ikrmation: [f you hawe any (icsions Al e Pivaly Picy, pab Miry
wereadd Cobertify by any of the nacans sl ek

-

e

Pusial Hail: 2015 Drumengnd Street 4301, Hontrea?, OC, HIG |87,
Cangia

Teleghore: {514) 932 1500

Facyimibe; (514) 933 4930

-

iranien with Laws and Enfo ik

& ol Colectify ha used It best ofarts (o comaly with ab appheabli lews

L Canada: Thig Privacy Pokcy tompligy with She requaremenis of the Cangdan
Perzona! Informration Probection and Elechni Dacuments Actand the
fpinibiee ACt Ripecting Thi Pretecuon of ersonal bdarmatien in Thie
Frivale Sector,

. Ewopean Unian: This Privacy Policy complats mith 0.5, Depatmesd of
Cnmmarde ade Hariinr Brusty Friscigls, m approved by (e European
Cammissan. Coflectify s o the process of renilying 15 comphance with the
U5, Dipartmant af Commirce,

. Unted States: This Privacy Follcy complies with the requéinerants of the
Chaldire’s Tiniine Prvity Prefection st |"CORG

"

B. Enlorcement: IF you Selleve shat Collsctity has violated thes Privacy Pobcy or &
vilaling any W, oF vou wih b make 3 camplint sbeut Collectily s uie of oo
infermation, o may antack sey of tha gawemmant sgencias sted below.

L. Canada:

# Oifice of e Pvacy Commiinner of Canada; You mey omisct the
Office of the Frivacy Commissaner of Canada by mad 3t 102 Kent
Streed, Qitawa, Detars, K LA 143, o By belephone & |00 787-
LI, In qdditinn, you =4y vied the Qe of the Frvacy
Commissiner of Canada’s websibe of hitp.ifw e, privecim go.oa,

b, L Commrieisn Sacois b I'wlermation du Quebec: o may onkad
L4 Commision &y mad at 575, rue G, Amaiie, Bureay | 10,
Québer, Gueber, GLR JGd, of by CHphane & 1-418-520: 171, In
additiam, yéu fniry viwd La Comminnian's we e at
htlp: e cal gouy.ac 28,

1. At States

. Federal Trade Commsian {ff "FTCT): You indy his @ cormsliont
with (s FTC Dy wimiling &8 wirbisibs b iws 81200,

b Entarnstions| Trade ddmenitrahon (e "ITA™] You Wby cusfacd the

ITA by wisiting its mebiite ab Bt w08, d0c 89w, o hy

mbeghnie ¢ [ IS |HADE

Inkgrraet Fraud Complavt €iir {he “FFE07L The IFT n g

partanrship lietweee the el Barey of Inveshgace aid e

Fatianal Whie Colar rime Centgr. Thi IFCE'E mwisenn i b arldigss

e romemtied e fhe freemet, You may ke 4 it meh

10 IFEC by widifeg % wabsals ok hHn v dve T e

o e fork State Atbamiy Generdl fou may Die 8 comobem? mil Hig

Hm Tirek Sratis ity o e Bitnemy Gaoneril Inbean P o iy

weling phe Bewvai’s weliite at

It e i, ke mynsnlernel ool aen

L Poeanr Bisnbiton In ER evenl yin bave o deduty afh Sulver iy ey
ey Pabiy, ar Cateeiily's wss of your prrasgh nfimanan, |
VO vk D rode B il heelies et in P, s
tedrmegnt pygences ilibod sk

itp:fhweb.archive.orgweb/2001 102202311 Meollectify.comglobalfprivacy. php 1473009
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Terms hiid Dopdbtions  Prbiscy Polity,” Hleinap  GmlalBy . .

M § coibectify Ny S | sugpert | services § et MyShelt | pariners | oliectify staries | ur comparey
Cagwiight © 2501 Cablacty L. Al Righiy Regarved
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“Identify. Classify. Collectiy, Definitive
catalaging saftware.”

Thiy Frisacy Polcy pawern Collechfy (188 | Catoutdy™| trealmant of po rionaby wee iiakie
wilnrmakian that Collgctify colects when you use ks Collectify com wetbsite {"Collsciify com™]
Thes Prasacy Pokiy s cover, Colles béy's tremtment of any perionaly aentifable afeematon
that Collectify's busingss parnics shae with Colechéy. This Frivacy Policy does nat apedy Lo the
practices of companies that Colleckly dors not cwn or conbrel, or in pungle al Colechiy deay
ik Ak of Punage.

By ussing Cafectify, com, you agree to the coflechion and use of your perkanal infurmatios, oy
desiribed o this Privacy Pelicy .

Trim Prowicy Boflcy veads bl updittud o Saly 4, 2001, I th avest that Coleutify Lhanges ihis
Feivacy Policy, Colectity mill poet notice of He change prominently ge Collectify som. fn addilien,
f pou Pave pigistened oo Collectity.com, Cokectity will contact you via email to nabdy you about

the thanges

1. Ieformeation Collection Practices
A Inforration Coertify Coflects

. Erfarnaton i Provea: Calecnty solets wfarmation thar aeiLbes o0
personedy when you register on Calectity com, whan pou purchase
Cellectify softwaie anling, and whan you use certain Callectify products o
seritoes, Codectity may ako receive information that identifies yag
pavsinally from 5 buciness partnes

8, Ween pow register crfing, vou shaee your small aldress and
passwond

b, Wihan you use e servicns provided on Collectify.cers, you shae al

information tak you ing.

wihen vou ondée Coludtiy softwane e, yedr Stars yaur iname,

emall address, teleshone rurmber, biling addness, delery adress,

creditfchane card nurater and craditichangs cand expration date

3. Information Callgetly Aatpmatcally Recthves: Cobectly dutusatiealy
rereiven and recorch information on ity ssrver kogs from yous Browsar,
including your [P addeess, covkie iformation, and the pages o0 the websie
o vaiitied, .

& Cooki: A "teokie” B o il pheoe of mdamatin Ghis & woh
epwzer o store bemporn oy on your hoed drbe. Mot weh
Pemiers autamalically sccept cookies, unbss pou changs yar
lirceser aattings ba prewant & from acoapbag them

Colkerniy Cookies: Caflectity may set and access Colaity Com
cubiig on your eofralir, Thede coukes may conlas 4ome o he
persanal infarmation you heee provided m Coliecé

Fhird Pty Cookies: Collecnly may alse sam o nffias Hhal
are: prysenterg agveriiaments on Coleclily Lo 1 sl s i
rheir Lisobats i ot COMpuitir. CRer Ciempamiin’ i ot
coakins, s wahect tu thasir gam privacy paliies, il i pie
Belirieati e cCher conipanias do vl hass soen to

Culctdp com’s ook es,

=

B b Other Bafatraatin: Cofretify doid nut colkest aerp infoomation vm i,
oiher than ststed abave, Coflebfy anly uses infonnaion @ - uikats,
o i U gt dkeribod i this Prvscy Pubcy, Colleclify wibl rad aise g
wdprasption  any Wher may without fest ubleining yo ey

B Aok T Wohate Uy Chldres Onbecisy doey ook ke LR

B Ly iz |3, B8 NS il Lodwaneghy imarket
uinedes 13, e gio reat vt Solkectify com. 1
o the dge ul 1) and pour chitd fas used Colbioniy

hitp:/fweb.archive.org/web/ 200302151 31802 www collectify. com/global privicy index.php  34/2009
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Vil ey it e Srallectiy Lo, @i Fail Wy WAl dolene any gy
Apatitisti il nate sl paur Ehie & s s etasesably gtk

[l Cfarmation Use, Sharing. &nd scctomire

& Ininonatmm CoTe il et Seilpibly miry asn ky migrnalon d colin g b iy
i abinil € hatijes b Cofbebofy oM, sl ot upaones, and speaal s Colieudy
s, fhat g il fingd ealirahie

B, [aformgiion Dullechly Shives:

1 Sereice Aiwaers, Colechity employs thiid 2arly SErae pomiles
meeform costar Runitang an s beiall, Trese serime praauipes will havy
atgeit 10 youl perasnal infirmaton anty 1o the degeee il i ReCessan 0
provie the profct or sernce you hese requested. 6 addibon, Caliachdy
will iequire all seveice praders b alloid the canld level of prscy
progmcticis a5 requarnd iy His Privacy Felicy,

a. Collttify Srares your name, biling addris, coditioarge car
mumber ard Sroditfchage cord mapration daly with e svice
penviders thot process Collectfy's craditfcharge cand arders,
Cabertfy shas peur dalery addrews s phone mimbsr wibh fhie
Taclibies Chat fuil ordtrs, and ihe oouriers Bhak ship and defver the
siftware.

Collectily may thare your small addrmgs with servicy prowndess ihat
manage the Emal mesages Collectly sends to Colectiy.com e,

. Culkitily may sharg yéur parana mlcemalan wilh & 4o

ornvidar that prowides oustomer service for Collectiy

-

n

o

Sae of Tnformtatioi: Colctiy does nat 5ok, rade, i fent your persanal
nfarmatian o Shent witheuf o parmgian, Fou may opl- 1o ke
Collectify b share o7 giscloss your informdtion 1o thyi parties when pur
ragiukin. You iMay Changs vous prafeces by sesdhing an amail i i
ey Boodlectify com.

=

Agareqate Statsdls: Calectdy miy provdn aggregale dabstios aboul ity
cusiormers, sales, wabsite iraftic palter s, and refated website arformation
e repulali thind parties. Thrd aggregate ifartion wll oot s fude gy
Informatian that peronally ientfies you.

.

. Lugal Reasans: Callectify will shane your pevsenal infarmatioi, # required s
o wa by wubpons, court order, or other ingad procesins. Collechly mayp
share your personal infamation # i finds thet your actions on
Caflubby. com vislat the Tavns and Canditions o any of its other nape
quidefings for smofic jeaducts or sendtes

I, Imformation &couracy, Rellabillty and Security
A Checici And Correcting Your [nform stiin

1. Cherkie [nfoematign: I ypu mish b bngw what intonmation Colloonfy has
enfrciond abiut you, and how Colikclily b uvod e aliriatian, piovss
imail Cylleriéy st prreacyfecoliestify con

- Cairecting Dnformatsn § o o0y e wom (e abdiy g adit pin &l
intizrmat o e prisforerices £ any B by sedeg an omgd mestage i
WvanLyiicolleciify, com

L ageting Enformatioss; You may resest dwutan of your Soleetiy cani
Nt o any Lher aformation Lolectly has collectod sbail v By
Sriiig A0 e Sl age I0 Enuatyr bkt baby o

.

2

B Hithabily, Se0snty 0d Integray of Data

1 Pekghaby glinchity prosress b Foag Phe dats f colbr by gl 1
Acrarane g refabi, CUbETTE s s Gl il g ol
it diitd 1k Cabares AbBUT You RO b misisad i St i

sy, Calrdidy golmlh Find sgaed misimatsn wil pan gavmieg
I -sertiin areas, £ollectily anes indusb s stadaed S20e sorket ey

-

el el data
5 L REtly s cainie il £ delile ST fo o
sl En g veivadin fnr i sikom o van, afoseatn, Conplo
vl
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1 rid Patris Bugee i i prvaty om I talietty T
v alficor & respensble for n ginghang iR
Wed ity Uity Batech Boudit e b veaghil oid ilfiion

hescw:

Golart Tnfeenatin. 1 we =k ang quieshees e P, S0 Pl s gy
cantart Calectfy by avy of the mbaes lston beke

Emasl; prwAcy sooliertty com

Paital Ml 1025 Drummand Strént 41l Mo
Canaidd

Tekephone; (5141 9131500

Facsimie: (51a] 332-8530,

o=

L e,

oo

V. Compliance with Laws and Enf:

. Compiance: Collectiy bas used its best eflos 1o comngly veth o apqiicabie bws.

1. Canada: Tren Privagy Fabey complien with thy requerriidi of B Cansdian
Paronal Infarmation Probechon and Dlecteonic Gooements Ak and the
et Act Aspeting The Prctecton of Fersonal bnfansaten In Tre
Prrabe Secter

. Furopsan Union: This Privacy Policy complies wiih 4.5, Depamment of
Carneercl S Hasbor PAvacy Priveietin, & approwed By g Bymmpean
Comemassion Cellectify is in the process of ceriifevig its complance with the
U, Deparment of Cemmerce.

Uniled States; Ths Privacy Policy compies wiih the roquirements of the
Chiidren's Dnlbme Frivacy Pratection act {"CORFA"|

B Enfeecement: If pou Belicve that Caloetdy has vislaned Bhis Pravacy Policy oris
wislaling any lsws, or you wish o make a comglaint 2oout Callectily's use of your
wifbrmation, you may contact any of (e government agencis it Seow

. Canada:

a. OfMce of the Privacy Commesiones of Canindal You fnay contaes the
Office of the Privicy Comembsyioner of Canscls by mal at | 12 Kent
Slrest, Cotawa, Dntario, K1A [H2, or by telephone 3¢ 1-800-282
EITE. I adelidns, yous imay wigit the D4fice of the Prvecy
Commarsigner of Cansdy's webske ol Wit /Fwww, PRy §r.ca.
L Commision d'sccks & Finforinatiis du Quebi Yeo may sonlact
1 Corrnsion by mail a8 575, e 5t Amable, Boress 1,10,
GQueber, Québac, GIR 2G4, of by talephone af [-418-528-7741. [a
agdiien, you may viit La Com e 's welsli at

bl v, ci gos.ge.ca

o

2. Lnked Stales;

Trivle Commassion [the "FIC* You may fic 3 cosvinnt

PTG by eeaing it mibea al Pt 118 gitv,

b, litarnatianal Towde Adwiiset ration fhe “TTA"Y; You may canfact rhe
1T by vigting s metite a0 it e v ooy, of by
telephane ot |H0-USA MRADE

+ Ikt Frid Coenplaing Centor 1t “FCT 1 The IFOC i A
partsership betwesi the Federa! Aussiu of Invesbgalion aimt the
Mahunal White Calar Crime Contme Thi 1000 s mmein o by fidnocs
fraud rummitted over the Infeit fou may de & camplant with
1t IFEE by wmislarng it werlmber al Bty e dnufie goy
Haw Wark Stote Atbeeney Getral, fn fiay bl a ceinglaid with the
wadm ¥iark Slate Olfice of The Attnneay Dinngral Inforect Bayeay by
wgiting e Bma's webate 3t
bty e cag st mrystindenel connpbit!

o

i el e ity mganding th
nrinsten, Callectfy il
wiege gl as [he

T wsgnte Spsubun; T the avent yin have & di
Frisary Pabey, or Lobertily's use of your peranal

sl walls Gta gealsctian dulliardics b alod
el gl igei s luied ahaee
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M collectify

YR Ny

M

hetpilwebarchive.arg web/20041 2061 1344 1w collectfy.comglabaliprivacyindex.php

ey, Clawily Colfectify
Deliniive catikiging solbvinz.* %

This Privacy Policy yeseems Collsciify LLC' ["Calectify”) ecamen of persnaally
oaminisbls i fsemation it Colfessiy collects whes jon use i Cullzetfy com
weile ["Colieetify com™). This Privacy Pulicy alsa covers Cullelify's esmen of
any parsmaly ielifiabis i ormnation e Callscif's Buiines pariners skare wilh
Coflncify. This Pivacy Policy s nod ey 1 e princtizes of compamies Tt
Colletify o et i af covire o 10 peple at CllatsTy docs o emplny o0
g

By st Collecsifycom, pou sgee o the s and e of your parsoma
iformation, a8 deseribed m his Privacy Pelicy

“This Privacy Folicy was et updaisd on July 4, 5000, In the event thet Colieciily
chnges iz Privacy Palicy, Colleetify will posi netice of the: change prominesily on
Collecify.com [ sckiius, if you hawe segiitered on Collectify com, Collesiify wil
comiect you via cmiil 12 oty ou abunl L chanysi.

1. Infarmation Cellectios Fractices
A i i ’

1. |firmateer ey Presigs: Coseily collzes imbemiation kel
wdeniifies you persnsally when you regisier o Collecnly. cos,
witen vou purc hase Collevify software oaline, and when you e
certain Cullesiify products o mrvices. Collecifr may alss recaive

ion Bl kil ity

g

. When pi egiuner inlise, you thiee you émsd inéeeni nd
e

b When you st e services provided on Celleaify com, you
share ll informaion that 00 L.

£ When you order Collecafy sodware online, youwr share pir
namse, vl wdoeas, ielephone mamber, billlag sldees,
dclivery acdrem, credilichangs card number snd
ercdilicharpe cand expiralion dale.

1. Infeerssition Codlectify Auomalically Receives: Collectify
sl satcally fevetves atd vecoidi informintios of i server loge
o youm beowser, inchading vour [P ades, ceokie inlorsation,
wnd ihe pages on the webein you visisd.

3 Conkics: A “conkic™ i n ymall piscy of minmation thai
web brtiwies i 16¢ e parerily i oo ard drive, Moot
et boastert bt izally ez ssmbict, wnleus yau
Luwrwmmmmpmumwm
them,

Calleanfy Cooiea: Collestify may set and azoen

Calbectify com cookies on pour compater. Thess cokics

miay cowin some af the personal aformnion you hive

provided o Colfecaify.

[ Thﬂ.lg'nﬂanlh&llnliﬁ'mﬂwmndhc
iy P ey !

Calleetfy corn b 2 i sccis e cockiea on yauw
carmpiier, (ohes compateed’ e of hest coolkies ot shjoct
10 i e privacy policies, ol s e Adverssers o
oier comparees do o heve aceess 1o Celleonly com’s

ks,

3. Mo Caher [nfimesmion: Cofectify does wr collect agy afmuaisn
o s, ot tham siaied shorwe. Colleciily only uses
mformatien & enflects st you in the witys descibed inthe
Frivacy Palicy. Callectify will noe use your mfamaiien sy
osher way waho irsi abinising, yous consen.

B Llng o Thia Websitn y Chldren: Colecrify does sot knowtsgly s
indamniion frem chikires woder |5, nor does i know ingly markes 1o
ilidren wnder | 1F you ave a cld uader 13, please do not we
Colleciily cam I pra are o pevest of a child undes dhe age ol 11,
st i b e € oo iy com, o mary contac Calkecuily o
vy psollesh com. end Collecify wll deleie any personsily
ieniifiable indarmaiion dhoui your child as s s resusebly bk
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Il Tnformition 1 se, Sharing. \nd Dischoware.

A Infmrmation iyt Lhee Collestify may e iha miamaiion i
et 1wy vou oot changes o Colbeniify som, sofbware ugdates.
anef sppevral ofFers Cioll iy thinks thast vome will find walsale

B Infermasen Cnlesiify. Skams:

1 arvas Frevitkary: Colleciefy empleys thind party ssrvien
peoviders b perfem ceriain fnchosy m is behalF These servie
proichors will aree deceg i0 yoer permsal infomatie oaly i
ik e 1 18 mewewiary b provide the pracest or service you
e pequessag] I akdibiom, Cllectify will requine all seroce
providers inafford the @eg Il of privacy proiection ac
reqaired by itvis Privacy Pelicy.

¥ rdmiﬁ:mmm.nilthnflvd?n:

s e rosas iy g ard

b Colleciify thores your defrecry adrovs and phose numbar
wih 1he faaalilies lbat Feifill orders, and the cousiers Hhat
ki deliver she softwars,

&, Cellecsiy may share yuier email addrest wilh service
proitens el mavape the el mesiages Collactify sench
1w Codlecafy o users.

A Collectify may share your pevsnal inSormation wih §
ervice provider Sy pesvides cusiemer sereice for
[

Snle af Information: Calettify does not sell, tradks i rest your
sorial iiformiinion w cehers witliell yuer permision. Yeu miy

1 o albors Colbectrfy i share o disciase your nBnm i 1o

Thired peariien wherm your regisier. Yow may charge your
proferences by sending an ewail messags i

ek Calezlify rmy provide agpege satancy
et 5 cussmers, sales, wiksite e pamer, and rebiled
wehwne nformatios 1o repunzble hird panies. This aggregae
information il not inclade any infeemaon thin persanlly
weniifies you
|agal Bemenca: Colbecaify will share your persenal indormation, I
requined b dho 5 by subpoens, sourt ovder, or oéber fogal
peoceucs. Caljeciafy may sham your persensl nfarmatios i i
Fondhi fhadl your cion on Colleslifi com violak the Terms nd
ol o ity of 13 0l unage gidelines o ipecifc

products of sarvican.
M1 Informadin Accuracy, Relabilliy sad Secariiy
A i
1 Cheeking [nformaticn: 1y wish Lo keow what infirmalion
Cellecty b vollezied about prms, el b Colleclify bas e
Wi information, pleaie canl Collecly

B )
Conmgang Infarmaticer Cetfectify ghves you the ability 1o edit
veif aceznf Afiaribliog end preferences al sy bimc by sending
an il messige ke i

-

jou

.

£

peivieyEaloailf cum
Yol vy veguest delenion of v

i fy com sesound or sy ofber nformaiion Collestiy has

caliceled sl yiu by sen deag am gmad mewage o

vy ey cam
B, Rellatriicy, Security ae [mizgiity of Do

| Belghlity: Collecisfy promases 1o besp ibe dada it collssts st

wou secuevieand redarble. Collectify will w2 commearcinly
reasaraile flarts 1o preven, due & collecis sbowi you fom being
-
Sequrify. Callectify possel pous st informalsns with e
povvwmend In cerliin ats, Lllcelfy saen mdaslry-sanéard
serult sockel Iyes {"S5L7) encrypton Lo proieet daa
irwtistisnnes 10 Callectify com
gy L olleciify wes conmenify seisenable cffens o
s B youwr el ke o o inesded e,
Bevurele. RN Ind Cuent.
IV Costicting [’

1 Freeigy OMiger Frasklin Silversione is the grosicy camphiance ofFeer
ofCullzify The promcy sompliamee ofTaer (s respons (b B
stk ig bty compliance with s Frivacy Policy. Franilia
S wesstoie <an be reached via the oenian mfamalion belns

1 Congel Iniormaiion. |1yos have sy quesiims sbout ihis Privicy
Policy, ou mey comtet Lallerindy by ay of ihe means dsid below,

wa
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3 bl sy elloctity, aom
b Poeagd Sail: B0 (v momsaved Sget o 8] om0, 10005
W7, Cangala
¢ Trieghene 19149121500
d Facamey (31419025000
V. Compliance with Laws and Enforcrment
A Complignse Collectify his saei s beat efforts 1o Seengly wilh lf
applicible louy
1. oy, Thes Provacy Peficy complics wilk the sequnenatied
ihe {"zasdian Personsl Inlormaiinn Fraiecion aul Plecimns

Uncumanis Asi and the Quebes At Reipesiing The Protesion of

Persaral ke fermatzon b The Privaie Secior

g Linisn This Frivmcy Foicy camphies wilh £ 5

Deparimant of Commeser Safr Harbor Privesy Primaples, as

wpproves by I Evrogean Commaion, Collectsfy ism ke

prncess of ceitfying it compharee wiih the 115 Deparimers of

Commenz

3. Unifed Séags. This Privacy Pelicy complied with ibe réquincment
ol the Chiléen's Daling Privacy Profcetion Al "D0FPA")

B, Enfaremen. 17 yes belive thal Colleetify hes violdted Sis Priviey
Frby o is wickithig asp laoed, of ou with 10 mikie 3 cemphinnl about
Callecsify's tse of ypour infimmitios, you mey ceniic any o the
governmen ageacis listed below.

1 Cimada:
» Offies o ibe Privacy Crommissancr of Condy: You mey
cnnizect e Ofice of the Privacy Commiioner of Ciradi
L inanil 17 g Swveed, O, Ovitari, K0A THD, of
hu- ielephose ot | B00-282 1376, b sddaion. vou may visi
o af b Privacy Commismoner of Cmads's webaiie

[

Hmhﬁhﬂﬂp‘mkﬂmml JHJMMmmxmpm

-

m,mmn.:mumu,mum ms«
A, Buesu 1,10, Quebez, Cutbee, GIR 264, 0r by
Ielepbure a1 ol 35207740, In mddvion, oo mag visi La
Carmeision's websd o

M e rchivg, ol T L 06! | 1A g e cal e g

Lstest Sinhes:
v Frsdoral Trode Commrinpom (e FTC') You may flea
i wifh 1he FTC By vigiling, ne webaiis &
g ek s ang s 2004 LG

L1441 bug. o L gt

b “ITA") You may
conlaat the [TA by vishing its websiie m
g Ao bwehive pigl 1308 | 13440 g o, o, g,
oy ielephong af 1= USA-TRADE,

& i b “IFCC"Y The IFCC i

& atnibip berween e Federal Busaw of inveitigalion
el Ihe2 M Wikite Ciollar Crimee Cenier, The IPCC
mssien i5 i addneag (raud commimed over (e Ivemet
You may file s complain widh ibs IFCC by wisitng s
webile of

i e v g B OO 1341 Mg P el

M York S Alivmey Ushend You may He o
somphy ek wiih e New Yoork Sias Ofica of The &ilorney
{ieseial Intemel Bareau by wisiieg the 'y wewile i

Filge 1 s

il o i g w01 206 |14 v o iy st ol

© Digis Realpngn 1 be esenl you hive o dipue = Calleny
segandieg #is Frivacy Policy, ucmmmmenrmmmm
[iil Callgsaify will coaperns
lotmed i Furoge, a5 vl a0 the enfoecemens sgencies ksied showe

o MeHpRdey  fra

boame |culiegtiby iy whadl] et o stial] | sereiie | sygpon | allineces | alliheics | o wom iy

{appight © 2081 Collecnfy LLE. Al Righis Reserved Calleatify. MySeirT and the
alleeily hae are v auned radomaris ander svvice snarks of Calkeetty FLE

Thin webuge wabnliles 30 ihe W3 XML | and 55 specifasnsi

htip:/fwebarchive orgweb/200412061 1344 | fwww.collectify.com/global privacy/indes.php

V42008

553



554 FEDERAL TRADE COMMISSION DECISIONS
VOLUME 148

Complaint
Exhibit E
' C'.J||,g;;|iﬁ_,- LLC §f Great Cataloging Software | Privacy Policy Page | o3

“rdustify. Clagsity. Coletify, Setnltive
enlmisging foftw .~

vk Pragy Priicy oo Cadieriy LG § 1 Tobetply b Irmanwd] 6 periceally gl
aforraon thil Caleil®y Colir b aben jou s 48 Cotesiy,covn wksde PCalpndy o’}
ihg Primacy Podicp abin rovees (4wl ity § likashand of air aerioiaty deniiabie mtzenaion
that Colechls' Itk A3 §4raan shaie win Collemby, Trix ey POy ks ol iy W The
(eacias af cranpsrenn shat Cobrctfy haes sol was br Eortal, o 12 prgie thal Cobeeldy dan

collectify
(T
e
_l ey 1 e
IS
T
=

iy i) €Oty cost, e agrer 1o ihe ecdilicn & use of pous geronal wlcmal s,

o Pty Pl st Lo sipekated on Faby 4, 001, In v nsers shal Casacity chuioges g
ey Py, oMy ¥ G951 MIE A (R Cluh - e ssigny 40 CRIRTIy Con. 18 k04,
o i e vegreiaree o Loty Dose, Cibeciily soll uonrl ity v £mid 1 il o absat
the thafaes

1 Informetisn Cellenien Practiied
A Drbarredtitn CatatIdy CabecTsl

L it salssn Yeu Pein 6 COPRIIEY CRCTS AoRiralian (hat aelite pru
ey whot o6 ragiber oz Colecsly,racs, whan 16 perchase
oty Wi (RBE, 476] WREN By e (BN CUPCIRY pridis o
warvker, Corlechly medy aho receve inlenration Mt desties i
SrnnAty o 13 BamRE JHne.

o WANER O SRR DRONE, Pl SEAGE vy T SRR ond
ey,

b When pou e U serviom provied n Cabecay.com, you aners 81
inlarimatisn Il you W

o WPl e o vHE LMY BT o, Y 80 var e,
sreall sdcivurs, tebwphane rumber, biling sd0wn, delkary scdress,
e TR (i) PRy B CeREICREN A vt 41T

1#fersrabes) COMCLEY Balimalaly heomyis: Caliecdy aternititaly
rycae e s b farmabion o i areeer kgt T s biosisdr,
ki pian 12 shivess, (ke AL, A% I Dol N e miele
i e, .

& Casbiar: A "cookie” I seal ploce of informatin (b & st
e L e e
b automoliialy actepl Codkins, urkra st ehasye e
e unifiag 1o prevent & o secagring mem

Cobeetly Caskiaw: Colbictih imgy wt a0g scoess Coseotiy.com
RGBS O FNT CITALET Thest (il 65wl Dnslae sorree of the
pricena] mlaratien you 3t randed f2 Cotacsly

& Theed Parcy Croita: Cabicify may alio b siber coanparnen that
FE RN atvartiseiarton CRRCtly.Lo% 1B 86 B 0P
0 (kIS IR P TR TN CHREBY ir of IRt
couken 08 siblee] B Bl awn vy oikis, 1] it o,
Ao o other CTATAIHE o ol have TS 1
[ipber iy v 3 DR,

Fi T Bl atigin Coletldy o0 il COMAT frv leronalin .
ey s wimtad drred, Codiectly umly wsss avior o o reliecis about
s ot B Ay, dewieskesd o fres Pivvacy By Codinily afl el age 3t
gt 1 sy wllegy ey et bl sl pblnreg g romi sl

B ol e Weirale i it Taleidy does ol knawenghy seid whemataie
ciniai | 1, ear 08 bravaingly s et g (bl s

chubl ungier |1, St el v SOy Fumt IF pto et 4 o o 4

coand ot 1 g o 1, A g ek e aped iy in, i sib gitart

Carbrabiy 41 poeva il v, o € 0Ty sl e vy poriion By
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£75E0") Encrpii I OBttt Sarausinians 0 Callaci iy, oo

ARGy Ty et roaimesTenty reasan et HTWES [0 Basare Il
yrae vikarreaen 1§ rakatie dar &5 ivieiOnl ui, esraly, comis s
tumast.

W Cantanting Cofachity

Sparny (ke Framkin Siesrsions o die prascy mplence a%cer of Dalendy,
T oty by o8 o MEspans i 1 i i Colildy s ausphain
it LS Brary Py, Fratkdon Aewrattog e be macved o ile covkadt
wikaiTairin haicm

-

-

aanlan Infsemaiian: B yone Rawwm say qusaliant slinf 00 Pabmry Moy, i sy
ot iy by by i e i e e,

o bt ik Bty e
b ialod Bl JLS Db it 0L, SRR, 3, W LA
Lamers.

o Temphane: (514) ¥ 1500
d Fibudel [314) HU0 g0
\ Compkance wilh Laws e Enfarcement
b g Collarbly B e i b el b somg st sl ks Lis,

T e Tha Pty Pobd g viiban, meth fise ristul AT 61 D Cae bt
Pousaarad [ofieoalam Relinian oy Flevlridid [tmenty el od ln
(ot Ad) beesiaciie) 108 Pougtesns sl Bt |1dis o b (R
el by

¢ i Lt [l v B s weth 1L il
e e ¥

A et % ATk o

IF% Tomplrlyipd gl {3nive ¢

Heiliel Nty Thes bram s i
ekl 4 Pk iy Pradhe, 31 &

el Thg raqeniestn of
¥R

hitpeifweh.archive.orgweb/ 20051223 183844 www.collectify com/globallprivaey/index php 3412009



556 FEDERAL TRADE COMMISSION DECISIONS
VOLUME 148

Complaint

. q’_'};[ltuiﬁl LLC| (ireat Ca}aloging Software || pﬂ\'n.c}r PUJ“}r Page Jof 3

TN T
1 st vlavinip g oy
TN By e e

LA i 1y BT

1040002 B wihl & 300 Ry
R U e b ilphase d | B0 Jil)

137G In o, ppu nidg i e e ol 1he Brevary

et 1 i’ bl

"I e AR gy T

BBALBIIY Sapam g g0 5

o) e B Pl B Rt Y inap mestas
TR R LN g Wl B S0 G S KL At | ),

et Judel, U10 dUA or by irgiong af 1418 523 T4 e
AR, you B vl | T anmeRon 5 wriie N

HIL' ety 4o pra ek, ISR T3S B4 i o o R

il Srae

1 Frsbernd Trace Cammegune, g WIC | Vi vy HE  Lnghne]
sl e L B wvieling A4 il o
1 gl i e I LA S I (e A

1RSI T SOTERGERAE (Il 14| YL Sap L3 b
118 by viling i minde ol
AR AR 0T S VB ST e 18,440 e,
A7 v Dl 8 1 ACU LISA. 1RADE.

it Friwd Varrighgnn] Conlar ebe “TRCET): Tha IKE ma
e etwean i ederal Been of (0 eesbOATod Bnd g
Anract Btk 09 (g CRRIEE 11 DPOEE AN i 1o il fres,
Iroand comimitied pver the Tvlewma. You ey He o coopisst wilh the
IPEE by waring . wesite ot
WA £ T 0 o 0 L ST o, Pyt

A Marw Work Siphe Aty G You mayp B a complant mith e
Fiewa ¥ork Sitmta OWce al The Aileimesy Geaeral [na et Beiidy by
“Ullﬂ Berfin's wlelE
iy, dr e g b TS 1 221 IS4 b, g StalE o ) wif e

Elanli.
€, [apa Reoivtien: (v the 40 woa heve 4 dagine wiih Colaciify reganding this
Bubegy Bgbry, r CHbSRR'E s of i) pevsinal bkarrvdtlan, Caleedlly il
socgtas w i dild oletlion authon|wh awiad n Daroge, au sl ag e

el IR [ Bl

o | caleclt | ae% ot f e | ucceed | e | AT | ot ey

Enpighn & D301 Coctiby LT 60 Righen Fanarver. Ccbendy, bl s the Calcrly gt s gl
s pndier erece mivie oF Coledty LLL

Thi melnagh suiisied 7 BAC'Y ST L. b O e

httpefiweb.archive.ong/web 2005 1 2231 83844 wrw. collectify com/globaliprivacyfindex.php  3/4/2000



COLLECTIFY LLC 557

Complaint

Exhibit F

Iectity || Frivacy Fohicy It ity Commswipavacy. plip

« Home s Qurbroducte  » OurCompany o Suppon  « Begisler  + Store +  Reenmemend Cellestify

| collectify

Hame = Priviey Pulicy

Privacy Policy

“This Brivacy Palicy governs Collserify L1 ("Calleeify” treatment of persanally identifishle information that Colleetify eollocts

whiem you e it Calleetily.com wehsite {*Colloetify.com”). This Privacy Policy alsa covers Collectify's treatment of agy personally
ilenitifiabli infor mation that Collectily's businiss partners shars with Collectsly. This Frovacy Palicy doss wot apgly t the practices
of eompanies that Collectify does net awn of eantral, or to people that Colleesify dow not empluy of manage,

By using Callectify.com, you agree 1 the eallectian and wse of your porsoml information, 58 discribed in this Frivacy Paliey,

Thls Privacy Policy was last upeated on etaber 31, 2007, In the avint that Collectify changes this Frivacy Policy, Callectify will post
notice of the change prominently on Collectify.com. In addiion, if you hav registered on Collessity.enen, Collietify will contaet you
via email 1o notify you abeouil thi-ehanges.

. Information Collection Practices

A Inforrnatinn Collectify Colleets:
L It ation Yos Provide; Collectify eollects information that identifies you persomally when you register o
Collectify.com, when you purchase Collestify softwara cnling, assd when you wse certain Callectify products ar
services. Collictify may alin reotve information that identifies yoi personally from its business partners,

a. When you regriter anding, you share your emad addeess and passwied,
b Whaen you use the services provided an Collectify.cam, you share all information that you inpar.

e. When _wuordnﬂ)lle(‘ﬂl'yni'hwurﬁm. il ehiare your name, email address, telephone mumber,
bl by, acldress, defivery address, creditfcharge card mumber and credit/charge card expiration date.

2 [nfyrmation Calbectify Automanically Recesres: Collectify automatieally reeeives and recerds indormation on its
server logs from yiar browser, iehuding voar [ addriss, ook mlarmativn, and the pages on the website you

visited.
2 Cioodge; A "eunkie” i5 0 sonall plote of informiticn hat & web becwsit can stone bemporerily on your hard
drive. Most web browsirs sutomaticaliy socept cookies, unless vou change your browser settings to
prevent it érom accepting; them.

b, Coflertdy Coales: Coflectdy may set and access Collectify.com eookies an your computer. These conkies
mayeortain some of the personal information you have prosided ta Collecnfy,

. Third Pagty Cooldes; Coflectify may afsa aflow ather companies that are presesting advertiemonts o
Calluctify,cam o set and seees their cookies o your compiger, Dthar compuniis’ use of e eookies an
subject in their ows pilvaey policlis, not this one, Advertisers ar ather companies da not have acoess ko

' Colletify.com's cookies,

. W Other Informeation: Collectify dees not collect zny Hﬂnq::lmﬁum s, cahar than stated above, Collecsify
onby uses isformaticn it collects about yon in the ways deseribed in this Privacy Policy. Collectify will nat nee
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lectify | Privacy Policy hitpedfwww collecti by cominew privacy. phn
vour informatian i any oéher way withoet Fest obdaiming vear conamt

hpyenvinigy market to children under 1. 1 vou area child under 13, please do not use Callectify.com. 1£ yow are 2
yrint o a ehad under the age of 13, and your cild has nsed Callectife.com, you may contact Collectify at
privicyi@ enllaesify.com, aud Coflctify vall delote any personaly idenzifishle infarmation sheut yoor ehild as seon as

reasonably podssble,

. B Vg of This Websits fiy Childen: Collectift doses vt knowingly palicit imformation from children under 13, nor does it

11 Information Use, Sharing, And Disclosure

Infarmtion Cellectify Cltes; Colleetify taay use the inforimation i collects to notify you about changes to
Collutify,com, software updates, and special offirs Colluctify thinks that you will find valuable.

B Infarmatian Colectify Share:

L. Sermvicg Providers; Callectify employs thind party service providers to perform certain furections on its behalf.
Thase sirvice providers will bave acoess o your persoral mformation only to the degree it is necessary to
providiz the productor sarvice you have requested. In adidinon, Colleefy wll require &l serviee providess i
affiord the saime bevel of privacy prote:tion as required by thes Praney Palley,

4, Collwetify shares your mame, billing address, credit/eharge card nember and credifcharge tard
expiration dute with the service providers that process Collogtify's eredit)'c harge rard orders.

b. Collectify shares your delivery sddress and phone number with the facilities that filfill arders, and the
coiireess that ship and defiver the software.

. Collectify may share year omail siddres with service providers that manage the email messages Callectify
sends to Collechify com wesrs,

d. Cllectify may hare your personal infprmestion with a service provider that provides customes service for
Callectify.

2. Sale of [eformation; Colleerify does not sell, trade, or vent your personal nforation io othiss without your
perml:smm‘l’nu ml:wprhhrﬂbﬂ'ﬂuﬂullf}1uhu'fu'h|:hoewurm&lrmml01hld parties when vour
register. You may change your pref y semelingg an email messagy to privacyd ify.com

4. Apgregale Sinkistios; Collectify inay provide Apgregate statistics about ite custamers, sales, website traffic
patterns, and related website information o reputable third parties. 'mmgr:pumfnmaumm{llﬂ
enlige any infarmatian that persanally identifies you.

4. Logal Reasans: Collectify will share your personal information, if required to do s by sabpeena, court ceder, or
oeher legal processes. Colsctify may share pour personal information if it finds that your actians an
Cillictify.cnm violate the Terms and Condifions ot any of its other usage geidelines for spesifie produets or
sarvis.

11 Information Accuracy, Reliability and Security

A, Cherhing And Correcting Your Informaticn:
1. Cheshing [nformation: 1f yon wish to keow what infirmation Collectify has collected aboul you, and how
Collectify has used this infarmation, plevse email Collectif at privacvigcollectify. com.
2. Corpeting Infirmition: Colleefy gives you the ability s edit your account information and prefersnces 21any
fame by sending am email missge o privoyid colleetify com.

reletimg Information: You may reque duletion of vour Collectify.com account or any ether information
Cnl.lenn&hacnllecrrd about you by semling an email message ta priveeyficollectify.com.

E. Relinklity, Security and Inbegrity of g

1. Reliabdlity: Collctiy promiss b deep the dat i collects about wou aeeurate and reliable. Collzetify will use
toemmercially reasonable efforts to prevent datn it eollects abowt you from heng misused in iy way.

2. Gegrity; Collectify pratects your account information itk yoor password. [n certain ares, Colletify uses
andiestry-standard secure sacket layer ["S51°) encryption 1o protect data transeissans to Colleerify.com,

3. Infepnity: Collectify wses commercially rensonable efforts to ensure fhat your mbarmation is reliable for its
intended use, sezurate, complete and curment.



COLLECTIFY LLC 559

Complaint

lectily | Privacy Palicy betpetfwww collecti fy.comimew/privacy php

. [¥. Contacting Collectily

& Privacy Qffas: Franklin Siherstone is the privacy compliance officer of Collectify. The privacy compliance afficer &
respunsibie for menitaring Colectify's compliance with this Privazy Policy. Frankdin Silverstone can be reached v
the contact informtion bidw,

B Contact Infrmation; I v have any qoestions about this Privacy Pokicy, you may contaet Collectify by any of the
migns Kstedd below:

1. Emyik privacy@eoifetify o,
2, Pyl Ml 7015 Dvumeaond Street 2401, Momireal, 01, HaG iy, Canada.
3. Fagsimik: (514) 932-Boan.

V. Compliance with Laws and Enforcement
& Compliznee: Colleerify has usad Pubm&ﬁmwmph'nﬂhﬂlxppﬁnbhlﬂ:

1. Canida; This Privacy Policy h the requi ¢ the Camadian Persomal [nformation Proection
aid Elevranic Dccunnmmmiﬁuﬁunbu Amkc:pmmg']‘hehdmhmoﬂeml Infarmation In The
Trivate Saciar.,

2. Earopean Lmion; This Privacy Pokicy complies with U5, Department of Commerve Safe Harbar Privacy

Principlis, 1 approved by the European Commission. Collectify is in the process of certifying its compliance
with th U1 8, Depariment of Commerce.

9 Unilied Stapes: This Privacy Policy comgplizs with the requiremests of the Children's Online Privacy Protsetion
At {COFRAT),

B Enforcenent; [ you believe that Collectify s viodsted this Privecy Policy i is violating amy laws, or you wish to
' nuheqempiﬂlhmwlmufmﬁmmimmummmn{ﬂmmmlgmniuﬁnd
below.

1, Canada;

& Offie of the Privacy Commassioaer of Canada; You may contact the Office of the Privacy Commizsianer
of Canails by mai at vz Eent Street, Ottawa, Ontario, K1A 1H3, or by tebephone at 1-8an-a82-1376. In
aiidirinn, you may visit the Office of the Privacy Com missioner of Canada's wehsice at
sty vt rricton 2. 4.

b, Jet Compislon o acods & Vinormation du Qushes. You may cantact La Comumission by md st 575, e
51, Amable, Buresu 1ao, (odber, Québee, iR 204, or by telephone i 1-418-528-7741. In addlition, you
may visil L Comemssaan's wehsife af hotpy (v cal poiv.eea.

2. Lnised Stapes;

. Drederal Trinki Comanssinn (the “FTC % You may file a complaing with the FTC by visiting its website at
bt v e o

b. Interpmtional Trixde Admintstratien (1he "FTA”): You may eontact the TTA by wisiting ity wihsite at
et oot e v, o by bedephone #1 1-500-U8A TRADE.

¢ Imbermet Frajid Comphaint Cimter [thi "TFOC): Thi 10T 64 partnerahilp betwnin the Fediral Bureau of
[nwvestigation and the Matiomal White Callar Crime Center, The [FCC's mission i to address frasd
committed over the Inbernet. You may file a complaint with the IFCE by visiting its website at
it e ifccdhi g,

o, Hiw Yok State Astormey General, You may filea eomplaiee with the New Yark Stase Offiee of The
Antoenary Cmeral Ivereet Busrean by wisting thi: bureias website an hitp: |/ wws oag st np.ue
Sinkernet_complaint/,

' €. Dispune Easclion: In thnmmhq&ndmwwﬂmﬁwr&gmkﬁhﬂq‘ Palicy, or Collectify's use of
your persanal snformation, Collestify will cooperate with dats promerion sutheritlen bcated in Europs, a3 well a6 the
enforcemnent agencis lited alive,
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DECISION AND ORDER

The Federal Trade Commission, having initiated an
investigation of certain acts and practices of the Respondent
named in the caption hereof, and the Respondent having been
furnished thereafter with a copy of a draft of Complaint, which
the Bureau of Consumer Protection proposed to present to the
Commission for its consideration and which, if issued, would
charge the Respondent with violation of the Federal Trade
Commission Act; and

The Respondent and counsel for the Commission having
thereafter executed an agreement containing a consent order, an
admission by the Respondent of all the jurisdictional facts set
forth in the aforesaid draft complaint, a statement that the signing
of the agreement is for settlement purposes only and does not
constitute an admission by the Respondent that the law has been
violated as alleged in such complaint, or that any of the facts as
alleged in such complaint, other than jurisdictional facts, are true,
and waivers and other provisions as required by the
Commission’s Rules; and

The Commission having thereafter considered the matter and
having determined that it had reason to believe that the
Respondent has violated the Federal Trade Commission Act, and
that a complaint should issue stating its charges in that respect,
and having thereupon accepted the executed consent agreement
and placed such agreement on the public record for a period of
thirty (30) days for the receipt and consideration of public
comments, now in further conformity with the procedure
prescribed in Section 2.34 of its Rules, 16 C.F.R. §2.34, the
Commission hereby issues its complaint, makes the following
jurisdictional findings, and enters the following order:

1. Respondent Collectify LLC is a Delaware corporation
with its principal office or place of business at 235
East 73rd Street, Suite 3C, New York, New York
10012.

2. The Federal Trade Commission has jurisdiction of the
subject matter of this proceeding and of the
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Respondent, and the proceeding is in the public
interest.

ORDER
DEFINITIONS

For purposes of this Order, the following definitions shall
apply:

A Unless otherwise specified, “respondent” shall mean
Collectify LLC and its subsidiaries, divisions,
affiliates, successors and assigns.

B. “Commerce” shall mean as defined in Section 4 of the
Federal Trade Commission Act, 15 U.S.C. § 44.

IT IS ORDERED that respondent and its officers, agents,
representatives, and employees, directly or through any
corporation, subsidiary, division, website, or other device, in
connection with the advertising, marketing, promotion, offering
for sale, or sale of any product or service, in or affecting
commerce, shall not misrepresent in any manner, expressly or by
implication, the extent to which respondent is a member of,
adheres to, complies with, is certified by, is endorsed by, or
otherwise participates in any privacy, security, or any other
compliance program sponsored by the government or any other
third party.

IT IS FURTHER ORDERED that respondent shall maintain
and upon request make available to the Federal Trade
Commission for inspection and copying, a print or electronic copy
of, for a period of five (5) years from the date of preparation or
dissemination, whichever is later, all documents relating to
compliance with this order, including but not limited to:
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A. all advertisements, promotional materials, and any
other statements containing any representations
covered by this order, with all materials relied upon in
disseminating the representation; and

B. any documents, whether prepared by or on behalf of
respondent, that call into question respondent’s
compliance with this order.

IT IS FURTHER ORDERED that respondent shall deliver a
copy of this order to all current and future principals, officers,
directors, and managers, and to all current and future employees,
agents, and representatives having responsibilities relating to the
subject matter of this order, and shall secure from each such
person a signed and dated statement acknowledging receipt of the
order. Respondent shall deliver this order to such current
personnel within thirty (30) days after service of this order, and to
such future personnel within thirty (30) days after the person
assumes such position or responsibilities.

V.

IT IS FURTHER ORDERED that respondent shall notify
the Commission at least thirty (30) days prior to any change in the
corporation(s) that may affect compliance obligations arising
under this order, including, but not limited to: a dissolution,
assignment, sale, merger, or other action that would result in the
emergence of a successor corporation; the creation or dissolution
of a subsidiary, parent, or affiliate that engages in any acts or
practices subject to this order; the proposed filing of a bankruptcy
petition; or a change in the corporate name or address. Provided,
however, that, with respect to any proposed change in the
corporation(s) about which respondent learns fewer than thirty
(30) days prior to the date such action is to take place, respondent
shall notify the Commission as soon as is practicable after
obtaining such knowledge. All notices required by this Part shall
be sent by certified mail to the Associate Director, Division of
Enforcement, Bureau of Consumer Protection, Federal Trade
Commission, Washington, D.C. 20580.
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V.

IT IS FURTHER ORDERED that respondent shall, within
sixty (60) days after service of this order, and at such other times
as the Commission may require, file with the Commission a
report, in writing, setting forth in detail the manner and form in
which it has complied with this order.

VI.

This order will terminate on November 9, 2029, or twenty
(20) years from the most recent date that the United States or the
Commission files a complaint (with or without an accompanying
consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of
such a complaint will not affect the duration of:

A. any Part in this order that terminates in fewer than
twenty (20) years;
B. this order’s application to any respondent that is not

named as a defendant in such complaint; and

C. this order if such complaint is filed after the order has
terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal
court rules that respondent did not violate any provision of the
order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the order as to such respondent will terminate
according to this Part as though the complaint had never been
filed, except that the order will not terminate between the date
such complaint is filed and the later of the deadline for appealing
such dismissal or ruling and the date such dismissal or ruling is
upheld on appeal.

By the Commission.
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ANALYSIS OF CONSENT ORDER TO AID PUBLIC
COMMENT

The Federal Trade Commission (“FTC” or “Commission”)
has accepted, subject to final approval, a consent agreement from
Collectify, Inc. (“Collectify”).

The proposed consent order has been placed on the public
record for thirty (30) days for receipt of comments by interested
persons. Comments received during this period will become part
of the public record. After thirty (30) days, the Commission will
again review the agreement and the comments received, and will
decide whether it should withdraw from the agreement and take
appropriate action or make final the agreement’s proposed order.

This matter concerns alleged false or misleading
representations that Collectify made to consumers concerning its
participation in the Safe Harbor privacy framework (“Safe
Harbor”) agreed upon by the U.S. and the European Union
(“EU”). It is among the Commission’s first cases to challenge
deceptive claims about the Safe Harbor. The Safe Harbor
provides a mechanism for U.S. companies to transfer data outside
the EU consistent with European law. To join the Safe Harbor, a
company must self-certify to the U.S. Department of Commerce
(“Commerce”) that it complies with seven principles and related
requirements. Commerce maintains a public website,
www.export.gov/safeharbor, where it posts the names of
companies that have self-certified to the Safe Harbor. The listing
of companies indicates whether their self-certification is “current”
or “not current.” Companies are required to re-certify every year
in order to retain their status as “current” members of the Safe
Harbor framework.

Collectify sells comprehensive cataloguing software to
consumers over the internet, including through a website
(www.collectify.com). According to the Commission’s
complaint, since at least September 2001, Collectify has set forth
on its website, www.collectify.com, privacy policies and
statements about its practices, including statements related to its
participation in the Safe Harbor privacy framework.
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The Commission’s complaint alleges that Collectify falsely
represented that it was a current participant in the Safe Harbor
when, in fact, from October 2004 until July 2009, Collectify was
not a current participant in the Safe Harbor. The Commission’s
complaint alleges that in October 2001, Collectify submitted a
Safe Harbor self-certification, which it renewed in October 2002
and October 2003. Collectify did not renew its self-certification
in October 2004 and was in “not current” status on the Commerce
website until it renewed its self-certification in July 2009.

Part | of the proposed order prohibits Collectify from making
misrepresentations about its membership in any privacy, security,
or any other compliance program sponsored by the government or
any other third party.

Parts Il through VI of the proposed order are reporting and
compliance provisions. Part Il requires Collectify to retain
documents relating to its compliance with the order for a five-year
period. Part 11 requires dissemination of the order now and in the
future to persons with responsibilities relating to the subject
matter of the order. Part IV ensures notification to the FTC of
changes in corporate status. Part V mandates that Collectify
submit an initial compliance report to the FTC, and make
available to the FTC subsequent reports. Part VI is a provision
“sunsetting” the order after twenty (20) years, with certain
exceptions.

The purpose of the analysis is to facilitate public comment on
the proposed order. It is not intended to constitute an official
interpretation of the agreement and proposed order or to modify in
any way their terms.
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IN THE MATTER OF

CSE, INC. b/s/a MAD MOD,
CHRIS SAETVEIT,
AND
CYNDI SAETVEIT

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SEC. 5 OF THE FEDERAL TRADE COMMISSION ACT AND THE
TEXTILE FIBER PRODUCTS IDENTIFICATION ACT

Docket No. C-4280; File No. 082 3181
Complaint, December 15, 2009 - Decision, December 15, 2009

This consent order addresses allegations that CSE, Inc., also doing business as
Mad Mod, a producer, seller and distributor of a textile fiber product called
“Bamboo Comfort” throughout the United States, made deceptive advertising
claims about its product in violation of Section 5 of the FTC Act. Respondents
sold textile fiber products that were mishranded or falsely or deceptively
advertised as bamboo fiber. The respondent did not comply with the Textile
Act or the Textile Rules and Regulations. The order prohibits the respondents
from advertising a product is made of bamboo, or bamboo fiber, or
manufactured using an environmentally friendly process, or is anti-microbial,
unless the representation is true, non-misleading, and, at the time it is made,
respondents possess and rely upon competent and reliable scientific evidence
that substantiates the representation.

Participants
For the Commission: Melinda Claybaugh and Korin Ewing.

For the Respondents: Chris Saetveit and Cyndi Saetveit,
Owners, pro se.

COMPLAINT

The Federal Trade Commission, having reason to believe that
CSE, Inc. also doing business as Mad Mod (“Mad Mod”), a
corporation, and Chris Saetveit and Cyndi Saetveit, individually
and as owners of the corporation (“Respondents™), have violated
the provisions of the Federal Trade Commission Act, 15 U.S.C. §
41, et seq., the Textile Fiber Products Identification Act, 15
U.S.C. § 70, et seq., and the Rules and Regulations promulgated



