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IN THE MATTER OF
DIRECTORS DESK LLC

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SEC. 5(A) OF THE FEDERAL TRADE COMMISSION ACT

Docket No. C-4281; File No. 092 3140
Filed, January 12, 2010 — Decision, January 12, 2010

This consent order addresses Directors Desk LLC’s alleged false or misleading
representations made to consumers concerning its participation in the Safe
Harbor privacy framework agreed upon by the U.S. and the European Union.
The Commission’s complaint alleges that Directors Desk falsely represented
that it was a current participant in the Safe Harbor when, in fact, from February
2008 until August 2009, Directors Desk was not a current participant in the
Safe Harbor. The Commission’s complaint alleges that in February 2007,
Directors Desk submitted to Commerce a self-certification, which it did not
renew in February 2008. Commerce then updated its status to “not current” on
the Commerce public website. Directors Desk remained in “not current” status
until it submitted a self-certification to Commerce in August 2009. The order
prohibits Directors Desk from making representations about its membership in
any privacy, security, or any other compliance program sponsored by the
government or any other third party. It contains provisions designed to prevent
Directors Desk from engaging in the future in practices similar to those alleged
in the complaint, as well as reporting and compliance provisions.

Participants
For the Commission: Molly Crawford and Katie Ratté.
For the Respondents: Chris Wolf, Esq., Hogan & Hartson .
COMPLAINT
The Federal Trade Commission, having reason to believe that
Directors Desk LLC (“respondent™) has violated the provisions of

the Federal Trade Commission Act, and it appearing to the
Commission that this proceeding is in the public interest, alleges:
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1. Respondent Directors Desk LLC (“Directors Desk™) is a
Delaware limited liability company with its principal office or
place of business at 1 Liberty Plaza, New York, New York 10006.

2. Respondent is in the business of providing a secure online
application that allows members of corporate boards of directors
to access board meeting materials, board minutes, and other
related documents through a website (www.directorsdesk.com).

3. The acts and practices of respondent as alleged in this
complaint have been in or affecting commerce, as “commerce” is
defined in Section 4 of the Federal Trade Commission Act.

4. Respondent has set forth on its  website,
www.directorsdesk.com, privacy policies and statements about its
practices, including statements related to its participation in the
Safe Harbor privacy framework agreed upon by the U.S. and the
European Union (“U.S.-EU Safe Harbor Framework” or “Safe
Harbor™).

U.S.-EU SAFE HARBOR FRAMEWORK

5. The U.S.-EU Safe Harbor Framework provides a method
for U.S. companies to transfer personal data outside of Europe
that is consistent with the requirements of the European Union
Directive on Data Protection (“Directive”). Enacted in 1995, the
Directive sets forth European Union (“EU”) requirements for
privacy and the protection of personal data. Among other things,
it requires EU Member States to implement legislation that
prohibits the transfer of personal data outside the EU, with
exceptions, unless the European Commission (“EC”) has made a
determination that the recipient jurisdiction’s laws ensure the
protection of such personal data. See Directive 95/46/EC of the
European Parliament and of the Council (Oct. 24, 1995),
available at http://eur-lex.europa.eu/LexUriServ/
LexUriServ.do?uri=CELEX:31995L0046:EN:HTML. This
determination is commonly referred to as meeting the EU’s
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“adequacy” standard.

6. To satisfy the EU adequacy standard for -certain
commercial transfers, the U.S. Department of Commerce
(“Commerce”) and the EC negotiated the U.S.-EU Safe Harbor
Framework, which went into effect in 2000. The Safe Harbor
allows U.S. companies to transfer personal data lawfully from the
EU. To join the Safe Harbor, a company must self-certify to
Commerce that it complies with seven principles and related
requirements that have been deemed to meet the EU’s adequacy
standard.

7. Companies under the jurisdiction of the U.S. Federal
Trade Commission (“FTC”), as well as the U.S. Department of
Transportation, are eligible to join the Safe Harbor. A company
under the FTC’s jurisdiction that self-certifies to the Safe Harbor
principles but fails to implement them may be subject to an
enforcement action based on the FTC’s deception authority under
Section 5 of the Federal Trade Commission Act.

8. Commerce maintains a public website,
www.export.gov/safeharbor, where it posts the names of
companies that have self-certified to the Safe Harbor. The listing
of companies indicates whether their self-certification is “current”
or “not current.” Companies are required to re-certify every year
in order to retain their status as “current” members of the Safe
Harbor framework. According to the Safe Harbor website,
“Organizations should notify the Department of Commerce if their
representation to the Department is no longer valid. Failure to do
so could constitute a misrepresentation.” See Safe Harbor List,
available at http://web.ita.doc.gov/safeharbor/shlist.nst/
webPages/safet+harbor+list.

VIOLATIONS OF SECTION5OF THE FTC ACT

9. In February 2007, respondent submitted to Commerce a
self-certification to the Safe Harbor. That self-certification stated
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that its privacy policy has been effective since June 2004.
(Exhibit A, Safe Harbor Certification).

10. In February 2008, respondent did not renew its self-
certification to the Safe Harbor, and Commerce updated
respondent’s status to “not current” on its public website. Until
August 2009, respondent did not renew its self-certification to the
Safe Harbor and was in “not current” status on Commerce’s
website. (Exhibit B, Declaration of Damon C. Greer).

11. Respondent has disseminated or caused to be disseminated
privacy policies and statements on the www.directorsdesk.com
website, including, but not limited to, the following statements:

Directors Desk is a participant in the Safe Harbor
program developed by the U.S. Department of
Commerce and the European Union. We have certified
that we adhere to the Safe Harbor Privacy Principles
agreed upon by the U.S. and the E.U. For more
information about the Safe Harbor and to view our
certification, visit the U.S. Department of Commerce’s
Safe Harbor web site.

Exhibit C, December 2008 Privacy Policy.

12. Through the means described in Paragraph 11, respondent
represented, expressly or by implication, that it is a current
participant in the Safe Harbor.

13. In truth and in fact, from February 2008 to August 2009,
respondent was not a current participant in the Safe Harbor.
Therefore, the representations set forth in Paragraph 11 were, and
are, false or misleading.

14. The acts and practices of respondents as alleged in this
complaint constitute unfair or deceptive acts or practices in or
affecting commerce in violation of Section 5(a) of the Federal
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Trade Commission Act.

THEREFORE, the Federal Trade Commission this twelfth
day of January, 2010, has issued this complaint against
respondent.

By the Commission.
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EXHIBIT A

Page 1 0f 2

Organization Information:

.)m:clnr:; Desk, L1LC
510 N. Pines Road, Suite 207
Spokane, Washington 99206
Phone: 309-931-1099
Fax: 509-267-5465
hitp://www directorsdesk.com
Contact [nformation:
Contact Office: Directors Desk Spokane
Contact Name: Bret Beresford-Wood, President
Phone: 866-895-3375 x511 Fax: 509-267-3465 Email: bwood(@ldirectorsdesk.com

Corporate Officer Information:
Corporate Officer: Bret Beresford-Wood, President
Phone: 866-895-3375 x51 1 Fax: 509-267-5465 Email: bwoodi@directorsdesk.com

Safe Harbor Information:

Signed up to safe harbor 02/15/2007 04:36:53 PM
Next certification 02/15/2008
EU/EEA Countries From Which Personal Information Is Received: France, Belgium, Germany, Umited
Kingdom, Italy
Industry Sector: Computer Services - (CSV) Computer Software - (CSF) Information Services - (INF)
ersonal Information Received From the EU: Directors Desk hosts and maintains a secure online
pplication for corporate boards of directors. Certain directors residing in the European Union sit on
corporate boards using our services. Such directors are able to access the full set of Directors Desk
features to access information including board meeting materials, meeting minutes, documents, and
other related materials. They can also communicate with officers and other directors of the corporation
using tools within the online application, such as secure email.
Information collected from EU board members ("users") includes personal contact information that s
stored in our system and made accessible to officers and fellow directors of the company client in
question. This information may include: full name; work information including company name, address,
phone and fax; home information including home address, phone, fax, mobile phone; biographical
information including other boards on which the individual sits and related professional history; and
personal contact information such as email address, wireless text messaging address, and fax number(s)
All such personal information is stored online for the purposes of conducting board work for the
company in question. As stated in our privacy policy, Directors Desk does not communicate directly
with any of its clients' end-users. be these residents of the EU or otherwise, and we take strong measures
to safeguard cach user's personal information at all times.
Privacy Policy Effective: 6/1072004
Location: hitp://www.directorsdesk com/privacy. asp
Regulated by: Federal Trade Commission
Privacy Programs
Verification: In-House
Dispute Resolution: [n the event that any dispute arising out of or related to this policy is not settled by
the parties, the parties will attempt in good [aith to resolve such dispute by non-binding mediation in
qccordancc with the American Arbitration Association Commercial Mediation Rules.
ersonal Data Covered: Online and offline
[uman Resource Data Cavered: No

httn/fweh ita doc eovisaleharbor/shlist.nsf/5624e 141 R 7d9c4de & 5256060005 fehd8/0a8 1 2 1202072008
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EXHIBIT A (continued)

Page 2ol 2

Yo you agree 1o cooperate and comply with the Furopean Data Protection Authorities? Select
ppropriatc Response

Certilication Status: Not Current
Compliance Status

Safe Harbor Overview | Sale Harbor Documents | Workbook | Safe Harbor List
Information Required for Certification | Certification Form
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EXHIBIT B

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

)
In the Matter of )
)
DIRECTORS DESK, LLC, ) DOCKET NO.
a limited liability company. )
)
. S )
DECLARATION OF DAMON C. GREER

[, Damon C. Greer, based upon my personal knowledge concerning matters to which 1

am competent to testify, hereby declare as follows:

1.

[ am the Associate Director for Electronic Commerce m the Office of Technology and
Electronic Commerce at the U.S. Department of Commerce (“Commerce”), and [ am the
lead administrator of the U.S.-E.U. Safe Harbor Framework,

Commerce is nol a party to the captioned matler.

Commerce is responsible for developing and overseeing the U.S.-EU Safe Harbor
Framework (“Safe Harbor"), a voluntary program that provides U.S. companies with a
method for receiving personal data lawfully from the European Union. Te join the Safe
Harbor, a company must self-certify 1o Commerce that it complies with a set of
principles that have been deemed to meet the EU's adequacy standard.

As Associate Director, [ am responsible for maintaining an accurate st of those
companies that self-certify to Commerce that they comply with the Safe Harbor
principles. As part of my responsibilities, 1 oversee a public website,

wu w_.cxport.govisateharbor, where I post the names of companies that have self-
centified. The listing of companies indicales, among other things, whether their seif-
centification is “current” or “not current.” Companies are required to re-certify every
year on the anniversary of the date they first self-certified in order to retain their status as
“current’” members of the Safe Harbor framework.

in February 2007, Directors Desk LLC (“Directors Desk™) submitted a self-certification
to Commerce. Directors Desk’s next self-centification was due in February 2008.

Directors Desk did not submit a self-certification by the February 2008 deadline, and as a
result [ updated Directors Desk’s status to “nof current™ on Commerce's public website.

Page 1 of 2
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EXHIBIT B (continued)

To date, | have not received any documents or information from Directors Desk to renew
its self-certification. Directors Desk is still in “not current™ status on the Commerce

website.

I declare under penalty of perjury under the Laws of the United States of America that
the foregoing is true and correct. Executed this day of June, 2009, in Washington, D.C.

Ly LS

Damon C. Greer

Associate Director for Electronic Commerce
Office of Technology and Electronic Commerce
U.S. Department of Commerce
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EXHIBIT C

CLIOIS LSk FHIVULY FUICY NP/ W W W QIFECIONSOeSK COMCOMPRNIY/Privacy asp
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Privacy Policy St
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(Cusen”). based on respect for personal dleniity 9 pracices
:memlmmdlhhhpw:‘mﬁ- z 10-1\0-6--" Dosx ol T 0
Inip s direciorsdesk com and hitps Hsecure directoradaak com.

Bacausa Dveciors Desh wanis to Semonsifate ds commimont 1 our users’ pIVacy, we are disdosny

What parsonally weabfable miormaben Oueciors Desk collects.

How Direcibrs Desk utes the wioralion

With whom Directars Desk may share user wionmation

Whal cholcos e avadable 10 ssers regarding colechon, Use and distnbubon of the wistmation.

Whal types of secuiiy procedures are i place lo proied the loss, misuse or sliersion of miomabon unter Dreclors Desk
control

LA WA -

& How users vy n
. Information Collection and Use

futarmation Collecnan
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excephons isied n the Prvacy Pobcy, Dweclors Desx wil never discioss 1o aiy thid garbes any of ihe personal idormaion
uploaded to nur onlne applicalions by cur users

Profing Actiities

. Wi shone nionmahon i we Culedt IMDugh cookees mkswmmcmu&uueﬂnmﬁolwwm! A piofike 15
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EXHIBIT C (continued)

pip:iwww directorsdesk comécompany/privacy. asp

A AR L aEay ULy

directly related to fhes wse 6f (e SySEm WMe do ot shore personay eatfabie elements of your profile win other Mixd partes. It
shared at all your profite is shared m aggregai lorm anly, rendering persanaly dentiliatle informalion mpossible

i
A Caokn 15 3 prece of dala siored on Ihe users computr e o nfonmaion Jbout e user. USage of a cookse 15 in no way kiked to
any personalty dentfianis infarmalian while on aur e We use bain session D cookes and parsisient cookies. For e session ID
oo, once users tose Ihe Diowser. INe COOkie Sungly termnales A PErsISIEN] COORE 15 2 small lext fle siored on the user's hard
anve for an exiended penod of sme. Persisient cockies can be removed by loilowing Infernet browser help iy dractons.

By seing @ cookie on our S8 USErs Woukl not NEVE to enter thew Lser Nanwe more Inan once, NGreby saving lime while on our
se ¥ usars reject the cookie. ey mary siill use our site The only drawback io this is 1hal the user wil be required to re-enier the
User Name upon each new sie visit, Persistent cockwes enable us to track and tarpel the interests of our users lo enhance the
expenience on our site. Sea the “Profile” section, above

Due 1o the secure ralure of Ihe apphcation. wo pantners 1o o site.

Log Fiins
Like most onkine applications. our Senveis use kag files 1o analyze rends, adminisier the site. liack user's Mmovement i the
aggregate. and gather troad demographic mioimation for aggregate use. 1P addresses, elc. ane not knked to persanally deniAaie

informalion. .
Communications from the Site

Iafcemativnal Undates
\We da not send users communications. But faiher prowide our chents wih lools alicwing them (o send Communications i athar
users related 1o the and related by Dweciors Desk. Cenain new users wil (ECEIVE 3 WeXCOming
emait issued by their Corporate Secralanes (o activate ineir new account. Estabshed users wil occasianally recelve emats, il
phona taxt messages. and faxes (collectively, “Announcements”) containing information aboul naw board information that is
mvailable for thex viewing, new messages they have received fom cient stalf or Otfvr BO3D MEMBErS. OF ACtON IBMS SUCh 35 voles
and surveys thal need to be completed by Ihe USEr All Such ANNOUNCEMENS 1@ E5usd exclusively by INe Sesignaled and Chent
Campany authorimd Cofparate Secretaries. unless the user has elected o raceive pr of certain g
a5 1 becomes avable wilhin fiek cCounts. In which case automaled emails are sent out by the System. In all cases, howawer, the
user can moddy any emai, wieless, and fax a00resEs Al simply by The gucounts,
o ch Pl out entirely. Users thus retain Al control over tha extent lo which they recaive
infarmation updates at all times.

Sarvice Anmauicemants
O rare oceasions it is NEGESSary 10 send out 8 striclly service related announcemant, FOr MStance, ¥ our SEnCe 15 (emporarly
for we might an emad Users may opl-out of thase communications However, these

. COMMUNCATIONS are naver promotional i nature

Crstoear Toyyioe
We communicale with users on a regular basis fo render tachnical assistance as pant of our 24-Hour Help Desk activities We reply
via email or phone, in 366ordance with the usar's wishes, and all such ackities are intialed by the user

Spaet and Junk Email
Diraclors Desk has a zer lolerance policy (o1 atase Wikle we Cannol be fespomsible 15 Comrmunicalions users. recen from ofher
users such as fellow board membars and Corporale Secrelanes on fhair client company accounts. it i our miention 10 use all legally
svailatle means 1o prevent distribution and receipt of unsolicited cammercial communications Ihrough e service, Ve ask hat any
users who are annoyed by fecespl of such junk email, please repon such achwly 1o abuse@directorsdesk com.

Sharing

Legal Discizimear

Though we make every effort 10 preserve user prvacy, we may need 1o disclose personal informalion whon requined by law wheren
we have 8 good-1ih belef Inat such CKon IS Necassary 1o comply with a curmant judicial proceading, a cour order, legal process.
sarved on our onkne applicalion. or in order o inveshgale, prevent. of take aclion regarding ilegal activity

Ageiegete iatormarun (nanpersenalty sdentifianie)
We will abaays allempl to use aggregated demographic mhormaton in any case where user information must be shared, such that
o personally identfable inlormration s dsciosed 10 outside partos. In the event that pessonally idenkfiable inlormalion must be
used, we wil first naliy chents i accordance with the Subpoena Fobcy Any actions taken by our ceent
to protect s users’ persanal information will ba respectad subject fo lintations impased by the law

Business Transitions

I the gvent Cireclors Desk Goes thiough a busnass Wanstan, such as a menger, being acquired by anofer company. or sefling o
portion of is assets. users’ parsanal information will, in most instances, be part of Ihe assets ransferred Lsers will be notfied prior
10 8 Change of nersinp of COnTol of thex Personal nfommation i 35 3 resull o the business IkanGbon, 16 users’ pérsanally
identifiable nformaton will be used in a manner difierent lom that siated at tha time of coffection they will ba gven a choice not to
have: ther informalion Used n this difersnl mannar. a5 discribed In he notfcation of changas section. beiow

Links
Diregions Desk's snline apphcations May contain Lnks 10 other siles AS wrih 8 sito content, these hnks are not placed in The sysiem
by Directors Desk but rathar by the Corporale Secrefanes of the cllent company, of ofher users aulhonized 1o past content

Please be avae hat Diraciors Desh 16 ol responsible for the privacy prackoes of such oifes sies, We encouiage our users 10 be

Fware when (hey leive our sites and 1o 12ad the privacy sialements of each and every Web sie that collocts personady igentfiable
miomanon This privacy sialement apples solely ko inlormation collecied by Dinectors Desk's anbne apphcations. information that is.
coliected on these sies does ot fail within 1he Auspoes of thes pokcy.
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EXHIBIT C (continued)

ROPCA W WA OITeCiorsdesk comicompany’privacy.asp

Security
Derectors Desk takes Svery Precaulon 1o Drofect IS users’ mformaton Secunty falls wio sewtial calegones and user nlommabon 1

peotected beth ontine and oft line
E bty ]

On all screens of the Deactors Desk appieaton. infommaton 13 encrypled and is prolected dunfi lransit kom the slent's PC 16 aur

servers with the best encryption software in the industry - SSL. VWile browsing the the lock on on the botom of Weo

browsers such as Microsoft Infernet Explorer bacomes. locked, 85 opposed to un-iocked, or open, when usars are mst suding’, i

order to easly identify to the user Inal (heir data is being Iransmitled securely. To fully protect our users. d is not possitie 10 access
connection

the apphcation withoul using an SSL

2ata Encrypiinn
Documents uploaced 10 the syster:, as well a5 database enines containing persenal inlormation, are stored in accordance with sach
chient comgany’s data encrypyen pokicy. Al a minemum, this includes S10ang all sensifive personal information (such as user
passwords. social securily numbers. date of birth, etc ) in a hully encrypied format. In many cases, lhe encryplon technologres used
wall preclude Diractors Desk fram beng able to decrypl the data

cuthozed Accase

Directors Desk has taken exrems measures 10 DIOBCt user NOMMaton aganst unautharzed access. These measures incude but
ars nof lmited 1o, 3} stonng ol daa in hosting faciles that are SAS-TO Level Il Carirked, b} storing user informatin in secire offing
repostories nol accessible fo routine "hacking” attempts; cf secunt

designed 1o detect and protect agams! unauthorized data access. d} treating all user information siored in web applicabions as highly
conhdental duning slorage. ansm sson, and backup.

Prutection Against Loss
Disectors Dex! a8 part of ds service. full dala mirroring and nightly 1ape backups to protect user inlormaton from being

inadveneantly lost or desiroyed
Protection Against Data Corruption and Alteration

Diectors Desk uses stale-ol-he-art iechnoiogies, techniques and processes 1o maintain data nlegrity at alf imes. This includes use
of an enerprse-evel rlational database system [RDBMS) that has been tested extensively both in-house and by indusity at-large

n addiion 1o protecting user information sioced in eleclronic systars, we 3is0 mploy securty measures 1o protect user-informalon
off-ine Al of our users’ above. is restricted in our offices. Only employees

ol pus!
wha need the information 10 perfoim 8 specfic b (for example. cur customer service represertalives) are granied acoess to
personally identifiable wnformation

. Choice and Opt-Out Options

User information is never used for puipases thal afe not directly reialted 1o their board and commifiee activilies. All use of personal
intormation is subject ta  ull sal of ‘opl-out’ oplions meade available 1o ihe user For instance, d the user does nol wish lo disclose
fus o her emal address. Ihey ade able 10 remove (hal dala from the system f the user does not wish for other directors to see s or
her home or work contact . 803N they fi From the system. f a user's personally ilentifiable
inlormation m-nges {such as mp code, phone. email o postal addvess). o« if 3 user no longer desires o servce. we provide 3 way
to carecl, updale o rsonally This can be done al the Raster profiie page of the

‘ per
Ouctors Dosk senece polionssd by the user

Notification of Changes

H we decide to change ow prwvacy policy. we will past thase changes. in this privacy statement, and other places we deem
2pprOpriate, S0 our Users are aiwoys aware of what infarmation we collect, how we use #, and under whal cacumstances, Jf any, we
drsclose il. W wil use mio/mation in actordance with the privacy policy under whech the information was Collected

W, howewver, we are going 1o use users' personally wentifiable information in a manner differant from that stated ai the fime of
collechon we will nolity users vwa email Users will have a cheio? as 10 whether o nol we use {heif information in fhis different
manner in addition, if we make any TSNl Changes in O’ PrIvACY MACIICES Ihal 40 Nt aflect user niafmaton already stored in
ur dAIBDASE, We will BOSI @ prOMEnENt NONGE 0 Cur VWb e nolifying users of the change. in Some Gases wheie we POS! 3 nobce
we will alse el users, who have opted fo receive communications fom us, notlyng them of the changes in our privacy practices

Safe Harbor

Directors Desk is a paruopant m the Sale Harbor program developed by the U S Department of Commerce and the Ewopean
Union. We have canified that we adhere to the Salo Harbar Privacy Pinciples agreed upon by the US and the EU For move
informazon aboul the Sate Harbor and to view our certificaion, wisit the U S Department of Commerce's Sale Marbor web site In
the event inat any drspute arrsing out of o related lo this poiicy s not soflled by the partres. ihe partes wil altempl n good taith to
resolve such dispute by non:binding mediabon in accordance wath The Amencan Artriration Assocmtion Commercial Medaton
Rules. Mo diugation for the resolution of such dispule may be commencrd unlii the partes fry in gand failk o selfis the dispute by
such mediation ¥ accordance valh such rules e aither party has concluded i gaod faith that amicable resolution fiough
continued medubon of the malter does No! acpear ikely  Tha parbes to the medialon shall share the cosis of medialion egually
Any settiement reached by med'alion shall be recorded in witing, signed by ihe pames. 3nd shall be tndsg o fem

Civil Subpoena Paolicy

Direciors Desk does nol foiease personally enlifyng miormation about our cusiomers except in kmizg instances related 1o law,
securtty. or salety To requoes! customes miormatan rom Direciors Desk 1 3 ol case. you must serve Dueciors Dask wih 3 vakd
subposna, couft order. of search warlant and agree to Directors Desk's lms of compensation beiow

. Al cavil subpomnas should be drecied lo
Dweciors Desh LLE

Subpoena Department
2510 N Punas Road, Suite 207

170008 167 I8
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EXHIBIT C (continued)

BCLOTS LICSK FTIVACY FOLICY hitp://www directorsdesk com/company/privacy.asp

Spokane, WA 59206
Fax 1.506-2615455

Upen receipt of a valia subpoena, il 1 Deeciors Desk's poiy 10 noldy the chent whose mig/manan s sougnt i nen-emergency
ancumstances, Ditectors Dosk will generally not produce th SUBPOENEO SUDECHDErS denbly nfolmaton untl apprommalely o
weehs ahier recaipt of Ihe subpoana. uniass 3 1ormal obiechon 15 filed by the customer of wa are fegally requied fo do so

Dwactors Desh charges $90 00 per hous kv research [plus aoditional lees f teskmuny o Japositon is feguired). S0 25 per page.
#0d $22.00 1o respond via Foderal Express. Ve will invoxce the person or gniity Submiting tha subpoana following receipt 3nd he
subpoena proponent must make payment within 15 days from Ihe date of receipt of our mvoace. Checks should be made out o
Direclors Desk. LLC

15 Dir Desi's policy 0 rele: sufficient 1o dentify our customer anly wheve The party seeking the nfoermation has
filed 3 legal achon ihat mphcales Cur cuslome v some kgally Cognizabie wgxopnely Of witngdoung of Can show ihal the
nformation requested s matenal 10 the issues ywoived o the undenyng case Dwectors Desk requests a copy of Ihe compiant and
all supporting documentatian 1o indicate how the customer's accouni svlormation 5 refaled 10 he pending Wigaton Note that
Directors Desk resarves the nght to determaa In 1S sola discration tha apphicabiily of this policy 1o any partcular reques! and.
further this pGicy 808 ROI create any enforceable legal rights, either lor cur custamars or fof requesting parnes.

Enforcement and Sanctions
Al amployees and contractors of Directors Dask are raquired 10 sign @ willen acknowledgement 1hal Ihey Nave read and agree 10
abide by the terms of this Privacy Poicy Any infractions are subjact io severe penatties, including lermination andlor legal action

Copynght © 2003-2008 Directors Desk Al Rights Reserved.  Accaptable Use Policy | Privacy Polcy | Request a demonstration
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DECISION AND ORDER

The Federal Trade Commission, having initiated an
investigation of certain acts and practices of the Respondent
named in the caption hereof, and the Respondent having been
furnished thereafter with a copy of a draft of Complaint which the
Bureau of Consumer Protection proposed to present to the
Commission for its consideration and which, if issued, would
charge the Respondent with violation of the Federal Trade
Commission Act; and

The Respondent and counsel for the Commission having
thereafter executed an agreement containing a consent order, an
admission by the Respondent of all the jurisdictional facts set
forth in the aforesaid draft complaint, a statement that the signing
of the agreement is for settlement purposes only and does not
constitute an admission by the Respondent that the law has been
violated as alleged in such complaint, or that any of the facts as
alleged in such complaint, other than jurisdictional facts, are true,
and waivers and other provisions as required by the Commission’s
Rules; and

The Commission having thereafter considered the matter and
having determined that it had reason to believe that the
Respondent has violated the Federal Trade Commission Act, and
that a complaint should issue stating its charges in that respect,
and having thereupon accepted the executed consent agreement
and placed such agreement on the public record for a period of
thirty (30) days for the receipt and consideration of public
comments, and having duly considered the comment received
from an interested person pursuant to Section 2.34 of its Rules,
now in further conformity with the procedure prescribed in
Section 2.34 of its Rules, 16 C.F.R. §2.34, the Commission
hereby issues its complaint, makes the following jurisdictional
findings, and enters the following order:

1. Respondent Directors Desk LLC is a Delaware limited
liability company with its principal office or place of
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business at 1 Liberty Plaza, New York, New York
10006.

2. The Federal Trade Commission has jurisdiction of the
subject matter of this proceeding and of the
Respondent, and the proceeding is in the public
interest.

ORDER
DEFINITIONS

For purposes of this Order, the following definitions shall
apply:

A. Unless otherwise specified, “respondent” shall mean
Directors Desk LLC and its subsidiaries, divisions,
affiliates, successors and assigns.

B. “Commerce” shall mean as defined in Section 4 of the
Federal Trade Commission Act, 15 U.S.C. § 44.

IT IS ORDERED that respondent and its officers, agents,
representatives, and employees, directly or through any
corporation, subsidiary, division, website, or other device, in
connection with the advertising, marketing, promotion, offering
for sale, or sale of any product or service, in or affecting
commerce, shall not misrepresent in any manner, expressly or by
implication, the extent to which respondent is a member of,
adheres to, complies with, is certified by, is endorsed by, or
otherwise participates in any privacy, security, or any other
compliance program sponsored by the government or any other
third party.
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IT IS FURTHER ORDERED that respondent shall maintain
and upon request make available to the Federal Trade
Commission for inspection and copying, a print or electronic copy
of, for a period of five (5) years from the date of preparation or
dissemination, whichever is later, all documents relating to
compliance with this order, including but not limited to:

A. all advertisements, promotional materials, and any
other statements containing any representations
covered by this order, with all materials relied upon in
disseminating the representation; and

B. any documents, whether prepared by or on behalf of
respondent, that call into question respondent’s
compliance with this order.

IT IS FURTHER ORDERED that respondent shall deliver a
copy of this order to all current and future principals, officers,
directors, and managers, and to all current and future employees,
agents, and representatives having responsibilities relating to the
subject matter of this order, and shall secure from each such
person a signed and dated statement acknowledging receipt of the
order. Respondent shall deliver this order to such current
personnel within thirty (30) days after service of this order, and to
such future personnel within thirty (30) days after the person
assumes such position or responsibilities.

V.

IT IS FURTHER ORDERED that respondent shall notify
the Commission at least thirty (30) days prior to any change in the
corporation(s) that may affect compliance obligations arising
under this order, including, but not limited to: a dissolution,
assignment, sale, merger, or other action that would result in the
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emergence of a successor corporation; the creation or dissolution
of a subsidiary, parent, or affiliate that engages in any acts or
practices subject to this order; the proposed filing of a bankruptcy
petition; or a change in the corporate name or address. Provided,
however, that, with respect to any proposed change in the
corporation(s) about which respondent learns fewer than thirty
(30) days prior to the date such action is to take place, respondent
shall notify the Commission as soon as is practicable after
obtaining such knowledge. All notices required by this Part shall
be sent by certified mail to the Associate Director, Division of
Enforcement, Burcau of Consumer Protection, Federal Trade
Commission, Washington, D.C. 20580.

V.

IT IS FURTHER ORDERED that respondent shall, within
sixty (60) days after service of this order, and at such other times
as the Commission may require, file with the Commission a
report, in writing, setting forth in detail the manner and form in
which it has complied with this order.

VI.

This order will terminate on January 12, 2030, or twenty (20)
years from the most recent date that the United States or the
Commission files a complaint (with or without an accompanying
consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of
such a complaint will not affect the duration of:

A. any Part in this order that terminates in fewer than
twenty (20) years;
B. this order’s application to any respondent that is not

named as a defendant in such complaint; and
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C. this order if such complaint is filed after the order has
terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal
court rules that respondent did not violate any provision of the
order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the order as to such respondent will terminate
according to this Part as though the complaint had never been
filed, except that the order will not terminate between the date
such complaint is filed and the later of the deadline for appealing
such dismissal or ruling and the date such dismissal or ruling is
upheld on appeal.

By the Commission.
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ANALYSIS OF PROPOSED CONSENT ORDERS
TO AID PUBLIC COMMENT

The Federal Trade Commission (“FTC” or “Commission”) has
accepted, subject to final approval, a consent agreement from
Directors Desk LLC (“Directors Desk™).

The proposed consent order has been placed on the public
record for thirty (30) days for receipt of comments by interested
persons. Comments received during this period will become part
of the public record. After thirty (30) days, the Commission will
again review the agreement and the comments received, and will
decide whether it should withdraw from the agreement and take
appropriate action or make final the agreement’s proposed order.

This matter concerns alleged false or misleading
representations that Directors Desk made to consumers
concerning its participation in the Safe Harbor privacy framework
(“Safe Harbor”) agreed upon by the U.S. and the European Union
(“EU”). It is among the Commission’s first cases to challenge
deceptive claims about the Safe Harbor. The Safe Harbor
provides a mechanism for U.S. companies to transfer data outside
the EU consistent with European law. To join the Safe Harbor, a
company must self-certify to the U.S. Department of Commerce
(“Commerce”) that it complies with seven principles and related
requirements. Commerce maintains a public website,
www.export.gov/safeharbor, where it posts the names of
companies that have self-certified to the Safe Harbor. The listing
of companies indicates whether their self-certification is “current”
or “not current.” Companies are required to re-certify every year
in order to retain their status as “current” members of the Safe
Harbor framework.

Directors Desk provides an online application that allows
members of corporate boards of directors to access board meeting
materials, board minutes, and other related documents through a
website (www.directorsdesk.com). According to the
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Commission’s complaint, Directors Desk set forth on its website
privacy policies and statements about its practices, including
statements that it is a current participant in the Safe Harbor.

The Commission’s complaint alleges that Directors Desk
falsely represented that it was a current participant in the Safe
Harbor when, in fact, from February 2008 until August 2009,
Directors Desk was not a current participant in the Safe Harbor.
The Commission’s complaint alleges that in February 2007,
Directors Desk submitted to Commerce a self-certification, which
it did not renew in February 2008. Commerce then updated its
status to “not current” on the Commerce public website. Directors
Desk remained in “not current” status until it submitted a self-
certification to Commerce in August 2009.

The proposed order applies to Directors Desk’s
representations about its membership in any privacy, security, or
any other compliance program sponsored by the government or
any other third party. It contains provisions designed to prevent
Directors Desk from engaging in the future in practices similar to
those alleged in the complaint.

Part 1 of the proposed order prohibits Directors Desk from
making misrepresentations about its membership in any privacy,
security, or any other compliance program sponsored by the
government or any other third party.

Parts II through VI of the proposed order are reporting and
compliance provisions. Part II requires Directors Desk to retain
documents relating to its compliance with the order for a five-year
period. Part III requires dissemination of the order now and in the
future to persons with responsibilities relating to the subject
matter of the order. Part IV ensures notification to the FTC of
changes in corporate status. Part V mandates that Directors Desk
submit an initial compliance report to the FTC, and make
available to the FTC subsequent reports. Part VI is a provision
“sunsetting” the order after twenty (20) years, with certain
exceptions.
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The purpose of the analysis is to facilitate public comment on
the proposed order. It is not intended to constitute an official
interpretation of the agreement and proposed order or to modify in
any way their terms.
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IN THE MATTER OF

PFIZER, INC.
AND

WYETH

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SEC. 5(A) OF THE FEDERAL TRADE COMMISSION ACT AND SEC. 7
OF THE CLAYTON ACT

Docket No. C-4267; File No. 091 0053
Filed, October 14, 2009 — Decision, January 25, 2010

This consent order addresses the acquisition by Pfizer Inc., of all of the issued
and outstanding shares of Wyeth. Pfizer and Wyeth are two of only four major
suppliers in the relevant cattle, companion animal, and equine health products
markets. In the majority of these markets, the transaction would reduce the
number of competitors from four to three and give Pfizer between 50 and 100
percent of the market and the acquisition would create a monopoly in the
market for equine joint-injected steroids in the United States. The complaint
alleges that the acquisition would cause significant competitive harm to
consumers in the relevant U.S. markets for cattle, companion animal, and
equine health products by eliminating actual, direct, and substantial
competition between Pfizer and Wyeth. The Consent Agreement requires
Pfizer to divest to Boehringer Ingelheim Vetmedica, Inc., Wyeth’s U.S. animal
health business in all areas of overlap, except for equine tapeworm parasiticides
and equine herpesvirus vaccines. n the area of equine tapeworm parasiticides,
the consent order requires Pfizer to return to Virbac S.A. Pfizer's exclusive
distribution rights for these products; and in the area of equine herpesvirus
vaccines, Pfizer is ordered to divest to BI Pfizer’s equine herpesvirus products.
The assets for each of the divestitures include all of the relevant intellectual
property, customer lists, research and development information, and regulatory
materials, as well as two of Wyeth'’s three U.S. manufacturing facilities.

Participants

For the Commission: Michael R. Barnett, Susan
Huber, Lynda Lao, Gregory P Luib, David Von Nirschl, and Kari
A. Wallace.

For the Respondents: Andrew J. Forman and Charles F.
(Rick) Rule, Cadwalader, Wickersham & Taft LLP; Harry T.



