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This consent order addresses allegations that Respondent Compete, Inc. utilized 
its web-tracking software to collect personal data in violation Section 5(a) of 
the Federal Trade Commission Act. Compete is a market research company 
that collects data from consumers through two products: (1) the Compete 
Toolbar, which consumers install to gain “instant access” to information about 
websites as they browse the Internet; and (2) the Consumer Input Panel, which 
allows the consumers to win rewards from sharing their opinions regarding 
products and services. Compete represented to consumers that the information 
it collected would be anonymous and would be limited to browsing behavior 
and web page addresses. The complaint alleges that Compete misrepresented 
the extent of its data collection efforts.  In fact, Compete captured personal 
consumer data, including credit card numbers, financial account numbers, 
security codes, usernames, passwords, and Social Security numbers. The 
complaint further alleges that Compete failed to implement reasonable and 
appropriate measures to protect consumer information, and this failure was 
likely to cause substantial injury to consumers. The consent order requires 
Compete to disclose fully the information it collects and obtain consumers’ 
express consent before collecting any personal data. The order further requires 
that the company delete or anonymize the consumer data it has collected; and 
that it provide directions to consumers for uninstalling the software. Finally, the 
order bars Compete from misrepresenting its privacy and data security 
practices, and requires that it implement a comprehensive information security 
program with biannual independent third-party audits for the next 20 years. 
 

Participants 
 

For the Commission:  Jamie Hine and Ruth Yodaiken. 
 

For the Respondent:  Stuart Friedel and Gary Kibel, Davis & 
Gilbert LLP; Michelle A. Kisloff and Christopher Wolf, Hogan 
Lovells US LLP. 
 

COMPLAINT 
 

The Federal Trade Commission, having reason to believe that 
Compete, Inc. (“Compete” or “respondent”), a corporation, has 
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violated the Federal Trade Commission Act (“FTC Act”), and it 
appearing to the Commission that this proceeding is in the public 
interest, alleges: 

 
1. Compete is a Delaware corporation, with its principal 

place of business at 501 Boylston Street, Suite 6101, Boston, 
Massachusetts.  

 
2. The acts and practices of respondent, as alleged herein, 

have been in or affecting commerce, as “commerce” is defined in 
Section 4 of the FTC Act. 
 

RESPONDENT’S BUSINESS PRACTICES AND 
REPRESENTATIONS TO CONSUMERS 

 
3. Compete is a market research company that collects data 

from consumers so that it can, among other things, develop and 
sell analytical reports about consumer behavior on the Internet.  
 

4. Starting in January 2006, Compete collected data about 
consumers through two products.  The first was the Compete 
Toolbar (“Toolbar”), which consumers installed to get “instant 
access” to information about websites as they surfed the Internet, 
such as the popularity of the websites they visited.  (See Compete 
Toolbar, Exhibit 1, formerly available from www.compete.com).  
The second product was the Consumer Input Panel, which 
allowed consumers to win rewards while expressing their 
opinions to companies about products and services.  (See 
Consumer Input Panel, Exhibit 2, formerly available from 
www.consumerinput.com). 
 

5. In addition, Compete licensed its data collection software 
for third parties for their use, including incorporating into their 
own toolbars or rewards programs.  In all cases the data gathered 
through Compete’s data collection software was sent to Compete. 

 
6. As of the end of October 2011, Compete had collected 

data from more than 4 million consumers.  
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Compete’s Tracking of Consumers’ Activities 
 

7. When consumers installed the Toolbar, they were 
prompted to either leave enabled or to disable a feature the 
company referred to as “Community Share.”  (See Exhibit 3).  
Compete provided the following description of the “Community 
Share” option: 

 
By joining Community Share, the web pages you 
visit will be anonymously pooled with the Compete 
community to provide site trust rankings and 
analytics. 
 
See Compete Toolbar Setup, Exhibit 3. 
 
Enabling “Community Share” activated Compete’s 
ability to collect data about the consumer.  

 
8. When consumers signed up for the Consumer Input Panel, 

Compete made statements such as the following:  
 

[W]e measure your behavior as well as your 
opinions.  Consumer Input utilizes a piece of 
software stored on your computer that anonymously 
transmits aspects of your Internet browsing 
behavior so that we can understand the sites, 
products and services you interact with.  
 
See, e.g., Consumer Input Panel Registration, 
Exhibit 4.  

 
Compete always collected data about consumers who participated 
in the Consumer Input Panel.   
 

9. In addition, in its general privacy policy, Compete made 
the following statement about “click-sharing,” which refers to the 
consumers’ sharing of data with Compete: 
 

When you download Compete software, including 
the Compete Toolbar, you will be given the option 
of enabling click-sharing.  Should you opt-in to 
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click-sharing you will begin to anonymously share 
the addresses of the web pages you visit online.   
 

See General Compete Privacy Policy, Exhibit 5.  
 

10. In fact, Compete collected more than browsing behavior or 
addresses of web pages.  It collected extensive information about 
consumers’ online activities and transmitted the information in 
clear readable text to Compete’s servers.  The data collected 
included information about all websites visited, all links followed, 
and the advertisements displayed when the consumer was on a 
given web page.  The captured data included details about 
consumers’ online behavior to the extent that, for example, 
Compete knew whether a consumer abandoned or completed a 
purchase after placing an item in an online shopping cart.   
 

11. Moreover, as far back as January 2006, Compete also 
captured some information consumers communicated on secure 
web pages (e.g., https), such as credit card numbers, financial 
account numbers, security codes and expiration dates, usernames, 
passwords, search terms, or Social Security numbers.  
 

12. Compete’s data capture occurred in the background as a 
consumer used the Internet; there was no way for consumers – 
without special software and technical expertise – to discover the 
extent of the data collection.  
 

Compete’s Filtering of Consumer Data 
 

13. Compete made statements in its general privacy policy 
about filtering of personal information such as the following: 
 

All data is stripped of personally identifiable 
information before it is transmitted to our servers.  
Our data collection techniques have been designed 
to purge personally identifiable information 
wherever we find it.  In addition, as a member of 
Compete you are assigned a randomly generated 
user ID ensuring your anonymity.  
 
See General Compete Privacy Policy, Exhibit 5. 
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14. Similarly, Compete made statements in its Consumer 

Input Panel privacy policy and Frequently Asked Questions such 
as the following: 
 

Inadvertently, the URL information we collect and 
license sometimes contains personal information 
about Internet users.  Potentially, a name, address, 
email address, or similar information that an 
Internet user enters into a Web page can become 
part of the URL that is transmitted to us and stored 
in our databases. While we have no control over 
what information third party websites put into their 
URLs or where they put it, we make every 
commercially viable effort to purge our databases of 
any personally identifiable information.  The data 
collection software uses a proprietary rules engine 
to search through all URLs, before transmitting 
them to its database, to strip out any such personally 
identifiable information.  We do not disclose the 
contents of individual URLs stored in our databases 
so we will not release or use this information.  
Further, we aggregate data on hundreds of 
thousands of users before supplying data to our 
clients, thereby ensuring that an individual’s 
privacy remains intact at all times.  
 
See Consumer Input Privacy Policy, Exhibit 6. 
 
In addition, the data collection software uses a 
proprietary rules engine to search through all URLs, 
before transmitting them directly to its database, to 
strip out any such personally identifiable 
information, thus ensuring your privacy. 
 
See Consumer Input Panel, Frequently Asked 
Questions, Exhibit 7. 

 
15. Compete used data filters to prevent the collection and use 

of some sensitive data.  However, those filters were too narrow 
and improperly structured to avoid collecting such data.  For 
instance, a filter was designed to prevent the collection of 
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personal identification numbers for financial accounts, and would 
have prevented collection of that data if a website used the field 
name “PIN.”  However, the filter would not have prevented such 
collection if a website used similar field names such as “personal 
ID” or “security code.”  In addition, Compete failed to implement 
a simple, commonly used, algorithm to screen out credit card 
numbers, and Compete filtered some types of information only 
after that information had been transmitted in clear text via the 
Internet to its servers. 
 

Compete’s Data Security Practices 
 

16. In addition to the representations made about the 
collection of data, Compete made statements about the security of 
user data such as the following: 
 

We take reasonable security measures to protect 
against unauthorized access to or unauthorized 
alteration, disclosure or destruction of personal 
information.  These measures include internal 
reviews of our data collection, storage and 
processing practices and security practices. 
 
See General Compete Privacy Policy, Exhibit 5. 

 
17. Respondent engaged in a number of practices that, taken 

together, failed to provide reasonable and appropriate security for 
consumer information collected and transmitted by Compete.  
Among other things, respondent:   
 

a. created unnecessary risks of unauthorized access to 
consumer information by transmitting sensitive 
information from secure web pages, such as financial 
account numbers and security codes, in clear readable 
text over the Internet; 

 
b. failed to design and implement reasonable information 

safeguards to control the risks to customer 
information; and 
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c. failed to use readily available, low-cost measures to 
assess and address the risk that the data collection 
software would collect sensitive consumer information 
that it was not authorized to collect.  

 
18. These security failures resulted in the creation of 

unnecessary risk to consumers’ personal information.  Compete 
transmitted the information it gathered – including sensitive 
information – over the Internet in clear readable text.  Tools for 
capturing data in transit over unsecured wireless networks, such 
as those often provided in coffee shops and other public spaces, 
are commonly available, making such clear-text data vulnerable to 
interception.  The misuse of such information, particularly 
financial account information and Social Security numbers, can 
facilitate identity theft and related consumer harms. 
 

19. After flaws in Compete’s data collection practices were 
revealed publicly in January 2010, Compete upgraded its filters, 
added new algorithms to screen out information such as credit 
card numbers, and began encrypting data in transit.  The company 
stopped distributing the Compete Toolbar to new customers, and 
began to distribute its Consumer Input Panel software to new 
customers through third parties rather than directly.  It continued 
to collect and use consumer data, however.  
 

VIOLATIONS OF THE FTC ACT 
 

COUNT 1 
 

20. Through the means described in Paragraphs 7-9, 
respondent has represented, expressly or by implication, that its 
products would collect and transmit information about the 
websites consumers visited. 
 

21. Respondent failed to disclose that its products would also 
collect and transmit much more extensive information about the 
Internet behavior that occurs on consumers’ computers, and 
information consumers provided in secure sessions when 
interacting with third-party websites, shopping carts, and online 
accounts – such as credit card and financial account numbers, 
security codes and expiration dates, and Social Security numbers 
consumers entered into such web pages.  These facts would be 
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material to consumers.  Respondent’s failure to disclose these 
facts, in light of the representations made, was, and is, a deceptive 
act or practice. 
 

COUNT 2 
 

22. Through the means described in Paragraphs 13-14, 
respondent has represented, expressly or by implication, that it 
stripped all personal information out of the data it collected before 
transmitting it from consumers’ computers.    
 

23. In truth and in fact, Compete did not strip all personal 
information out of the data before transmitting it from consumers’ 
computers.  As described in Paragraph 15 the consumer-side 
filters were too narrow and improperly structured to effectively 
scrub personal data before transmission to Compete’s servers.  
Therefore, the representation set forth in Paragraph 22 was, and is, 
false or misleading and constitutes a deceptive act or practice.    
 

COUNT 3 
 

24. Through the means described in Paragraph 16, respondent 
has represented, expressly or by implication, that it employs 
reasonable and appropriate measures to protect data obtained from 
consumers from unauthorized access.    
 

25. In truth and in fact, as described in Paragraphs 10-11, 15 
and 17-18, respondent did not implement reasonable and 
appropriate measures to protect data obtained from consumers 
from unauthorized access.  Therefore, the representation set forth 
in Paragraph 24 was, and is, false or misleading and constitutes a 
deceptive act or practice.  
 

COUNT 4 
 

26. As described in Paragraphs 10-12, 15 and 17-18, 
respondent’s failure to employ reasonable and appropriate 
measures to protect consumer information – including credit card 
and financial account numbers, security codes and expiration 
dates, and Social Security numbers – caused or was likely to 
cause substantial injury to consumers that was not offset by 
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countervailing benefits to consumers or competition and was not 
reasonably avoidable by consumers.  This practice was, and is, an 
unfair act or practice. 
 

27. The acts and practices of respondent as alleged in this 
complaint constitute unfair or deceptive acts or practices in or 
affecting commerce in violation of Section 5(a) of the Federal 
Trade Commission Act. 
 

THEREFORE, the Federal Trade Commission this twentieth 
day of February, 2013, has issued this complaint against 
respondent. 
 

By the Commission. 
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EXHIBIT 1 
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EXHIBIT 2 
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EXHIBIT 3 
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EXHIBIT 4 
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EXHIBIT 5 
 

 
  



278 FEDERAL TRADE COMMISSION DECISIONS 
 VOLUME 155 
 
 Complaint 
 

 
 

EXHIBIT 5  
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EXHIBIT 5  
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EXHIBIT 5  
 

 
 
  



 COMPETE, INC. 281 
 
 
 Complaint 
 

 
 

EXHIBIT 6 
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EXHIBIT 6  
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EXHIBIT 7 
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EXHIBIT 7  
 

 
 
  



 COMPETE, INC. 285 
 
 
 Complaint 
 

 
 

EXHIBIT 7  
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DECISION AND ORDER 
 

The Federal Trade Commission having initiated an 
investigation of certain acts and practices of the respondent named 
in the caption hereof, and the respondent having been furnished 
thereafter with a copy of a draft Complaint that the Bureau of 
Consumer Protection proposed to present to the Commission for 
its consideration and which, if issued by the Commission, would 
charge the respondent with violation of Section 5 of the Federal 
Trade Commission Act, 15 U.S.C. § 45, et seq.; 
 

The respondent, its attorney, and counsel for the Commission 
having thereafter executed an Agreement Containing Consent 
Order (“Consent Agreement”), an admission by the respondent of 
all the jurisdictional facts set forth in the aforesaid draft 
Complaint, a statement that the signing of said Consent 
Agreement is for settlement purposes only and does not constitute 
an admission by respondent that the law has been violated as 
alleged in such Complaint, or that the facts as alleged in such 
Complaint, other than jurisdictional facts, are true, and waivers 
and other provisions as required by the Commission’s Rules; and 
 

The Commission having thereafter considered the matter and 
having determined that it has reason to believe that the respondent 
has violated the Federal Trade Commission Act, and that a 
Complaint should issue stating its charges in that respect, and 
having thereupon accepted the executed Consent Agreement and 
placed such Consent Agreement on the public record for a period 
of thirty (30) days for the receipt and consideration of public 
comments, and having carefully considered the comments filed by 
interested persons, now in further conformity with the procedure 
described in Commission Rule 2.34, 16 C.F.R. § 2.34, the 
Commission hereby issues its Complaint, makes the following 
jurisdictional findings, and enters the following Order: 
 

1. Compete, Inc., is a Delaware corporation with its 
principal place of business at 501 Boylston Street, 
Suite 6101, Boston, Massachusetts.  

 
2. The Federal Trade Commission has jurisdiction of the 

subject matter of this proceeding and of respondent, 
and the proceeding is in the public interest. 
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ORDER 

 
DEFINITIONS 

 
 For purposes of this order, the following definitions shall 
apply: 
 

1. “Affected Consumers” shall mean persons who, prior 
to the date of issuance of this order, downloaded and 
installed any Data Collection Agent, including but not 
limited to the Compete Toolbar and Consumer Input 
Panel software.  

2. “Clearly and prominently” shall mean as follows: 

a. In textual communications (e.g., printed 
publications or words displayed on the screen of a 
computer or a mobile device), the required 
disclosures are of a type, size, and location 
sufficiently noticeable for an ordinary consumer to 
read and comprehend them, in print that contrasts 
highly with the background on which they appear;  

b. In communications disseminated orally or through 
audible means (e.g., radio or streaming audio), the 
required disclosures are delivered in a volume and 
cadence sufficient for an ordinary consumer to hear 
and comprehend them; 

c. In communications disseminated through video 
means (e.g., television or streaming video), the 
required disclosures are in writing in a form 
consistent with subparagraph (A) of this definition 
and shall appear on the screen for a duration 
sufficient for an ordinary consumer to read and 
comprehend them; 

d. In communications made through interactive 
media, such as the Internet, online services, and 
software, the required disclosures are unavoidable 
and presented in a form consistent with 
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subparagraph (A) of this definition, in addition to 
any audio or video presentation of them; and 

e. In all instances, the required disclosures are 
presented in an understandable language and 
syntax; in the same language as the predominant 
language that is used in the communication; and 
with nothing contrary to, inconsistent with, or in 
mitigation of the disclosures used in any 
communication of them. 

3. “Collected Information” shall mean any information 
transmitted, on or before the date of issuance of this 
order, from a computer by a Data Collection Agent to 
any computer server owned by, operated by, or 
operated for the benefit of respondent. 

4. “Commerce” shall mean as defined in Section 4 of the 
Federal Trade Commission Act, 15 U.S.C. § 44.   

5. “Computer” shall mean any desktop, laptop computer, 
tablet, handheld device, telephone, or other electronic 
product or device that has a platform on which to 
download, install, or run any software program, code, 
script, or other content and to play any digital audio, 
visual, or audiovisual content. 

6. “Data Collection Agent” shall mean any software 
program, including any application; created, licensed 
or distributed, directly or through a Third Party, by 
respondent; installed on consumers’ computers, 
whether as a standalone product or as a feature of 
another product; and used to record, or transmit 
information about any activity occurring on that 
computer, unless: (a) the activity involves transmission 
of information related to the configuration of the 
software program or application itself; (b) the 
transmission is limited to information about whether 
the program is functioning as intended; or (c) the 
activity involves a consumer’s interactions with 
respondent’s websites and/or forms.  The Compete 
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Toolbar and the Consumer Input Panel software, for 
example, are both Data Collection Agents.     

7. “Personal Information” shall mean individually 
identifiable information from or about an individual 
consumer including, but not limited to: (a) a first and 
last name; (b) a home or other physical address, 
including street name and name of city or town; (c) an 
email address or other online contact information, such 
as an instant messaging user identifier or a screen 
name; (d) a telephone number; (e) a Social Security 
number; (f) a driver’s license number or other 
government-issued identification number; (g) a bank 
account, debit card, or credit card account number; (h) 
a persistent identifier, such as a customer number held 
in a “cookie” or static IP address; or (i) a biometric 
record.  

8. “Third Party” shall mean any individual or entity other 
than respondent, except that a third party shall not 
include a service provider of respondent that: 

a.  Only uses or receives information collected by or 
on behalf of respondent for and at the direction of 
the respondent and no other individual or entity;  

b.  Does not disclose the information, or any 
individually identifiable information derived from 
it, to any individual or entity other than respondent; 
and  

c.  Does not use the information for any other 
purpose. 

9. Unless otherwise indicated, “respondent” shall mean 
Compete, Inc., and its successors and assigns, and its 
officers, agents, representatives, and employees. 
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I. 
 
 IT IS ORDERED that respondent, directly or indirectly, 
including through any contract, agreement, license, sale, or 
arrangement with any Third Party, is prohibited from:  

A.  Collecting any information from any Data Collection 
Agent made available to consumers directly by 
respondent after the date of service of this order, 
unless prior to such collection respondent has:  

1. Disclosed to the consumer clearly and prominently, 
and prior to the display of and on a separate screen 
from, any “end user license agreement,” “privacy 
policy,” “terms of use” page, or similar document:  

a.  all the types of information that will be 
collected, including, but not limited to, if 
applicable, a statement that the information 
includes consumer transactions (both 
completed and incomplete) or communications 
in forms, online accounts, web-based email 
accounts, or search engine pages, and whether 
the information includes personal, financial or 
health information; and 

b.  how the information is to be used, including if 
it is shared with any Third Party; and 

2. Obtained express affirmative consent from the 
consumer to the collection, use or sharing of the 
information.  

B. Collecting any information from any Data Collection 
Agent made available to consumers by a Third Party 
after the date of service of this order, unless prior to 
such collection respondent has provided the 
disclosures and obtained the consent described in 
subpart A(1-2), or has both required the Third Party by 
contract to do so, and monitored compliance with such 
contractual provisions. 
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C. Collecting any information from any Data Collection 
Agent that was made available to consumers before the 
date of service of this order, unless it has made the 
disclosures and obtained the express affirmative 
consent described in subpart A(1-2) or: 

1. It has made the disclosure required by Part 
II(A)(3); and 

2. It does not use information collected from an 
Affected Consumer by a Data Collection Agent, 
except in an aggregate and/or anonymous form that 
does not disclose, report, or otherwise share any 
individually identifiable information. 

D. Using any Collected Information gathered on or after 
February 1, 2010, unless it has obtained express 
affirmative consent from the consumer to the use of 
the Collected Information, or 

1. It does not use the Collected Information, except in 
an aggregate and/or anonymous form that does not 
disclose, report, or otherwise share any 
individually identifiable information; and  

2. It does not otherwise access any Affected 
Consumer’s personal information that was 
collected by a Data Collection Agent. 

E. Making any material change from stated practices 
about collection, use or sharing of such information, 
unless it has obtained express affirmative consent from 
the consumer. 

Provided, however, this Part will not apply to the collection, use 
or sharing of information as reasonably necessary:  1) to comply 
with applicable law, regulation, or legal process; 2) to enforce 
respondent’s terms of use; 3) to detect, prevent, or mitigate fraud 
or security vulnerabilities; 4) for configuration of the software 
program or application itself; or 5) to determine whether the 
program is functioning as intended. 
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II. 

 IT IS FURTHER ORDERED that Compete, Inc., and its 
successors and assigns, shall: 

A. Notify Affected Consumers: 1) that they have or had a 
Data Collection Agent installed on their Computers, 
and that this software collected and transmitted 
information to or on behalf of respondent, listing the 
categories of personal information that were, or could 
have been, transmitted by a Data Collection Agent; 
and 2) how to permanently disable and/or uninstall the 
Data Collection Agent.  Notification shall be by each 
of the following means: 

1. On or before thirty (30) days after the date of 
service of this order and for two (2) years after the 
date of service of this order, posting of a clear and 
prominent notice on the websites of Compete, Inc., 
and its successors and assigns; 

2. On or before thirty (30) days after the date of 
service of this order and for three (3) years after 
the date of service of this order, informing 
Affected Consumers who complain or inquire 
about the privacy or security of a Data Collection 
Agent; and 

3. Beginning only once notification described in both 
subparts II(A)(1) and (2) above have commenced, 
and completed on or before sixty (60) days after 
the date of service of this order, providing clear 
and prominent notice to consumers via Affected 
Consumers’ computers on which a Data Collection 
Agent is operating, through the browser, software 
upgrade or similar technology, that: 

a. is visible until the consumer has taken action in 
response to the notice;  

b. includes a hyperlink and/or the address for a 
website of Compete, Inc., and its successors or 
assigns; and 
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c. includes the name of the company from whom 
the consumer obtained the Data Collection 
Agent, or the brand name (as marketed to the 
consumer) of the software or application 
containing the Data Collection Agent, and an 
explanation that Compete provides technology 
for the specific Data Collection Agent.  

B. Provide prompt and free support with clear and 
prominent contact information to help consumers 
disable and/or uninstall a Data Collection Agent.  For 
two (2) years after the date of service of this order, this 
support shall include toll-free, telephonic and 
electronic mail support. 

III. 

 IT IS FURTHER ORDERED that before entering into any 
contract, agreement, license, sale, or arrangement with any Third 
Party in connection with any Data Collection Agent made 
available to consumers by such Third Party, Compete, Inc., and its 
successors and assigns, shall serve the Third Party with a copy of 
this order.  For any existing contract, agreement, license, sale, or 
arrangement with any Third Party in connection with any Data 
Collection Agent made available to consumers by such Third 
Party, respondent shall serve the Third Party with a copy of this 
order within 30 days of service of this order. 

IV. 

 IT IS FURTHER ORDERED that respondent, directly or 
through any corporation, subsidiary, division, website, or other 
device, in connection with the offering of any service or product 
in or affecting commerce, shall not make any representation, in 
any manner, expressly or by implication, about the extent to 
which respondent collects, maintains and protects the security, 
privacy, confidentiality, or integrity of any information collected 
from or about consumers, unless the representation is true, and 
non-misleading. 
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V. 

 IT IS FURTHER ORDERED that Compete, Inc., and its 
successors and assigns; directly or through any corporation, 
subsidiary, division, website, or other device; in connection with 
its advertising, marketing, promotion, or offering of any product 
or service, in or affecting commerce; shall no later than the date of 
service of this order, establish and implement, and thereafter 
maintain a comprehensive information security program that is 
reasonably designed to protect the security, privacy, 
confidentiality, and integrity of personal information collected 
from or about consumers.  Such program, the content and 
implementation of which must be fully documented in writing, 
shall contain administrative, technical, and physical safeguards 
appropriate to respondent’s size and complexity and the nature 
and scope of respondent's activities, and the sensitivity of the 
personal information collected from or about consumers, 
including:  

A. The designation of an employee or employees to 
coordinate and be accountable for the information 
security program; 

B. The identification of material internal and external 
risks that could result in the unauthorized disclosure, 
misuse, loss, alteration, destruction, or other 
compromise of personal information and an 
assessment of the sufficiency of any safeguards in 
place to control these risks.  At a minimum, this risk 
assessment should include consideration of risks in 
each area of relevant operation, including, but not 
limited to:  (1) employee training and management; (2) 
information systems, including network and software 
design, information processing, storage, transmission, 
and disposal; and (3) prevention, detection, and 
response to attacks, intrusions, account takeovers, or 
other systems failures; 

C. The design and implementation of reasonable 
safeguards to control the risks identified through risk 
assessment, and regular testing or monitoring of the 
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effectiveness of the safeguards' key controls, systems, 
and procedures; 

D. The development and use of reasonable steps to select 
and retain service providers capable of appropriately 
safeguarding personal information such service 
providers receive from respondent or obtain on 
respondent's behalf, and the requirement, by contract, 
that such service providers implement and maintain 
appropriate safeguards; and 

E. The evaluation and adjustment of respondent’s 
information security program in light of the results of 
the testing and monitoring required by subpart C, any 
material changes to respondent's operations or business 
arrangements, or any other circumstances that 
respondent knows or has reason to know may have a 
material impact on the effectiveness of its information 
security program.  

VI. 

 IT IS FURTHER ORDERED that, in connection with its 
compliance with Part V of this order, Compete, Inc., and its 
successors and assigns, shall obtain initial and biennial 
assessments and reports (“Assessments”) from a qualified, 
objective, independent third-party professional, who uses 
procedures and standards generally accepted in the profession.  
Professionals qualified to prepare such Assessments shall be: a 
person qualified as a Certified Information System Security 
Professional (CISSP) or as a Certified Information Systems 
Auditor (CISA); a person holding Global Information Assurance 
Certification (GIAC) from the SysAdmin, Audit, Network, 
Security (SANS) Institute; or a similarly qualified person or 
organization approved by the Associate Director for Enforcement, 
Bureau of Consumer Protection, Federal Trade Commission, 
Washington, D.C. 20580.  The reporting period for the 
Assessments shall cover: (1) the first one hundred and eighty 
(180) days after service of the order for the initial Assessment, 
and (2) each two (2) year period thereafter for twenty (20) years 
after service of the order for the biennial Assessments.  Each 
Assessment shall: 
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A. Set forth the specific administrative, technical, and 
physical safeguards that respondent has implemented 
and maintained during the reporting period; 

B. Explain how such safeguards are appropriate to 
respondent's size and complexity, and the nature and 
scope of respondent's activities, and the sensitivity of 
the personal information collected from or about 
consumers; 

C. Explain how the safeguards that have been 
implemented meet or exceed the protections required 
by Part V of this order; and 

D. Certify that respondent's security program is operating 
with sufficient effectiveness to provide reasonable 
assurance that the security, confidentiality, and 
integrity of personal information is protected and has 
so operated throughout the reporting period. 

Each Assessment shall be prepared and completed within sixty 
(60) days after the end of the reporting period to which the 
Assessment applies.  Respondent shall provide the initial 
Assessment to the Associate Director for Enforcement, Bureau of 
Consumer Protection, Federal Trade Commission, Washington, 
D.C. 20580, within ten (10) days after the Assessment has been 
prepared.  All subsequent biennial Assessments shall be retained 
by respondent until the order is terminated and provided to the 
Associate Director of Enforcement within ten (10) days of 
request. 

VII. 

 IT IS FURTHER ORDERED that Compete, Inc., and its 
successors and assigns, shall, within fourteen (14) days after the 
date of service of this order, delete or destroy, Collected 
Information in respondent’s custody or control that was collected 
prior to February 1, 2010, unless otherwise directed by a 
representative of the Commission.  
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VIII. 

 IT IS FURTHER ORDERED that Compete, Inc., and its 
successors and assigns, shall, for a period of five (5) years after 
the last date of dissemination of any representation covered by 
this order, maintain and upon request make available to the 
Commission for inspection and copying: 

A.  All advertisements, labeling, packaging and 
promotional material containing the representation; 

B. All materials relied upon in disseminating the 
representation;  

C. All tests, reports, studies, surveys, demonstrations, or 
other evidence in its possession or control that 
contradict, qualify, or call into question the 
representation, or the basis relied upon for the 
representation, including complaints and other 
communications with consumers or with governmental 
or consumer protection organizations; and  

D. All acknowledgments of receipt of this order, obtained 
pursuant to Part IX. 

E. All notices related to service of the order on Third 
Parties, pursuant to Part III. 

F. All materials demonstrating compliance with Part I(B), 
including all contracts and measures to monitor 
compliance. 

 Moreover, for a period of three (3) years after the date of 
preparation of each Assessment required under Part VI of this 
order, respondent shall maintain and upon request make available 
to the Commission for inspection and copying all materials relied 
upon to prepare the Assessment, whether prepared by or on behalf 
of the respondent, including but not limited to all plans, reports, 
studies, reviews, audits, audit trails, policies, training materials, 
and assessments, for the compliance period covered by such 
Assessment. 
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IX. 

 IT IS FURTHER ORDERED that Compete, Inc., and its 
successors and assigns, shall deliver a copy of this order to: (1) all 
current and future principals, officers, and directors; and (2) all 
current and future managers who have responsibilities with 
respect to the subject matter of this order, and shall secure from 
each such person a signed and dated statement acknowledging 
receipt of the order, with any electronic signatures complying 
with the requirements of the E-Sign Act, 15 U.S.C. § 7001 et seq.  
Respondent shall deliver this order to current personnel within 
thirty (30) days after the date of service of the order, and to future 
personnel within thirty (30) days after the person assumes such 
position or responsibilities. 

X. 

 IT IS FURTHER ORDERED that Compete, Inc., and its 
successors and assigns, shall notify the Commission at least thirty 
(30) days prior to any change in respondent that may affect 
compliance obligations arising under this order, including but not 
limited to, a dissolution, assignment, sale, merger, or other action 
that would result in the emergence of a successor company; the 
creation or dissolution of a subsidiary (including an LLC), parent, 
or affiliate that engages in any acts or practices subject to this 
order; the proposed filing of a bankruptcy petition; or a change in 
respondent’s name or address.  Provided, however, that with 
respect to any proposed change about which respondent learns 
less than thirty (30) days prior to the date such action is to take 
place, respondent shall notify the Commission as soon as is 
practicable after obtaining such knowledge.  

 Unless otherwise directed by a representative of the 
Commission, all notices required by this Part shall be sent by 
overnight courier (not the U.S. Postal Service) to the Associate 
Director of Enforcement, Bureau of Consumer Protection, Federal 
Trade Commission, 600 Pennsylvania Avenue NW, Washington, 
DC 20580, with the subject line FTC v. Compete.  Provided, 
however, that, in lieu of overnight courier, notices may be sent by 
first-class mail, but only if an electronic version of such notices is 
contemporaneously sent to the Commission at DEbrief@ftc.gov. 
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XI. 

 IT IS FURTHER ORDERED that Compete, Inc., and its 
successors and assigns, shall, within sixty (60) days after service 
of this order, and at such other times as the FTC may require, file 
with the Commission a true and accurate report, in writing, setting 
forth in detail the manner and form in which respondent has 
complied with this order.  Within ten (10) days of receipt of 
written notice from a representative of the Commission, 
respondent shall submit additional true and accurate written 
reports. 

XII. 

 This order will terminate on February 20, 2033, or twenty (20) 
years from the most recent date that the United States or the 
Commission files a complaint (with or without an accompanying 
consent decree) in federal court alleging any violation of the 
order, whichever comes later; provided, however, that the filing of 
such a complaint will not affect the duration of: 

A. Any Part of this order that terminates in less than 
twenty (20) years;  

B. This order’s application to any respondent that is not 
named as a defendant in such complaint; and 

C. This order if such complaint is filed after the order has 
terminated pursuant to this Part. 

Provided, further, that if such complaint is dismissed or a federal 
court rules that the respondent did not violate any provision of the 
order, and the dismissal or ruling is either not appealed or upheld 
on appeal, then the order will terminate according to this Part as 
though the complaint had never been filed, except that this order 
will not terminate between the date such complaint is filed and the 
later of the deadline for appealing such dismissal or ruling and the 
date such dismissal or ruling is upheld on appeal. 

 By the Commission.
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ANALYSIS OF THE CONSENT ORDER  
TO AID PUBLIC COMMENT 

 
The Federal Trade Commission has accepted, subject to final 

approval, an agreement containing a consent order applicable to 
Compete, Inc. (“Compete”). 
 

The proposed consent order has been placed on the public 
record for thirty (30) days for receipt of comments by interested 
persons. Comments received during this period will become part 
of the public record.  After thirty (30) days, the Commission will 
again review the agreement and the comments received, and will 
decide whether it should withdraw from the agreement and take 
appropriate action or make final the agreement’s proposed order. 
 

Compete develops software for tracking consumers as they 
shop, browse and interact with different websites across the 
Internet. As alleged in the Commission’s complaint, Compete 
offered one version of its tracking software as the Compete 
Toolbar, which would provide consumers with information about 
websites as they surfed the web, such as information about the 
popularity of the websites they visited.  Separately, Compete 
offered consumers membership in its Consumer Input Panel:  
consumers could win rewards while participating in surveys about 
products and services.  As part of the registration process for the 
Consumer Input Panel, consumers would install tracking software.  
In addition, Compete licensed its tracking software to third 
parties, such as Upromise, Inc., which was the subject of a recent 
FTC enforcement action. (See Upromise, Inc., at 
http://www.ftc.gov/os/caselist/1023116/index.shtm.) 
 

The Commission’s complaint involves the advertising, 
marketing and operation of tracking software.  According to the 
FTC complaint, while Compete represented to consumers that the 
various forms of software would collect information about the 
web sites consumers visited, its failure to disclose the full extent 
of data collected through tracking software was deceptive.  The 
complaint alleges that Compete’s tracking software collected the 
names of all websites visited; all links followed; advertisements 
displayed when websites were visited; and information that 
consumers entered into some web pages (e.g., credit card and 

http://www.ftc.gov/os/caselist/1023116/index.shtm
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financial account numbers, usernames, passwords, and search 
terms), including secure web pages.  
 

According to the FTC complaint, Compete misrepresented its 
privacy and security practices, including that: 1) it stripped all 
personal information out of the data it collected before 
transmitting it from consumers’ computers; and 2) it employed 
reasonable and appropriate measures to protect data gathered from 
consumers from unauthorized access. The complaint alleges that 
these claims were false and thus violate Section 5 of the FTC Act. 
 

In addition, the FTC complaint alleges that Compete engaged 
in a number of practices that, taken together, failed to provide 
reasonable and appropriate security for the personal information it 
collected and maintained.  The complaint alleges that, among 
other things, Compete: 1) transmitted sensitive information from 
secure web pages, such as financial account numbers and security 
codes, in clear readable text; 2) did not design and implement 
reasonable safeguards to control risks to consumer information; 
and 3) did not use readily available, low-cost measures to assess 
and address the risk that its software would collect sensitive 
consumer information it was not authorized to collect. 
 

The complaint alleges that Compete’s failure to employ 
reasonable and appropriate measures to protect consumer 
information – including credit card and financial account 
numbers, security codes and expiration dates, and Social Security 
numbers – was unfair.  Tools for capturing data in transit, for 
example over unsecured wireless networks such as those often 
provided in coffee shops and other public spaces, are commonly 
available, making such clear-text data vulnerable to interception.  
The misuse of such information – particularly financial account 
information and Social Security numbers – can facilitate identity 
theft and related consumer harms. 
 

The complaint alleges that after flaws in Compete’s data 
collection practices were revealed publicly in January 2010, 
Compete upgraded its filters, added new algorithms to screen out 
information such as credit card numbers, and began encrypting 
data in transit.   
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The proposed order contains provisions designed to prevent 
Compete from engaging in future practices similar to those 
alleged in the complaint.  For purposes of the proposed consent 
order, we call such tracking software a “Data Collection Agent.”    
 

Part I applies to collection and use of data from any Data 
Collection Agent, whether already downloaded or to be 
downloaded in the future, and is tailored to address distribution by 
both Compete and third parties.  Specifically Parts I.A. and B. of 
the proposed order apply to Data Collection Agents installed after 
the date of service of the order.  Part I.A. prohibits Compete from 
collecting data through a Data Collection Agent unless a 
consumer has given express affirmative consent to such 
collection, after being provided with a separate, clear and 
prominent notice about all the types of information that will be 
collected, as well as a description of how the information is to be 
used, including any sharing with third parties.  Part I.B. ensures 
these same protections apply when a Data Collection Agent is 
made available by a third party, and requires that Compete must 
either provide notice and obtain consent, or require the third party 
to do so and monitor the third party’s compliance.  In addition, 
Parts I.C. and D. of the proposed order limit the collection and use 
of data from consumers who already have downloaded a Data 
Collection Agent (i.e., before the date of service of the order) to 
aggregate and anonymous data, absent notice and affirmative 
express consent.  Part I.E. requires Compete to obtain express 
affirmative consent before it can make any material changes to its 
practices for collection or sharing of personal information. 

 
Part II.A. of the proposed order requires Compete to provide 

corrective notice to consumers who had previously installed a 
Data Collection Agent.  Compete must inform consumers about 
the categories of personal information collected and transmitted 
by the software, and how to uninstall it.  Part II.B. requires the 
company to provide for two years phone and e-mail support to 
assist consumers who seek to disable or uninstall a Data 
Collection Agent. 
 

Part III of the proposed order requires Compete to provide a 
copy of the order to third parties with whom it has now, or will 
have in the future, any agreement in connection with any Data 
Collection Agent made available by the third party.  



 COMPETE, INC. 303 
 
 
 Analysis to Aid Public Comment 
 

 
 

Part IV of the proposed order prohibits the company from 
making any misrepresentations about the extent to which it 
maintains and protects the security, privacy, confidentiality, or 
integrity of any information collected from or about consumers.  
 

Part V of the proposed order requires Compete to maintain a 
comprehensive information security program that is reasonably 
designed to protect the security, confidentiality, and integrity of  
information (whether in paper or electronic format) about 
consumers. The security program must contain administrative, 
technical, and physical safeguards appropriate to Compete’s size 
and complexity, the nature and scope of its activities, and the 
sensitivity of the information. Specifically, the proposed order 
requires Compete to: 
 

•  designate an employee or employees to coordinate and be 
accountable for the information security program; 

 
•  identify material internal and external risks to the security, 

confidentiality, and integrity of personal information that 
could result in the unauthorized disclosure, misuse, loss, 
alteration, destruction, or other compromise of such 
information, and assess the sufficiency of any safeguards 
in place to control these risks; 

 
•  design and implement reasonable safeguards to control the 

risks identified through risk assessment, and regularly test 
or monitor the effectiveness of the safeguards’ key 
controls, systems, and procedures; 

 
•  develop and use reasonable steps to select and retain 

service providers capable of appropriately safeguarding 
personal information they receive from Compete or obtain 
on behalf of Compete, and require service providers by 
contract to implement and maintain appropriate 
safeguards; and 

 
•  evaluate and adjust its information security programs in 

light of the results of testing and monitoring, any material 
changes to operations or business arrangements, or any 
other circumstances that it knows or has reason to know 



304 FEDERAL TRADE COMMISSION DECISIONS 
 VOLUME 155 
 
 Analysis to Aid Public Comment 
 

 
 

may have a material impact on its information security 
program. 

 
Part VI of the proposed order requires Compete to obtain 

within 180 days after service of the order, and biennially 
thereafter for 20 years, an assessment and report from a qualified, 
objective, independent third-party professional, certifying, among 
other things, that: 1) it has in place a security program that 
provides protections that meet or exceed the protections required 
by the proposed order; and 2) its security program is operating 
with sufficient effectiveness to provide reasonable assurance that 
the security, confidentiality, and integrity of personal information 
is protected and has so operated throughout the reporting period.
  

Part VII requires Compete to destroy all consumer data 
collected by a Data Collection Agent before February 2010. 
 

Part VIII requires Compete to retain documents relating to its 
compliance with the order. Part IX requires that it deliver copies 
of the order to persons with responsibilities relating to the subject 
matter of the order.  Parts X, XI, and XII of the proposed order are 
further reporting and compliance provisions. Part X ensures 
notification to the FTC of changes in corporate status. Part XI 
mandates that Compete submit a compliance report to the FTC 
within 60 days, and periodically thereafter as requested.  Part XII 
provides that the order will terminate after 20 years, with certain 
exceptions. 
 

The purpose of this analysis is to facilitate public comment on 
the proposed order. It is not intended to constitute an official 
interpretation of the proposed complaint or order or to modify the 
proposed order’s terms in any way. 
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IN THE MATTER OF 
 

PPG ARCHITECTURAL FINISHES, INC.  
 

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF 
SEC. 5(A) OF THE FEDERAL TRADE COMMISSION ACT 

 
Docket No. C-4385; File No. 112 3160 

Complaint, March 5, 2013 – Decision, March 5, 2013 
 

This consent order addresses allegations of deceptive business practices by 
PPG Architectural Finishes, Inc. (“PPG”). The complaint alleges that PPG 
misled consumers by claiming its Pure Performance interior paints are free of 
potentially harmful chemicals known as volatile organic compounds, or VOCs. 
The order prohibits PPG from claiming that its paints contain “zero” VOCs 
unless the representation is true and can be substantiated by competent and 
reliable scientific evidence. It also bars respondent from providing others with 
any advertising, labeling, or promotional materials for any product alleging to 
contain “zero” VOCs.  Additionally, the order requires PPG to send a letter to 
its retailers, specifically directing such retailers to remove all Pure 
Performance ads containing “zero VOC” claims and to affix Commission-
approved labels to existing Pure Performance paint cans.  The order further 
requires PPG to keep copies of all advertisements and other materials relating 
to its “zero VOC” claims for the next five years and to make these materials 
available for inspection by the Commission. 
 

Participants 
 

For the Commission:  Sandhya Brown and Zachary Hunter. 
 

For the Respondent:  John P. Feldman, Reed Smith LLP. 
 

COMPLAINT 
 
 The Federal Trade Commission, having reason to believe that 
PPG Architectural Finishes, Inc. (“PPG” or “respondent”) has 
violated provisions of the Federal Trade Commission Act, and it 
appearing to the Commission that this proceeding is in the public 
interest, alleges:  
 

1. Respondent is a Delaware corporation with its principal 
office or place of business at 1 PPG Place, Pittsburgh, PA 15272.  
Respondent is a subsidiary of PPG Industries, Inc., a Pennsylvania 
corporation with its principal office or place of business at the 
same address.  Respondent does business under its own name as 


