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This consent order addresses TRENDnet, Inc.’s claims regarding the security
settings of their SecurView products. The complaint alleges that TRENDnet
falsely represented that it had taken reasonable steps to ensure that its IP
cameras and mobile apps are a secure means to monitor private areas of a
consumer’s home or workplace. The complaint also alleges that TRENDnet
misrepresented that it had taken reasonable steps to ensure that a user’s security
settings on its devices would be honored. Finally, the Commission’s complaint
alleges that TRENDnet engaged in a number of practices that, taken together,
failed to provide reasonable security to prevent unauthorized access to personal
information, namely the live feeds from the IP cameras. The consent order
prohibits TRENDnet from misrepresenting (1) the extent to which TRENDnet
or its products or services maintain and protect the security of covered device
functionality or the security, privacy, confidentiality, or integrity of any
covered information; and (2) the extent to which a consumer can control the
security of any covered information input into, stored on, captured with,
accessed, or transmitted by a covered device. The order also requires
TRENDnet to establish and implement, and thereafter maintain, a
comprehensive security program to (1) address security risks that could result
in unauthorized access to or use of the functions of covered devices, and (2)
protect the security, confidentiality, and integrity of covered information,
whether collected by respondent or input into, stored on, captured with,
accessed or transmitted through a covered device.
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COMPLAINT

The Federal Trade Commission, having reason to believe that
TRENDnNet, Inc., a corporation, has violated the Federal Trade
Commission Act, and it appearing to the Commission that this
proceeding is in the public interest, alleges:

1. Respondent TRENDnet, Inc. (“TRENDnet” or
“respondent™) is a California corporation with its principal office
or place of business at 20675 Manhattan Place, Torrance,
California 90501.

2. The acts and practices of respondent as alleged in this
complaint have been in or affecting commerce, as “commerce” is
defined in Section 4 of the Federal Trade Commission Act.

RESPONDENT’S BUSINESS PRACTICES

3. Respondent is a retailer that among other things, sells
networking devices, such as routers, modems, and Internet
Protocol (“IP”) cameras, to home users and to small- and
medium-sized businesses. In 2010, respondent had approximately
$64 million in total revenue, and obtained approximately $6.3
million of this amount from the sale of IP cameras. In 2011,
respondent had approximately $66 million in total revenue and
obtained approximately $5.28 million of this amount from the sale
of its IP cameras. Similarly, in 2012, the company had
approximately $62 million in total revenue and obtained
approximately $7.4 million of this amount from the sale of IP
cameras. During this time, the company had approximately 80
employees.

4. Respondent offers its IP cameras for consumers to conduct
security monitoring of their homes or businesses, by accessing
live video and audio feeds (“live feeds”) from their cameras over
the Internet. In many instances, these cameras are marketed under
the trade name “SecurView.” According to respondent, the IP
cameras may be used to monitor “babies at home, patients in the
hospital, offices and banks, and more.”
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5. By default, respondent has required users to enter a user
name and password (“login credentials”), in order to access the
live feeds from their cameras over the Internet. In addition, since
at least February 2010, respondent has provided users with a
Direct Video Stream Authentication setting (“DVSA setting”), the
same as or similar to the one depicted below. The DVSA setting
allows users to turn off the login credentials requirement for their
cameras, so that they can make their live feeds public. To remove
the login credentials requirement, a user would uncheck the box
next to the word “Enable,” and then “Apply” this selection.

6. Respondent also has provided software applications that
enable users to access their live feeds from a mobile device
(“mobile apps”), including its SecurView Mobile Android app,
which respondent launched in January 2011, and its SecurView
PRO Android app, which respondent launched in October 2012.
Both apps require that a user enter login credentials the first time
that the user employs the app on a particular mobile device. Both
apps then store the user’s login credentials on that mobile device,
so that the user will not be required to enter login credentials on
that device in the future.
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RESPONDENT’S STATEMENTS TO CONSUMERS

7. From at least January 1, 2010, until the present, in many
instances, in marketing or offering for sale its IP cameras,
respondent has:

a. used the trade name SecurView:

I. in the product names and descriptions displayed on
the cameras’ packaging (see, e.g., Exhs. A-J);

ii. in product descriptions on respondent’s website
and in other advertisements (see, e.g., Exhs. K-L);
and

iii. in the name of its SecurView Mobile and
SecurView PRO Android apps, described in
Paragraph 6.

b. described the IP cameras as “secure” or suitable for
maintaining security, including through:

I. a sticker affixed to the cameras’ packaging, the
same as or similar to the one depicted below,
which displays a lock icon and the word “security”
(see, e.g., Exhs. B, D, F-H, J);

li. a statement on the cameras’ packaging that it may
be used to “secure,” or “protect” a user’s home,
family, property, or business (see, e.g., Exhs. A, B,
1); and
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ili.  product descriptions on respondent’s website and
in other advertisements (see, e.g., Exhs. K-M);

c. provided an authentication feature, which requires
users to enter login credentials before accessing the
live feeds from their IP cameras over the Internet; and

d. provided the DVSA setting, described in Paragraph
5, which purports to allow users to choose whether
login credentials will be required to access the live
feeds from their IP cameras over the Internet.

RESPONDENT’S FAILURE TO REASONABLY SECURE
ITS IP CAMERAS AGAINST UNAUTHORIZED ACCESS

8. Respondent has engaged in a number of practices that,
taken together, failed to provide reasonable security to prevent
unauthorized access to sensitive information, namely the live
feeds from the IP cameras. Among other things:

a. since at least April 2010, respondent has transmitted
user login credentials in clear, readable text over the
Internet, despite the existence of free software,
publicly available since at least 2008, that would have
enabled respondent to secure such transmissions;

b. since January 2011, respondent has stored user login
credentials in clear, readable text on a user’s mobile
device, despite the existence of free software, publicly
available since at least 2008, that would have enabled
respondent to secure such stored credentials;

c. since at least April 2010, respondent has failed to
implement a process to actively monitor security
vulnerability reports from third-party researchers,
academics, or other members of the public, despite the
existence of free tools to conduct such monitoring,
thereby delaying the opportunity to correct discovered
vulnerabilities or respond to incidents;
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d. since at least April 2010, respondent has failed to
employ reasonable and appropriate security in the
design and testing of the software that it provided
consumers for its IP cameras. Among other things,
respondent, either directly or through its service
providers, failed to:

i.  perform security review and testing of the software
at key points, such as upon the release of the IP
camera or upon the release of software for the IP
camera, through measures such as:

1. a security architecture review to evaluate the
effectiveness of the software’s security;

2. vulnerability and penetration testing of the
software, such as by inputting invalid,
unanticipated, or random data to the software;

3. reasonable and appropriate code review and
testing of the software to verify that access to
data is restricted consistent with a user’s
privacy and security settings; and

ii.  implement reasonable guidance or training for any
employees responsible for testing, designing, and
reviewing the security of its IP cameras and related
software.

RESPONDENT’S BREACH

9. As a result of the failures described in Paragraph 8,
respondent has subjected its users to a significant risk that their
sensitive information, namely the live feeds from its IP cameras,
will be subject to unauthorized access. As a result of the failures
described in Paragraph 8(d), from approximately April 2010
until February 7, 2012, the DVSA setting, described in
Paragraph 5, did not function properly for twenty models of
respondent’s IP cameras. (See Appendix A, listing the affected
models.) In particular, the DVSA setting failed to honor a user’s
choice to require login credentials and allowed all users’ live
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feeds to be publicly accessible, regardless of the choice reflected
by a user’s DVSA setting and with no notice to the user.

10. Hackers could and did exploit the vulnerability described
in Paragraph 9, to compromise hundreds of respondent’s IP
cameras. Specifically, on approximately January 10, 2012, a
hacker visited respondent’s website and reviewed the software
that respondent makes available for its cameras. The hacker was
able to identify a web address that appeared to support the public
sharing of users’ live feeds, for those users who had made their
feeds public. Because of the flaw in respondent’s DVSA setting,
however, the hacker could access all live feeds at this web
address, without entering login credentials, even for users who
had not made their feeds public. Thereafter, by typing the term
“netcam” into a popular search engine that enables users to search
for computers based on certain criteria, such as location or
software, the hacker identified and obtained IP addresses for
hundreds of respondent’s IP cameras that could be compromised.
The hacker posted information about the breach online; thereafter,
hackers posted links to the live feeds for nearly 700 of
respondent’s [P cameras. Among other things, these
compromised live feeds displayed private areas of users’ homes
and allowed the unauthorized surveillance of infants sleeping in
their cribs, young children playing, and adults engaging in typical
daily activities. The breach was widely reported in news articles
online, many of which featured photos taken from the
compromised live feeds or hyperlinks to access such feeds. Based
on the cameras’ IP addresses, news stories also depicted the
geographical location (e.g., city and state) of many of the
compromised cameras.

11. Respondent learned of the breach on January 13, 2012,
when a customer who had read about the breach contacted
respondent’s technical support staff to report the issue. Shortly
thereafter, respondent made available new software to eliminate
the vulnerability, and encouraged users to install the new software
by posting notices on its website and sending emails to registered
users.
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THE IMPACT OF RESPONDENT’S FAILURES ON
CONSUMERS

12. As demonstrated by the breach, respondent’s failures to
provide reasonable and appropriate security led to a significant
risk that users’ live feeds would be compromised, thereby causing
significant injury to consumers.

13. The exposure of sensitive information through
respondent’s IP cameras increases the likelihood that consumers
or their property will be targeted for theft or other criminal
activity, increases the likelthood that consumers’ personal
activities and conversations or those of their family members,
including young children, will be observed and recorded by
strangers over the Internet. This risk impairs consumers’ peaceful
enjoyment of their homes, increases consumers’ susceptibility to
physical tracking or stalking, and reduces consumers’ ability to
control the dissemination of personal or proprietary information
(e.g., intimate video and audio feeds or images and conversations
from business properties). Consumers had little, if any, reason to
know that their information was at risk, particularly those
consumers who maintained login credentials for their cameras or
who were merely unwitting third parties present in locations
under surveillance by the cameras.

COUNT 1

14. As described in Paragraph 7, respondent has represented,
expressly or by implication, that respondent has taken reasonable
steps to ensure that its IP cameras and mobile apps are a secure
means to monitor private areas of a consumer’s home or
workplace.

15. In truth and in fact, as described in Paragraphs 8-11,
respondent has not taken reasonable steps to ensure that its IP
cameras are a secure means to monitor private areas of a
consumer’s home or workplace. Therefore, the representation set
forth in Paragraph 14 constitutes a false or misleading
representation.
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COUNT 2

16. As described in Paragraphs 5 and 7, respondent has
represented, expressly or by implication, that respondent has
taken reasonable steps to ensure that a user’s security settings will
be honored.

17.In truth and in fact, as described in Paragraphs 8-11,
respondent has not taken reasonable steps to ensure that a user’s
security settings will be honored. Therefore, the representation
set forth in Paragraph 16 constitutes a false or misleading
representation.

COUNT 3

18. As set forth in Paragraphs 8-11, respondent has failed to
provide reasonable security to prevent unauthorized access to the
live feeds from its IP cameras, which respondent offered to
consumers for the purpose of monitoring and securing private
areas of their homes and businesses. Respondent’s practices
caused, or are likely to cause, substantial injury to consumers that
is not offset by countervailing benefits to consumers or
competition and is not reasonably avoidable by consumers. This
practice was, and is, an unfair act or practice.

19. The acts and practices of respondent as alleged in this
complaint constitute unfair or deceptive acts or practices in or
affecting commerce in violation of Section 5(a) of the Federal
Trade Commission Act, 15 U.S.C. § 45(a).

THEREFORE, the Federal Trade Commission this sixteenth
day of January, 2014, has issued this complaint against
respondent.

By the Commission.
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COMPLAINT APPENDIX A
TV-IP110 (Version ALxR)
TV-IP110W (Version A1.xR)
TV-IP110WN (Versions A1.XR & V2.0R)
TV-IP121W (Version A1.xR)
TV-IP121WN (Versions V1.0R & V2.0R)
TV-IP212 (Version ALxR)
TV-IP212W (Version A1.xR)
TV-IP252P (Version B1.xR)

TV-IP312 (Version ALxR)
TV-IP312W (Version Al.xr)
TV-IP312WN (Version AL1.xR)
TV-IP322P (Version V1.0R)
TV-IP410 (Version A1.XR)
TV-IP410W (Version A1.xR)
TV-IP410WN (Version V1.0R)
TV-1P422 (Versions A1.XR & A2.xR)
TV-IP422W (Versions A1.XR & A2.xR)
TV-IP422WN (Version V1.0R)
TV-VS1 (Version V1.0R)

TV-VS1P (Version V1.0R)
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DECISION AND ORDER

The Federal Trade Commission (“Commission” or “FTC”),
having initiated an investigation of certain acts and practices of
the respondent named in the caption hereof, and the respondent
having been furnished thereafter with a copy of a draft complaint
that the Bureau of Consumer Protection proposed to present to the
Commission for its consideration and which, if issued by the
Commission, would charge respondent with violations of the
Federal Trade Commission Act (“FTC Act”), 15 U.S.C. § 45 et
seq.;

The respondent, its attorney, and counsel for the Commission
having thereafter executed an Agreement Containing Consent
Order (“Consent Agreement”), which includes: a statement by
respondent that it neither admits nor denies any of the allegations
in the draft complaint, except as specifically stated in the Consent
Agreement, and, only for purposes of this action, admits the facts
necessary to establish jurisdiction; and waivers and other
provisions as required by the Commission’s Rules; and

The Commission having thereafter considered the matter and
having determined that it had reason to believe that the respondent
has violated the FTC Act, and that a complaint should issue
stating its charges in that respect, and having thereupon accepted
the executed consent agreement and placed such agreement on the
public record for a period of thirty (30) days for the receipt and
consideration of public comments, and having duly considered the
comments received from interested persons pursuant to
Commission Rule 2.34, 16 C.F.R. § 2.34, now in further
conformity with the procedure prescribed in Commission Rule
2.34, the Commission hereby issues its complaint, makes the
following jurisdictional findings, and enters the following
Decision and Order (“Order”):

1. Respondent TRENDnet, Inc. (“TRENDnet”) is a
California corporation with its principal office or place
of business at 20675 Manhattan Place, Torrance,
California 90501.
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The Federal Trade Commission has jurisdiction of the

subject matter of this proceeding and of the

respondent, and the proceeding is in the public interest.
ORDER

DEFINITIONS

For purposes of this Order, the following definitions shall

apply:
A

“Affected Consumers” shall mean persons who
purchased and installed one of the following Cameras
with software last updated prior to February 7, 2012:
TV-IP110 (Version ALl.xR); TV-IP110W (Version
AlxR); TV-IP110WN (Version Al1l.xR); TV-
IP110WN (Version V2.0R); TV-IP121W (Version
AlxR); TV-IP121WN (Version V1.0R); TV-
IP121WN (Version V2.0R); TV-IP212 (Version
AlXxR); TV-IP212W (Version Al.xR); TV-IP252P
(Version B1.xR); TV-IP312 (Version Al.xR); TV-
IP312W (Version ALl.xr); TV-IP312WN (Version
ALlXR); TV-IP322P (Version V1.0R); TV-IP410
(Version A1.XR); TV-IP410W (Version ALxR); TV-
IP410WN (Version V1.0R); TV-IP422 (Versions
A1.XR/A2.XR); TV-IP422W (Versions A1.XR/A2.XR);
TV-IP422WN (Version V1.0R); TV-VS1 (Version
V1.0R); and TV-VS1P (Version V1.0R).

“App” or “Apps” shall mean any software application
or related code developed, branded, or provided by
respondent for a mobile device, including, but not
limited to, any iPhone, iPod touch, iPad, BlackBerry,
Android, Amazon Kindle, or Microsoft Windows
device.

“Cameras” shall mean any Internet Protocol (“IP”)
camera, cloud camera, or other Internet-accessible
camera advertised, developed, branded, or sold by
respondent, or on behalf of respondent, or any
corporation, subsidiary, division or affiliate owned or
controlled by respondent that transmits, or allows for
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the transmission of Live Feed Information over the
Internet.

“Clear(ly) and prominent(ly)” shall mean:

1.

In textual communications (e.g., printed
publications or words displayed on the screen of a
computer or device), the required disclosures are of
a type, size, and location sufficiently noticeable for
an ordinary consumer to read and comprehend
them, in print that contrasts highly with the
background on which they appear;

In communications disseminated orally or through
audible means (e.g., radio or streaming audio), the
required disclosures are delivered in a volume and
cadence sufficient for an ordinary consumer to hear
and comprehend them;

In communications disseminated through video
means (e.g., television or streaming video), the
required disclosures are in writing in a form
consistent with subparagraph (A) of this definition
and shall appear on the screen for a duration
sufficient for an ordinary consumer to read and
comprehend them, and in the same language as the
predominant language that is used in the
communication; and

In all instances, the required disclosures (1) are
presented in an understandable language and
syntax; and (2) include nothing contrary to,
inconsistent with, or in mitigation of any other
statements or disclosures provided by respondent.

“Commerce” shall mean commerce among the several
States or with foreign nations, or in any Territory of
the United States or in the District of Columbia, or
between any such Territory and another, or between
any such Territory and any State or foreign nation, or
between the District of Columbia and any State or
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Territory or foreign nation, as defined in Section 4 of
the Federal Trade Commission Act, 15 U.S.C. 8 44,

“Covered Device” shall mean: (1) any Internet-
accessible electronic product or device, including but
not limited to “Cameras,” advertised, developed,
branded, or sold by respondent, or on behalf of
respondent, or any corporation, subsidiary, division or
affiliate owned or controlled by respondent that
transmits or allows for the transmission of Covered
Information over the Internet; and (2) any App or
software advertised, developed, branded, or provided
by respondent or any corporation, subsidiary, division
or affiliate owned or controlled by respondent used to
operate, manage, access, or view the product or device.

“Covered Device Functionality” shall mean any
capability of a Covered Device to capture, access,
store, or transmit Covered Information.

“Covered Information” shall mean individually-
identifiable information from or about an individual
consumer input into, stored on, captured with,
accessed, or transmitted through a Covered Device,
including but not limited to: (a) a first or last name; (b)
a home or other physical address, including street
name and name of city or town; (c) an email address or
other online contact information, such as a user
identifier or screen name; (d) photos; (e) videos; (f)
pre-recorded and live-streaming audio; (g) an IP
address, User ID or other persistent identifier; or (h) an
authentication credential, such as a username or
password.

“Live Feed Information” shall mean video, audio, or
audiovisual data.

Unless otherwise specified, “respondent” shall mean
TRENDnNet, Inc., and its successors and assigns.
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IT IS ORDERED that respondent and its officers, agents,
representatives, and employees, directly or through any
corporation, subsidiary, division, website, other device, or an
affiliate owned or controlled by respondent, in or affecting
commerce, shall not misrepresent in any manner, expressly or by
implication:

A. The extent to which respondent or its products or
services maintain and protect:

1. The security of Covered Device Functionality;

2. The security, privacy, confidentiality, or integrity
of any Covered Information; and

B. The extent to which a consumer can control the
security of any Covered Information input into, stored
on, captured with, accessed, or transmitted by a
Covered Device.

IT IS FURTHER ORDERED that respondent shall, no later
than the date of service of this Order, establish and implement,
and thereafter maintain, a comprehensive security program that is
reasonably designed to (1) address security risks that could result
in unauthorized access to or use of Covered Device Functionality,
and (2) protect the security, confidentiality, and integrity of
Covered Information, whether collected by respondent, or input
into, stored on, captured with, accessed, or transmitted through a
Covered Device. Such program, the content and implementation
of which must be fully documented in writing, shall contain
administrative, technical, and physical safeguards appropriate to
respondent’s size and complexity, the nature and scope of
respondent’s activities, and the sensitivity of the Covered Device
Functionality or Covered Information, including:

A. The designation of an employee or employees to
coordinate and be accountable for the security
program;
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The identification of material internal and external
risks to the security of Covered Devices that could
result in unauthorized access to or use of Covered
Device Functionality, and assessment of the
sufficiency of any safeguards in place to control these
risks;

The identification of material internal and external
risks to the security, confidentiality, and integrity of
Covered Information that could result in the
unauthorized disclosure, misuse, loss, alteration,
destruction, or other compromise of such information,
whether such information is in respondent’s possession
or is input into, stored on, captured with, accessed, or
transmitted through a Covered Device, and assessment
of the sufficiency of any safeguards in place to control
these risks;

At a minimum, the risk assessments required by
Subparts B and C should include consideration of risks
in each area of relevant operation, including, but not
limited to: (1) employee training and management; (2)
product design, development, and research; (3) secure
software design, development, and testing; and (4)
review, assessment, and response to third-party
security vulnerability reports;

The design and implementation of reasonable
safeguards to control the risks identified through the
risk assessments, including but not limited to
reasonable and appropriate software security testing
techniques, such as: (1) vulnerability and penetration
testing; (2) security architecture reviews; (3) code
reviews; and (4) other reasonable and appropriate
assessments, audits, reviews, or other tests to identify
potential security failures and verify that access to
Covered Information is restricted consistent with a
user’s security settings;

Regular testing or monitoring of the effectiveness of
the safeguards’ key controls, systems, and procedures;
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G. The development and use of reasonable steps to select
and retain service providers capable of maintaining
security practices consistent with this Order, and
requiring service providers, by contract, to establish
and implement, and thereafter maintain, appropriate
safeguards consistent with this Order; and

H. The evaluation and adjustment of the security program
in light of the results of the testing and monitoring
required by Subpart F, any material changes to the
respondent’s operations or business arrangements, or
any other circumstances that respondent knows or has
reason to know may have a material impact on the
effectiveness of its security program.

IT IS FURTHER ORDERED that, in connection with its
compliance with Part Il of this Order, respondent shall obtain
initial and biennial assessments and reports (“Assessments’) from
a qualified, objective, independent third-party professional, who
uses procedures and standards generally accepted in the
profession. Professionals qualified to prepare such Assessments
shall be: a person qualified as a Certified Secure Software
Lifecycle Professional (CSSLP) with experience programming
secure Covered Devices or other similar Internet-accessible
consumer-grade devices; or as a Certified Information System
Security Professional (CISSP) with professional experience in the
Software Development Security domain and in programming
secure Covered Devices or other similar Internet-accessible
consumer-grade devices; or a similarly qualified person or
organization; or a similarly qualified person or organization
approved by the Associate Director for Enforcement, Bureau of
Consumer Protection, Federal Trade Commission, Washington,
D.C. 20580. The reporting period for the Assessments shall
cover: (1) the first one hundred eighty (180) days after service of
the Order for the initial Assessment; and (2) each two (2) year
period thereafter for twenty (20) years after service of the Order
for the biennial Assessments. Each Assessment shall:
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A. Set forth the specific administrative, technical, and
physical safeguards that respondent has implemented
and maintained during the reporting period;

B. Explain how such safeguards are appropriate to
respondent’s size and complexity, the nature and scope
of respondent’s activities, and the sensitivity of the
Covered Device Functionality or Covered Information;

C. Explain how the safeguards that have been
implemented meet or exceed the protections required
by Part Il of this Order; and

D. Certify that respondent’s security program is operating
with sufficient effectiveness to provide reasonable
assurance that the security of Covered Device
Functionality and the security, confidentiality, and
integrity of Covered Information is protected and has
so operated throughout the reporting period.

Each Assessment shall be prepared and completed within sixty
(60) days after the end of the reporting period to which the
Assessment applies.  Respondent shall provide the initial
Assessment to the Associate Director for Enforcement, Bureau of
Consumer Protection, Federal Trade Commission, Washington,
D.C. 20580, within ten (10) days after the Assessment has been
prepared. All subsequent biennial Assessments shall be retained
by respondent until the Order is terminated and provided to the
Associate Director of Enforcement within ten (10) days of
request. Unless otherwise directed by a representative of the
Commission, the initial Assessment, and any subsequent
Assessments requested, shall be sent by overnight courier (not the
U.S. Postal Service) to the Associate Director of Enforcement,
Bureau of Consumer Protection, Federal Trade Commission, 600
Pennsylvania Avenue NW, Washington, D.C. 20580, with the
subject line In the Matter of TRENDnet, Inc., FTC File No.
1223090, Docket No. C-4426. Provided, however, that in lieu of
overnight courier, notices may be sent by first-class mail, but only
if an electronic version of any such notice is contemporaneously
sent to the Commission at Debrief@ftc.gov.
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V.

IT ISFURTHER ORDERED that respondent shall:

A

Notify Affected Consumers, clearly and prominently,
that their Cameras had a flaw that allowed third parties
to access their Live Feed Information without inputting
authentication credentials, despite their security setting
choices; and provide instructions on how to remove
this flaw. Notification shall include, but not be limited
to, each of the following means:

1. On or before ten (10) days after the date of service
of this Order and for two (2) years after the date of
service of this Order, posting of a notice on its
website;

2. On or before ten (10) days after the date of service
of this Order and for three (3) years after the date
of service of this Order, informing Affected
Consumers who complain or inquire about a
Camera; and

3. On or before ten (10) days after the date of service
of this Order and for three (3) years after the date
of service of this Order, informing Affected
Consumers who register, or who have registered,
their Camera with respondent; and

Provide prompt and free support with clear and
prominent contact information to help consumers
update and/or uninstall a Camera. For two (2) years
after the date of service of this Order, this support shall
include toll-free, telephonic and electronic mail
support.

V.

IT IS FURTHER ORDERED that respondent shall maintain

request make available to the Federal Trade

Commission for inspection and copying, a print or electronic copy

of:
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A. For a period of five (5) years after the date of
preparation of each Assessment required under Part 111
of this Order, all materials relied upon to prepare the
Assessment, whether prepared by or on behalf of the
respondent, including but not limited to all plans,
reports, studies, reviews, audits, audit trails, policies,
training materials, and assessments, and any other
materials relating to respondent’s compliance with Part
[11 of this Order, for the compliance period covered by
such Assessment;

B. Unless covered by V.A, for a period of five (5) years
from the date of preparation or dissemination,
whichever is later, all other documents relating to
compliance with this Order, including but not limited
to:

1. All advertisements, promotional materials,
installation and wuser guides, and packaging
containing any representations covered by this
Order, as well as all materials used or relied upon
in making or disseminating the representation; and

2. Any documents, whether prepared by or on behalf
of respondent, that contradict, qualify, or call into
question respondent’s compliance with this Order.

VI.

IT IS FURTHER ORDERED that respondent shall deliver a
copy of this Order to all (1) current and future subsidiaries, (2)
current and future principals, officers, directors, and managers, (3)
current and future employees, agents, and representatives having
responsibilities relating to the subject matter of this Order, and (4)
current and future manufacturers and service providers of the
Covered Products. Respondent shall deliver this Order to such
current subsidiaries, personnel, manufacturers, and service
providers within thirty (30) days after service of this Order, and to
such future subsidiaries, personnel, manufacturers, and service
providers within thirty (30) days after the person assumes such
position or responsibilities. For any business entity resulting from
any change in structure set forth in Part VII, delivery shall be at
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least ten (10) days prior to the change in structure. Respondent
must secure a signed and dated statement acknowledging receipt
of this Order, within thirty (30) days of delivery, from all persons
receiving a copy of the Order pursuant to this section.

VII.

IT IS FURTHER ORDERED that respondent shall notify
the Commission at least thirty (30) days prior to any change in the
corporation(s) that may affect compliance obligations arising
under this Order, including, but not limited to: a dissolution,
assignment, sale, merger, or other action that would result in the
emergence of a successor corporation; the creation or dissolution
of a subsidiary, parent, or affiliate that engages in any acts or
practices subject to this Order; the proposed filing of a bankruptcy
petition; or a change in the corporate name or address. Provided,
however, that, with respect to any proposed change in the
corporation(s) about which respondent learns fewer than thirty
(30) days prior to the date such action is to take place, respondent
shall notify the Commission as soon as is practicable after
obtaining such knowledge. Unless otherwise directed by a
representative of the Commission, all notices required by this Part
shall be sent by overnight courier (not the U.S. Postal Service) to
the Associate Director of Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue
NW, Washington, D.C. 20580, with the subject line In the Matter
of TRENDnet, Inc., FTC File No. 1223090, Docket No. C-4426.
Provided, however, that in lieu of overnight courier, notices may
be sent by first-class mail, but only if an electronic version of any
such notice is contemporaneously sent to the Commission at
Debrief@ftc.gov.

VIII.

IT IS FURTHER ORDERED that respondent within sixty
(60) days after the date of service of this Order, shall file with the
Commission a true and accurate report, in writing, setting forth in
detail the manner and form of its compliance with this Order.
Within ten (10) days of receipt of written notice from a
representative of the Commission, it shall submit an additional
true and accurate written report.


mailto:Debrief@ftc.gov.
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IX.

This Order will terminate on January 16, 2034, or twenty (20)
years from the most recent date that the United States or the
Commission files a complaint (with or without an accompanying
consent decree) in federal court alleging any violation of the
Order, whichever comes later; provided, however, that the filing
of such a complaint will not affect the duration of:

A. Any Part in this Order that terminates in fewer than
twenty (20) years;

B. This Order’s application to any respondent that is not
named as a defendant in such complaint; and

C. This Order if such complaint is filed after the Order
has terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal
court rules that respondent did not violate any provision of the
Order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the Order as to such respondent will terminate
according to this Part as though the complaint had never been
filed, except that the Order will not terminate between the date
such complaint is filed and the later of the deadline for appealing
such dismissal or ruling and the date such dismissal or ruling is
upheld on appeal.

By the Commission.

ANALYSIS OF CONSENT ORDER TO AID PUBLIC
COMMENT

The Federal Trade Commission has accepted, subject to final
approval, an agreement containing a consent order applicable to
TRENDnet, Inc. (“TRENDnet”).
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The proposed consent order has been placed on the public
record for thirty (30) days for receipt of comments by interested
persons. Comments received during this period will become part
of the public record. After thirty (30) days, the Commission will
again review the agreement and the comments received, and will
decide whether it should withdraw from the agreement and take
appropriate action or make final the agreement’s proposed order.

TRENDnet is a California corporation that among other
things, sells networking devices, such as routers, modems, and
Internet Protocol (“IP”) security cameras that allow users to
conduct remote surveillance of their homes and businesses via the
Internet. In many instances, TRENDnet markets its IP cameras
under the trade name “SecurView,” and tells consumers they may
use the cameras to monitor “babies at home, patients in the
hospital, offices and banks, and more.” By default, these IP
cameras are subject to security settings, such as a requirement to
enter a user name and password (“login credentials”) in order to
access the live video and audio feeds (“live feeds”) over the
Internet.  On approximately January 10, 2012, a hacker
discovered a flaw in the IP cameras that allowed access to these
live feeds without entering login credentials, resulting in hundreds
of previously private live feeds being made public.

The Commission’s complaint alleges that TRENDnet violated
Section 5(a) of the FTC Act by falsely representing that it had
taken reasonable steps to ensure that its IP cameras and mobile
apps are a secure means to monitor private areas of a consumer’s
home or workplace. The complaint also alleges that TRENDnet
misrepresented that it had taken reasonable steps to ensure that a
user’s security settings on its devices would be honored. Finally,
the Commission’s complaint alleges that TRENDnet engaged in a
number of practices that, taken together, failed to provide
reasonable security to prevent unauthorized access to personal
information, namely the live feeds from the IP cameras. Among
other things, TRENDnet:

(1) transmitted user login credentials in clear, readable text
over the Internet, despite the existence of free code
libraries (i.e., repositories of programming language that
can be integrated by third parties), publicly available since
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at least 2008, that would have enabled respondent to
secure such transmissions;

(2) stored user login credentials in clear, readable text on a
user’s mobile device, despite the existence of free
software, publicly available since 2008, that would have
enabled respondent to secure such stored credentials;

(3) failed to implement a process to actively monitor security
vulnerability  reports from third-party researchers,
academics, or other members of the public, despite the
existence of free tools to conduct such monitoring, thereby
delaying the opportunity to correct discovered
vulnerabilities or respond to incidents;

(4) failed to employ reasonable and appropriate security in the
design and testing of the software that it provided
consumers to install, operate, and access its IP cameras.
Among other things, TRENDnet, either directly or through
its service providers, failed to:

a) perform security review and testing of the software at
key points, such as upon the release of the IP camera
or upon the release of software to install, operate, or
access the IP camera, including measures such as:

i. a security architecture review to evaluate the
effectiveness of the software’s  security
infrastructure;

ii. vulnerability and penetration testing of the
software, such as by inputting invalid,
unanticipated, or random data to the software;

iii. reasonable and appropriate code review and testing
of the software to verify that access to data is
restricted consistent with a user’s privacy and
security settings; and

b) implement reasonable guidance or training for any
employees responsible for the testing, designing, and
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reviewing the security of its IP cameras and related
software.

The complaint further alleges that, due to these failures,
TRENDnet subjected users to a significant risk that their live
feeds would be compromised, thereby causing significant injury
to consumers. Moreover, the complaint alleges that affected
consumers include not only those consumers who maintained
login credentials for their cameras, but also unwitting third parties
who were present in locations under surveillance by the cameras.
The exposure of personal information through TRENDnet’s IP
cameras increases the likelihood that consumers or their property
will be targeted for theft or other criminal activity, increases the
likelihood that consumers’ personal activities or the activities of
their young children or other family members will be observed
and recorded by strangers over the Internet, impairs consumers’
peaceful enjoyment of their homes, increases consumers’
susceptibility to physical tracking or stalking, and reduces
consumers’ ability to control the dissemination of personal or
proprietary information (e.g., intimate video and audio streams or
images from business properties). Indeed, consumers had little, if
any, reason to know that their information was at risk, particularly
if those consumers maintained login credentials for their cameras
or were merely unwitting third parties present in locations where
the cameras were used.

The proposed order contains provisions designed to prevent
TRENDnet from engaging in the future in practices similar to
those alleged in the complaint.

Part 1 of the proposed order prohibits TRENDnet from
misrepresenting (1) the extent to which TRENDnet or its products
or services maintain and protect the security of covered device
functionality or the security, privacy, confidentiality, or integrity
of any covered information; and (2) the extent to which a
consumer can control the security of any covered information
input into, stored on, captured with, accessed, or transmitted by a
covered device.

Part Il of the proposed order requires TRENDnet to establish
and implement, and thereafter maintain, a comprehensive security
program to (1) address security risks that could result in
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unauthorized access to or use of the functions of covered devices,
and (2) protect the security, confidentiality, and integrity of
covered information, whether collected by respondent or input
into, stored on, captured with, accessed or transmitted through a
covered device. The security program must contain
administrative, technical, and physical safeguards appropriate to
TRENDnet’s size and complexity, nature and scope of its
activities, and the sensitivity of the information collected from or
about consumers. Specifically, the proposed order requires
TRENDnet to:

(1) designate an employee or employees to coordinate and be
accountable for the security program;

(2) identify material internal and external risks to the security
of covered devices that could result in unauthorized access
to or use of covered device functionality, and assess the
sufficiency of any safeguards in place to control these
risks;

(3) identify material internal and external risks to the security,
confidentiality, and integrity of covered information that
could result in the unauthorized disclosure, misuse, loss,
alteration, destruction, or other compromise of such
information, whether such information is in TRENDnet’s
possession or is input into, stored on, captured with,
accessed, or transmitted through a covered device, and
assess the sufficiency of any safeguards in place to control
these risks;

(4) consider risks in each area of relevant operation, including
but not limited to (a) employee training and management;
(b) product design, development and research; (c) secure
software design, development, and testing; and (d) review,
assessment, and response to third-party security
vulnerability reports;

(5) design and implement reasonable safeguards to control the
risks identified through risk assessments, including but not
limited to reasonable and appropriate software security
testing techniques, such as: (a) wvulnerability and
penetration testing; (b) security architecture reviews; (c)
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code reviews; and (d) other reasonable and appropriate
assessments, audits, reviews, or other tests to identify
potential security failures and verify that access to covered
information is restricted consistent with a user’s security
settings;

(6) regularly test or monitor the effectiveness of the
safeguards’ key controls, systems, and procedures;

(7) develop and use reasonable steps to select and retain
service providers capable of maintaining security practices
consistent with the order, and require service providers by
contract to establish and implement, and thereafter
maintain, appropriate safeguards; and

(8) evaluate and adjust its information security program in
light of the results of testing and monitoring, any material
changes to TRENDnet’s operations or business
arrangement, or any other circumstances that it knows or
has reason to know may have a material impact on its
security program.

Part 111 of the proposed order requires TRENDnet to obtain,
within the first one hundred eighty (180) days after service of the
order and on a biennial basis thereafter for a period of twenty (20)
years, an assessment and report from a qualified, objective,
independent third-party professional, certifying, among other
things, that: (1) it has in place a security program that provides
protections that meet or exceed the protections required by Part Il
of the proposed order; and (2) its security program is operating
with sufficient effectiveness to provide reasonable assurance that
the security of covered device functionality and the security,
confidentiality, and integrity of covered information is protected.

Part IV of the proposed order requires TRENDnet to notify
consumers whose cameras were affected by the breach that their
IP cameras had a flaw that allowed third parties to access their
live feeds without inputting login credentials; and provide
instructions to such consumers on how to remove this flaw. In
addition, TRENDnet must provide prompt and free support with
clear and prominent contact information to help consumers update
and/or uninstall their IP cameras. TRENDnet must provide this
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support via a toll-free, telephonic number and via electronic mail
for two (2) years.

Parts V through IX of the proposed order are reporting and
compliance provisions. Part V requires TRENDnet to retain
documents relating to its compliance with the order for a five-year
period. Part VI requires dissemination of the order now and in the
future to all current and future principals, officers, directors, and
managers, and to persons with responsibilities relating to the
subject matter of the order. Part VII ensures notification to the
FTC of changes in corporate status. Part VIII mandates that
TRENDnet submit a compliance report to the FTC within 60
days, and periodically thereafter as requested. Part IX is a
provision “sunsetting” the order after twenty (20) years, with
certain exceptions.

The purpose of this analysis is to facilitate public comment on
the proposed order. It is not intended to constitute an official
interpretation of the proposed complaint or order or to modify the
order’s terms in any way.
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IN THE MATTER OF

AB ACQUISITION, LLC

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SECTION 5 OF THE FEDERAL TRADE COMMISSION ACT AND
SECTION 7 OF THE CLAYTON ACT

Docket No. C-4424; File No. 131 0227
Complaint, December 23, 2013 — Decision, January 28, 2014

This consent order addresses the acquisition by AB Acquisition, LLC of United
Supermarkets, L.L.C. The complaint alleges that the proposed merger, if
consummated, would violate Section 7 of the Clayton Act and Section 5 of the
Federal Trade Commission Act by removing an actual, direct, and substantial
supermarket competitor in Amarillo and Wichita Falls, Texas. The consent
order requires Respondent to divest its supermarkets in the two affected
markets.

Participants
For the Commission: Chester Choi and Jeremy Morrison.
For the Respondents: Michael Cutini and Michael E. Swartz,
Schulte Roth & Zabel LLP; John Goheen and Matthew J. Reilly,
Simpson Thacher & Bartlett LLP.

COMPLAINT

Pursuant to the Clayton Act and the Federal Trade
Commission Act (“FTC Act”), and by virtue of the authority
vested in it by said Acts, the Federal Trade Commission
(“Commission”), having reason to believe that AB Acquisition,
LLC, a limited liability company, subject to the jurisdiction of the
Commission, entered into a merger agreement with United
Supermarkets, L.L.C. (“United”), a limited liability company,
subject to the jurisdiction of the Commission, in violation of
Section 7 of the Clayton Act, as amended, 15 U.S.C. § 18, and
Section 5 of the FTC Act, as amended, 15 U.S.C. 8§ 45, and it
appearing to the Commission that a proceeding in respect thereof
would be in the public interest, hereby issues its Complaint,
stating its charges as follows:



