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AJAY PRASAD:;
AND
SHREEKANT SRIVASTAVA

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SECTION 5 OF THE FEDERAL TRADE COMMISSION ACT

Docket No. C-4482; File No. 122 3095
Complaint, August 14, 2014 — Decision, August 14, 2014

This consent order GMR Transcription Services, Inc.’s practices to protect
consumers’ personal information from unauthorized access. The complaint
alleges that engaged in a number of practices that, taken together, failed to
provide reasonable and appropriate security for consumers’ personal
information. The complaint further alleges that as a result of these security
failures files were publicly available, and were accessed, using a major search
engine. The consent order requires respondents to establish and maintain a
comprehensive information security program that is reasonably designed to
protect the security, confidentiality, and integrity of personal information
collected from or about consumers. The order also prohibits respondents from
misrepresenting the extent to which respondents use, maintain, and protect the
privacy, confidentiality, security, or integrity of personal information collected
from or about consumers.

Participants
For the Commission: Kandi Parsons and Alain Sheer.

For the Respondents: Barry Coburn, Kimberly Jandrain,
Lloyd Lui, and Monica Seaman, Coburn & Greenbaum PLLC.

COMPLAINT

The Federal Trade Commission, having reason to believe that
GMR Transcription Services, Inc., Ajay Prasad, and Shreekant
Srivastava have violated the Federal Trade Commission Act
(“FTC Act”), and it appearing to the Commission that this
proceeding is in the public interest, alleges:
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I. GMR Transcription Services, Inc. (“GMR”), is a
California corporation with its principal office at 2512 Chambers
Road, Suite 206, Tustin, CA 92780.

2. Respondent Ajay Prasad is president of respondent GMR
and owns 80% of the company. He has authority to control the
conduct of respondent GMR. Individually or in concert with
others he formulates, directs, or controls the policies, acts, or
practices of respondent GMR, including the acts or practices
alleged in this complaint. His principal office or place of business
is the same as respondent GMR.

3. Respondent Shreekant Srivastava is vice president of
respondent GMR and owns 20% of the company. He has
authority to control the conduct of respondent GMR. Individually
or in concert with others he formulates, directs, or controls the
policies, acts, or practices of respondent GMR, including the acts
or practices alleged in this complaint. His principal office or
place of business is the same as respondent GMR.

4. The acts and practices of respondents alleged in this

complaint have been in or affecting commerce, as “commerce” is
defined in Section 4 of the FTC Act.

5. At all relevant times, respondents have been in the
business of transcribing digital audio files (“audio files”) for
individuals and businesses in a variety of professions and
industries. Respondents’ customers include: university students
and faculty; well-known corporations (including retailers,
insurers, and telecom and financial service providers);
government agencies; and health care providers and hospitals.

6. Respondents conduct their transcription business almost
entirely online using: respondents’ own computers and devices;
various websites; and computers and devices leased from third-
party service providers that are operated by or for respondents
(collectively, “respondents’ computer network™).

7. In conducting business, respondents rely almost
exclusively on independent service providers to transcribe audio
files that respondents assign to them. Respondents:
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a. assign non-medical audio file transcriptions to at least
100 independent typists located in North America; and

b. automatically assigned all medical audio file
transcriptions to Fedtrans Transcription Services, Inc.
(“Fedtrans”), between at least January 1, 2009, and
May 1, 2012. Fedtrans, which is located in India,
assigned respondents’ files to independent typists to
transcribe.

8. At all relevant times, respondents’ transcription process
began when a customer logged in to one of respondents’ websites
and uploaded an audio file to a leased server located on
respondents’ computer network. Based on the type of file,
respondents assigned the audio file to one of their independent
typists or Fedtrans. After being notified of the assignment, the
typist or Fedtrans logged in to the website and downloaded the
file. Fedtrans followed a similar process through which an
independent typist downloaded the file from Fedtrans’ computer
network. After downloading it, the typist converted the audio file
into a Microsoft Word file (“transcript file”’) and then followed
the reverse process to upload it back to respondents’ computer
network. Afterwards, respondents either emailed the transcript
file to the customer or notified the customer to retrieve the file
from respondents’ computer network.

9. Audio files and transcript files can include sensitive
information from or about consumers, including children. This
information can include, but is not limited to: names, dates of
birth, addresses, email addresses, telephone numbers, Social
Security numbers, driver’s license numbers, tax information,
medical histories, health care providers’ examination notes,
medications, and psychiatric notes (collectively, ‘“personal
information”).

10. Since at least 2006, respondents have disseminated or
caused to be disseminated privacy policies and statements,
including, but not necessarily limited to, the following statements
regarding the privacy and security of personal information:

e Why GMR Transcription Services? . . . Security
Measures to Protect Your Confidentiality.
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e FEach transcriptionist within the GMR community is
required to sign a Confidentiality Agreement prior to
working for us. This is kept on file. You can be
assured that the materials going through our system are
highly secure and are never divulged to anyone.

(Exhibit A: www.gmrtranscription.com (from 2006
through 2013)).

. HIPAA Compliant Medical Transcription
Service

(Exhibit B: www.gmrmedicaltranscription.com (from
2006 through May 2012)).

e It is often asked what one needs to be careful while
choosing an outsourcing transcription company. In the
medical industry, security and privacy are extremely
important. In outsourcing arrangements with services
and healthcare vendors, you can check the vendor’s
expertise and credibility by HIPAA compliance.
Amongst all the rules that are stipulated by HIPAA,
ones concerned with security, health care compliance
and privacy are deemed to be important by outsourcing
experts. The benefits include giving greater accuracy,
data security, and absolute privacy for all of their
patient’s (sic) records and documents. Look for a
company that is HIPAA compliant and takes proper
measures to ensure security, health care compliance
and privacy. A good company will make sure that the
sensitive information related to patients is handled
with great care. From compliance training and secure
systems to the confidentiality  agreements,
Transcription Companies cover all the aspects
involved in the HIPAA regulations.

(Exhibit C: GMR Blog, http://blog.gmrtranscription.com
/securing-medical-transcription-data-with-hipaa/  (posted
Feb. 23, 2010 through present)).
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e HIPAA compliant medical transcription is the basic
need of any medical professionals and hospitals.

(Exhibit D: Twitter (Sept. 19, 2010) @gmrtranscript).

11. Respondents have engaged in a number of practices that,
taken together, failed to provide reasonable and appropriate
security to protect personal information in audio and transcript
files. Among other things, respondents failed to:

a. require typists to adopt and implement security
measures, such as installing anti-virus applications, or
confirm that they had done so;

b. adequately verify that their service provider, Fedtrans,
implemented reasonable and appropriate security
measures to protect personal information in audio and
transcript files on Fedtrans’ network and computers
used by Fedtrans’ typists. For example, respondents
did not:

i. require Fedtrans by contract to adopt and
implement appropriate security measures to protect
personal information in medical audio and
transcript files, such as by requiring that files be
securely stored and securely transmitted to typists
(e.g., through encryption) and authenticating
typists (e.g., through unique user credentials)
before granting them access to such files; and

ii.  take adequate measures to monitor and assess
whether  Fedtrans employed measures to
appropriately protect personal information under
the circumstances. Respondents did not request or
review relevant information about Fedtrans’
security practices, such as, for example, Fedtrans’
written information security program or audits or
assessments Fedtrans may have had of its computer
network.

12. As a result of these security failures, respondents were
unaware that Fedtrans used a File Transfer Protocol (“FTP”)
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application to both store medical audio and transcript files on its
computer network and transmit the files between the network and
its typists. The application stored and transmitted files in clear
readable text and was configured so that the files could be
accessed online by anyone without authentication. A major
search engine therefore was able to reach the Fedtrans FTP
application and index thousands of medical transcript files that
respondents had assigned to Fedtrans (collectively, the “Fedtrans
files”). The files were publicly available, and were accessed,
using the search engine.

13. The Fedtrans files were prepared between March 2011 and
October 2011. They included personal information, such as
names, dates of birth, health care provider names, examination
notes, medical histories, medications, and, in some cases,
employment histories and marital status. Some of the files
contained children’s examination notes and highly sensitive
medical information, such as information about psychiatric
disorders, alcohol use, drug abuse, and pregnancy loss. Such
information can easily be misused to cause substantial consumer
injury, such as identity theft, and unauthorized access can cause
harm by disclosing sensitive private medical information.

14. Respondents could have corrected their security failures
using readily available, low-cost security measures.

15. Consumers have no way of independently knowing about
respondents’ security failures and could not reasonably avoid
possible harms from such failures.

16. After being informed that the Fedtrans files were available
online in clear readable text, respondents notified Fedtrans and
asked the search engine that had indexed the files to remove the
files from its cache.

VIOLATIONS OF THE FTC ACT

COUNTI

17. Through the means described in Paragraph 10,
respondents represented, expressly or by implication, that they
implemented reasonable and appropriate security measures to
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prevent unauthorized access to the personal information in audio
and transcript files.

18. In truth and in fact, as described in Paragraphs 11-14,
respondents did not implement reasonable and appropriate
security measures to prevent unauthorized access to personal
information in audio and transcript files.  Therefore, the
representation set forth in Paragraph 17 was false or misleading
and constitutes a deceptive act or practice.

COUNT 1T

19. Through the means described in Paragraph 10,
respondents represented, expressly or by implication, that they
took reasonable measures to oversee their service providers to
ensure such service provider implemented reasonable and
appropriate security measures.

20. In truth and in fact, as described in Paragraphs 11-14,
respondents did not take reasonable measures to oversee their
service providers to oversee ensure such service providers
implemented reasonable and appropriate security measures.
Therefore, the representation set forth in Paragraph 19 was false
or misleading and constitutes a deceptive act or practice.

COUNT III

21. As set forth in Paragraphs 11-15, respondents failed to
employ reasonable and appropriate measures to prevent
unauthorized access to personal information in audio and
transcript files. Respondents’ practices caused, or are likely to
cause, substantial injury to consumers that is not outweighed by
countervailing benefits to consumers or competition and is not
reasonably avoidable by consumers. This practice was, and is, an
unfair act or practice.

22. The acts and practices of respondents as alleged in this
complaint constitute unfair or deceptive acts or practices in or
affecting commerce in violation of Section 5(a) of the Federal
Trade Commission Act.
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THEREFORE, the Federal Trade Commission this
fourteenth day of August, 2014, has issued this complaint against
respondents.

By the Commission, Commissioner McSweeny not
participating.



FEDERAL TRADE COMMISSION DECISIONS

Transcription Serviecs for Business, Academie, Legal & More by GMR Transcripticn

Transcrigtion Sersicey

Aol erncapsse
Huzrna Tremmcnpagn

Gort Cad Trandenphan

e L B

Feos g'me Tiiramnzion
[
e Taaramripton

i Teracrgae

s bgaier Trarsospeon
Lagl Toamacrigion

Wnagt Beseaen Trarsompias
gl Trracptan
bpring Trarsonpiion
Viaocmenis Taracrgion
Podee] Tranaorpiios.

Sarrce Tramerption
Tentandiee! Crinacaghes
WetatT Trasarindm

fees Timsorpion

Langaagn Tranecription

Spowish Trangoriion
Mirsarn Traraision

VOLUME 158

Complaint

Exhibit A

Tali Free: 1-800-731-7412
Call Us: T14-202.-9853

2312 Chambers Ao, Subs 208,
TustnCalor i - 127 8

TRUSTED BY 5,563 SATISFIED CUSTOMERS

Wy (1S Taneeigtion Seevitos T Bavtuse oo clonts sy wa sm
P bt when @ coews ln actuesy. prceg daeapsesecy asd
Cupdnrra servios

High Cuaality, Afireriabies Fbiss
Tranapanow & Ginphe Brginng

Ehdiphs Fians jo Sl Your Badge.
Securly Vesouree o Protse Yow
Conbdeniiaity

Lpinad Wi Figg & Deowilasd
Transcipes 366 vl & pass, T daps 8
s

L B 0 Pt e

Comprataraive Tramariplion Servines

BMR Transeription Sandzes iy § me-siog scikon fr 8 o you VaSOAREY
raeds T dedcaied o saperanoed om Panses B Fitiorphon ot wih e
wreest professeanal cant. Dar pemary 081 & 1 Ovite § profmmonsl recrpion
e 1 i ) BPSSE rlE, B9 we puefiries & 4% socuracy rele for yood®

Liebrisiein. T

Cigiien i bardarin Translion
Wi 1y Erglan Tiors imen
[Englah ia Spasi Trarsisim
Ssarah v By Tasmne
Teust ' et Tranmaton

ke Flies Acoried
-
sSEsdE
Taxd Fiss Accepied
EI=XL
Hhar lscatane
Afiantn Asdean s
TR TN ST e, VG
f a1 Pamoriwde Staser ME Doan

Sy, AT
BTG TROT

A

Wi provde uiompssary quiely, i wine yeer busge, Righy sonams
Virricripts winl by sd convermat dwivery. &1 necios supniEed by w sk
md apErtrcsd FaaCAEkoial. A Meeied, RrOEND B EvEwE] B Shul
moourmcy 0 dbion, our orkee pisfioee & vy A80Y W0 450 0 O Vesaseres]
pricng moks arabies you 09 e e rates fae each of g uplanded fied Dekae yow
ary b e

BURIEEE Transcepikan: We sred of a5 of busins remmision, incudag
s ity el LT
T DS, SN b BT P

Medm Ti Prkasi Woden T s i
e T L i R T T PR
Tramseripion, Diginl gion o hudn Wb da v

el wmrasinricn, bariced b Manasin snd Spsanh
Spmcial Tramgeripian Servieas for AN Prolesdoond. Ace? bom Medos
Trarscrigton s Legs TriFtratn, mir frreie Serson for Semon Trarecson,
R T G rseos Triescfelios, sncag masy ol

Wiz provede irarasadion smrices ‘or Spaninh and Nardarn

e i G Trasesindon baes avabltivd o aouison T ey
ety cobrol, lasnbily sl cevTOe Endce e sioer Ie provetn sesse
Frimtut mencTion in 61 ekIs S el RIVE 3 CRARE KN o Ferseslanals Sl
g BaeET in d00g B4

The rpasan wi bive gely US snd Gordde bessd tresscripSonists '@ Shat
they have & bemer indarstandiscg of the ressces of the Enphch anguasge.
This belos pau Beciues you want & FARRCHTNEN COMMIEY thal 18 ey b

Rttpefwww, gmirtranscriplion.comandex.aspx

Page | of 2

Carars | G | By

BReBE -

Clignt Ares

|

Forgat Powwword?

Famurad an FBN & Hks

Chur Clinmt Lint

Freqy Regort
1 MuskArsws To Lock Far

wWhas Winsg & Tewnmaon
Cobriuier

Erier Kare
Erime Ervmt

Susberii O

32772013



GMR TRANSCRIPTION SERVICES, INC.

Complaint

Gmr Transeription -Confidential Non-Diselosure

Trangcripion Sarves

e TR
Bumeasn Traramigion
Ll Cal Trargasgins
Dritior Trangerigson
Focum grove Treracwron
Sovsmmerorganasin
K TR

Tol Froe: 1-800.731-7412
Gall Us: 714-202-8653
A Dhaanbars Road, Bale 386

Tentin Coalifurrds - 33708

Gordderay ManDscksme

Cach banucrphionid witvn b VY comrarsy & i b s & Conlaatiniy
Agreeman iy o sriing for ps. Thit a bapl on e Fou i Se ke B
PR geing TEUGY B TEeT g Tghiy seouw o sees Seiger
i DO 4 EHONE| NS BESR COMIIET I CubTemeal i1i8 comRlEy dsEw]
) 0 B SCTOBOREL S COMpanr. TNL 8 3 )iy DT g reemuant banasen GRI

s
Frib gl v TARHT O
begal Trwrmoipian.

ekt Aeasirgt Tranmirptis
Ui Tramecripiion
VG TS ST
Microcassns Tramcipion
Pomcaal T skl
Searon Travgecrgton
Tarhiniart e rsmnhon
e, TrRIRCATSOn

o TrRRA A

Language Tranzcription

Epanisn Trwsosysas
Mareien Tremoicson
aATEUAESE T1ATAEET
Engith o Mdaretein Trmlson
Mangasnts Engieh Tranglaien
Fraglis= 70 Spmnivh Tranussio

Sl 6} Eegis Trargmhon
s 12 imd Trmnusirion

Vi Filed Acokpied
= am s &S
LI

Tawt Fles Aeaapied

| = £
:;:é‘ﬁm;:ns

thar locaiiom

7t Ak iens
3R Trinvicsphan Sersnos, no
i Ponchimn S WL, Seee 500
Araren, GAMIDS

LR

Uiwwd Aadreas

htipz wwew gt ranser plion.comdconfidentis

e ek mdwgusl b bl
T ]
mgeass o

Flmzae inforrs us of e sesd 4 do B RroT I ragiMeTIE, Or e any e,
by EOMGEGAG LG 3 #1R O ATEC TN TE

Lasp

B85

99

Page [ of 2

Camen | FAD | flog

Client Area

Foatppat P

Fesured on FEN & HSMN

Qur Client List o

Dasjores ATET

¥ran Raport

" MisiHra's To Lok For
Whes Hireg @ Tranecription
Carmpany

Evtdor biirne
e S
el 2

# L TOUR ROBLE
" IWORE b ewirder

UPLOAD YOUR FILES

1
relangy!

MAT2M A



100

Medical Teanscription Services [Medical Transeription

witkagy Tramscngd
NTODEE] BRI

m
=

Ul
Pl T

PR —
e Loty Fiok Dansn
s e
ret Comvmbpe vy

e | Fsler 3 Frsad | Frea Juow || Concam

b o

mrmicdicalirans

FEDERAL TRADE COMMISSION DECISIONS

VOLUME 158

Complaint

Exhibit B

Chiart Sigmm

Far Ervuid

Poowae

Forged Yo Proeses?

Fiare ia why we Bnoidd ba jour choics de rosiiisg ofioedaie medic sl Banscriglion sorices:

* Ve gt High-gubly WIPATIGE. (U Spranoad reicl KNS sl T i pe u i redodl Fimripios
+ Wi el R A 0 e ASIEE NRMCEMR. (s Wi v ires s namrn st 99 marty pa bew
* Ve P Nrwbitty, Gar e aored Borm el V0 B 11 DI 00 MU MR MR A

+ ¥ Ve TN R LU N ey FTE BTTP O 8 e W e i) s

VR TR RRY, A VIBEWEMGES b Siiedd 7 [DGE 5. sonpion ddsone pov can uoe owr GMR Secus
TR AT P, SO K oo bk ek ko 9 ey na T ioe e b e o

W eRab 10 ScRARAL ST ARk W S (1 & e v iy b g ey e, e i oy shere
38 THe oy oot g arsl

That paasics

o pavien MCH TMFBTOLEN SRSt B Adiali Clpidan pechom. el bopialr Sraxaad e Loted Suwes
WAL TR R et et K (r B v i S prers o o it Wil she bro FATE . s Oud e of A BT
STl Sentoitd Wi, 4 e abarir s o 0 DROYCI Car-Roction gt ey (A VR SCTNGR b1 BF L T
: i m oTARCY. B Gty 8 R A VRO i el e i’ e i Ay 8 FPAL
T R N —
rraic sl NILOPAG CLITIG LT 8wl SAHH Kphubd 1300 poo ek

R
sieg (M
R

Coapge I 201 | Gt artsing Pescaran. A8 Rt Seas s

T S —

1 A ﬁ
e, a

| B e | b plan | Cis Chesty

{aNIR iHbe i 95

ipticw. o




GMR TRANSCRIPTION SERVICES, INC. 101

Complaint
Exhibit C

Securing Medieal Transcription Data With HIPAA | GMR Transcription Page | of 4

GMR Transcription

Toll Free: 1-800-T31-T412 | Call Us: (714) 262-0653
2512 Chambers Road, Suite 206
Tugtin, California - 92780

+ Home
About

CGMEBT Video
» Contact Us

Securing Medical Transcription Data With HIPAA

o | oLke D
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]

It 15 often asked what one needs to be careful while chogsing an outsourcing transcription
company, In the medical industry, security and privacy are extremely important,

In outsourcing arrangements with services and healtheare vendors, you can check the vendor's expertise
and credibility by HIPAA compliance. Amongst all the rules that arc stipulared by HIPAA, ones
corcerned wilh security, health care compliance and privacy are deemed fo Be important by outsourcing
experts. The henefits nclude giving greater accuracy, data security, amd absolute privacy for all of their
patient’s records and documents.

Look for a company that 1s HIPAA compliant and takes proper measures lo ensure security, health care
compliance and privacy. A good company will make sure that the sensitive information related to
patients is handled with great eare, From compliance training and secure systems o the confidentiality
agreements, Transcription Companies cover all the aspects involved in the HIPAA regulations.

Transferred medicul files should always be enerypted while moving between transcriptionists and
medical providers. This will help to ensure absolute safety and privacy of the data.

Use of logged systems and high security firewalls restrict movement of information while locking it
down o the system on which personnel works. You can also request the transeription company L work
o YOUT CompiEny’s servers foo. They operate remotely through vour computers, nullifiving data theft
risks. Email access is also banned or restricted for provess managers working on healthcare projects
while handling customer data. Access to USB and floppy drives is banned so that there is no privacy
hreach.

[t 15 important to know that those who work for the company are gqualified w0 work in the medical
transeription industry, They must have knowledge of medical terms, procedures, and need 1o have
completed training on intemational coding standards. Coders have vasious levels of expertise and
experience. These coders are regularly updated with contemporary methodologies that work in the hest
interest of your compuny.

While hinng a transenption company., one of the most important things o ook at is i ensure that the
company has effective safeguards to keep private information seeure. Also find out if the company dogs

i;ttp:.-'.'h!u_g.l.unrlrarLt;n:riplinn.cum"u‘uurinp,- medical- n:nm;l'i|'l[;u||-d.'1!£|- with-hipaa/ AT
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Securing Medical Transeription Data With HIPAA | GMR Transcription Page 2 of 4

check backgrounds of their employess. They should have strict rules 1o find out the credibility of new
employees; after all vou do not want your company’s sensitive work to be handled by unrelishle
personnel.
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Twitter / gmrtranscrips: HIFAA compliant medical .
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DECISION AND ORDER

The Federal Trade Commission having initiated an
investigation of certain acts and practices of the Respondents
named in the caption hereof, and the Respondents having been
furnished thereafter with a copy of a draft Complaint that the
Bureau of Consumer Protection proposed to present to the
Commission for its consideration and which, if issued by the
Commission, would charge the Respondents with violation of the
Federal Trade Commission Act, 15 U.S.C. § 45 et seq;

The Respondents, their attorneys, and counsel for the
Commission having thereafter executed an Agreement Containing
Consent Order (“Consent Agreement”), an admission by the
Respondents of all the jurisdictional facts set forth in the aforesaid
draft Complaint, a statement that the signing of said Consent
Agreement is for settlement purposes only and does not constitute
an admission by Respondents that the law has been violated as
alleged in such Complaint, or that the facts as alleged in such
Complaint, other than jurisdictional facts, are true, and waivers
and other provisions as required by the Commission’s Rules; and

The Commission having thereafter considered the matter and
having determined that it has reason to believe that the
Respondents have violated the said Act, and that a Complaint
should issue stating its charges in that respect, and having
thereupon accepted the executed Consent Agreement and placed
such Consent Agreement on the public record for a period of
thirty (30) days, and having duly considered the comments filed
thereafter by interested persons pursuant to Commission Rule
2.34, 16 C.F.R. § 2.34, now in further conformity with the
procedure described in Commission Rule 2.34, the Commission
hereby issues its Complaint, makes the following jurisdictional
findings and enters the following Order:

1. Respondent GMR is a California corporation with its
principal office or place of business at 2512 Chambers
Road, Suite 206, Tustin, CA 92780.

2. Respondents Ajay Prasad (“Prasad”) and Shreekant
Srivastava (“Srivastava”) are co-owners of GMR and
President and Vice President of the company,
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respectively. Individually or in concert with others,
they formulate, direct, or control the policies, acts, or
practices of respondent GMR. Their principal place of
business is the same as GMR’s.

ORDER

DEFINITIONS

For purposes of this order, the following definitions shall

apply:

A.

Unless otherwise specified, “respondents” shall mean
GMR Transcription Services, Inc., and its successors
and assigns, and Ajay Prasad and Shreekant
Srivastava.

“Commerce” shall mean as defined in Section 4 of the
Federal Trade Commission Act, 15 U.S.C. § 44.

“Personal information” shall mean individually
identifiable information from or about an individual
consumer including, but not limited to: (a) a first and
last name; (b) a home or other physical address,
including street name and name of city or town; (c) an
email address or other online contact information, such
as an instant messaging user identifier or a screen
name; (d) a telephone number; (e) a Social Security
number; (f) a driver’s license number or other
government-issued identification number; (g) a bank
account, debit card, or credit card account number; (h)
a persistent identifier, such as a customer number held
in a “cookie” or processor serial number; and (i)
medical information about a consumer including, but
not limited to, prescription information, -clinical
laboratory testing information, health insurance
information, physician examination notes, and medical
history.  For the purpose of this provision, a
“consumer” shall mean any person, including, but not
limited to, any user of respondents’ services, any
person whose information is contained in the files of a
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user of respondents’ services, and respondents’
employees and service providers.

I.

IT IS ORDERED that respondents and their officers, agents,
representatives, and employees, directly or through any
corporation, subsidiary, division, website, or other device or
affiliate owned or controlled by respondents, shall not
misrepresent in any manner, expressly or by implication, the
extent to which respondents use, maintain, and protect the
privacy, confidentiality, security, or integrity of personal
information collected from or about consumers.

II.

IT IS FURTHER ORDERED that respondent GMR
Transcription Services, Inc., its successors and assigns, and any
business entity that respondent Ajay Prasad or Shreekant
Srivastava controls, directly or indirectly, that collects, maintains,
or stores personal information from or about consumers, shall, no
later than the date of service of this order, establish and
implement, and thereafter maintain, a comprehensive information
security program that is reasonably designed to protect the
security, confidentiality, and integrity of personal information
collected from or about consumers. Such program, the content
and implementation of which must be fully documented in
writing, shall contain administrative, technical, and physical
safeguards appropriate to respondents’ or the business entity’s
size and complexity, the nature and scope of respondents’ or the
business entity’s activities, and the sensitivity of the personal
information collected from or about consumers, including:

A. the designation of an employee or employees to
coordinate and be accountable for the information
security program;

B. the identification of material internal and external risks
to the security, confidentiality, and integrity of
personal information that could result in the
unauthorized disclosure, misuse, loss, alteration,
destruction, or other compromise of such information,
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and assessment of the sufficiency of any safeguards in
place to control these risks. At a minimum, this risk
assessment should include consideration of risks in
each area of relevant operation, including, but not
limited to: (1) employee training and management; (2)
information systems, including network and software
design, information processing, storage, transmission,
and disposal; and (3) prevention, detection, and
response to attacks, intrusions, or other systems
failures;

C. the design and implementation of reasonable
safeguards to control the risks identified through risk
assessment, and regular testing or monitoring of the
effectiveness of the safeguards’ key controls, systems,
and procedures;

D. the development and use of reasonable steps to select
and retain service providers capable of appropriately
safeguarding personal information they receive from
respondents, and requiring service providers by
contract to implement and maintain appropriate
safeguards; and

E. the evaluation and adjustment of the information
security program in light of the results of the testing
and monitoring required by subpart C, any material
changes to any operations or business arrangements, or
any other circumstances that respondents know or have
reason to know may have a material impact on the
effectiveness of the information security program.

I11.

IT IS FURTHER ORDERED that, in connection with its
compliance with Part II of this order, respondents shall obtain
initial and biennial assessments and reports (“Assessments”) from
a qualified, objective, independent third-party professional, who
uses procedures and standards generally accepted in the
profession. Professionals qualified to prepare such assessments
shall be: a person qualified as a Certified Information System
Security Professional (CISSP) or as a Certified Information
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Systems Auditor (CISA); a person holding Global Information
Assurance Certification (GIAC) from the SANS Institute; or a
qualified person or organization approved by the Associate
Director for Enforcement, Bureau of Consumer Protection,
Federal Trade Commission, Washington, D.C. 20580. The
reporting period for the Assessments shall cover: (1) the first one
hundred and eighty (180) days after service of the order for the
initial Assessment, and (2) each two (2) year period thereafter for
twenty (20) years after service of the order for the biennial
Assessments. Each Assessment shall:

A. set forth the specific administrative, technical, and
physical  safeguards  that respondents  have
implemented and maintained during the reporting
period;

B. explain how such safeguards are appropriate to
respondents’ or the business entity’s size and
complexity, the nature and scope of respondents’ or
the business entity’s activities, and the sensitivity of
the personal information collected from or about
consumers;

C. explain how the safeguards that have been
implemented meet or exceed the protections required
by Part II of this order; and

D. certify that the security program is operating with
sufficient effectiveness to provide reasonable
assurance that the security, confidentiality, and
integrity of personal information is protected and has
so operated throughout the reporting period.

Each Assessment shall be prepared and completed within sixty
(60) days after the end of the reporting period to which the
Assessment applies.  Respondents shall provide the initial
Assessment to the Associate Director for Enforcement, Bureau of
Consumer Protection, Federal Trade Commission, Washington,
D.C. 20580, within ten (10) days after the Assessment has been
completed. All subsequent biennial Assessments shall be retained
by respondents until the order is terminated and provided to the
Associate Director for Enforcement within ten (10) days of
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request. Unless otherwise directed by a representative of the
Commission, the initial Assessment, and any subsequent
Assessments requested, shall be sent by overnight courier (not the
U.S. Postal Service) to the Associate Director of Enforcement,
Bureau of Consumer Protection, Federal Trade Commission, 600
Pennsylvania Avenue NW, Washington, D.C. 20580, with the
subject line In the matter of GMR Transcription Services, Inc.,
FTC File No. 1123120. Provided, however, that in lieu of
overnight courier, notices may be sent by first-class mail, but only
if an electronic version of any such notice is contemporaneously
sent to the Commission at Debrief@ftc.gov.

IV.

IT IS FURTHER ORDERED that respondents shall
maintain and, upon request, make available to the Federal Trade
Commission for inspection and copying:

A. for a period of three (3) years after the date of
preparation of each Assessment required under Part 111
of this order, all materials relied upon to prepare the
Assessment, whether prepared by or on behalf of
respondents, including but not limited to, all plans,
reports, studies, reviews, audits, audit trails, policies,
training materials, and assessments, and any other
materials relating to respondents’ compliance with
Parts II and III of this order, for the compliance period
covered by such Assessment;

B. unless covered by IV.A, for a period of five (5) years
from the date of preparation or dissemination,
whichever is later, a print or electronic copy of each
document relating to compliance with this order,
including but not limited to:

1. all advertisements and promotional materials
containing any representations covered by this
order, with all materials used or relied upon in
making or disseminating the representation; and
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2. any documents, whether prepared by or on behalf
of respondents, that contradict, qualify, or call into
question compliance with this order.

V.

IT IS FURTHER ORDERED that respondents shall deliver
copies of the order as directed below:

A. Respondents shall deliver a copy of this order to (1) all
current and future principals, officers, directors, and
managers, (2) all current and future employees, agents,
and representatives having responsibilities relating to
the subject matter of this order, and (3) any business
entity resulting from any change in structure set forth
in Part VI. Respondents shall deliver this order to such
current personnel within thirty (30) days after service
of this order, and to such future personnel within thirty
(30) days after the person assumes such position or
responsibilities. For any business entity resulting from
any change in structure set forth in Part VI, delivery
shall be at least ten (10) days prior to the change in
structure.

B. Respondents shall secure a signed and dated statement
acknowledging receipt of this order, within thirty (30)
days of delivery, from all persons receiving a copy of
the order pursuant to this section.

VI

IT IS FURTHER ORDERED that respondents Prasad and
Srivastava, for a period of ten (10) years after the date of issuance
of the order, shall notify the Commission of the following: (a)
Any changes to respondent Prasad’s or respondent Srivastava’s
residence, mailing addresses and/or telephone numbers, within ten
(10) days of the date of such change; (b) Any changes in
respondent Prasad’s or respondent Srivastava’s employment
status (including self-employment), and any changes in ownership
in any business entity, within ten (10) days of the date of such
change. Such notice shall include: the name and address of each
business that respondent Prasad or respondent Srivastava is
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affiliated with, employed by, creates or forms, incorporates, or
performs services for; a detailed description of the nature of the
business; and a detailed description of respondent Prasad’s or
respondent Srivastava’s duties and responsibilities in connection
with the business or employment; and (c) Any changes in
respondent Prasad’s or respondent Srivastava’s name or use of
any aliases or fictitious names, including “doing business as”
names. All notices required by this Part shall be sent by overnight
courier (not the U.S. Postal Service) to the Associate Director of
Enforcement, Bureau of Consumer Protection, Federal Trade
Commission, 600 Pennsylvania Avenue NW, Washington, D.C.
20580, with the subject line In the matter of GMR Transcription
Services, Inc., FTC File No.1123120. Provided, however, that in
lieu of overnight courier, notices may be sent by first-class mail,
but only if an electronic version of any such notice is
contemporaneously sent to the Commission at Debrief(@ftc.gov.

VIIL.

IT IS FURTHER ORDERED respondents shall notify the
Commission at least thirty (30) days prior to any change in
respondents that may affect compliance obligations arising under
this order, including, but not limited to, a dissolution, assignment,
sale, merger, or other action that would result in the emergence of
a successor company; the creation or dissolution of a subsidiary,
parent, or affiliate that engages in any acts or practices subject to
this order; the proposed filing of a bankruptcy petition; or a
change in either corporate name or address. Provided, however,
that, with respect to any proposed change in the corporation about
which respondents learn less than thirty (30) days prior to the date
such action is to take place, respondents shall notify the
Commission as soon as is practicable after obtaining such
knowledge. Unless otherwise directed by a representative of the
Commission, all notices required by this Part shall be sent by
overnight courier (not the U.S. Postal Service) to the Associate
Director of Enforcement, Bureau of Consumer Protection, Federal
Trade Commission, 600 Pennsylvania Avenue NW, Washington,
D.C. 20580, with the subject line In the matter of GMR
Transcription Services, Inc., FTC File No.1123120. Provided,
however, that in lieu of overnight courier, notices may be sent by
first-class mail, but only if an electronic version of any such
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notice is contemporaneously sent to the Commission at
Debrief(@ftc.gov.

VIIIL.

IT IS FURTHER ORDERED that respondents, within sixty
(60) days after the date of service of this order, shall file with the
Commission a true and accurate report, in writing, setting forth in
detail the manner and form of its compliance with this order.
Within ten (10) days of receipt of written notice from a
representative of the Commission, it shall submit additional true
and accurate written reports.

IX.

This order will terminate on August 14, 2034, or twenty (20)
years from the most recent date that the United States or the
Federal Trade Commission files a complaint (with or without an
accompanying consent decree) in federal court alleging any
violation of the order, whichever comes later; provided, however,
that the filing of such a complaint will not affect the duration of:

A. Any Part in this order that terminates in less than
twenty (20) years;
B. This order’s application to any respondent that is not

named as a defendant in such complaint; and

C. This order if such complaint is filed after the order has
terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal
court rules that respondent did not violate any provision of the
order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the order will terminate according to this Part as
though the complaint had never been filed, except that the order
will not terminate between the date such complaint is filed and the
later of the deadline for appealing such dismissal or ruling and the
date such dismissal or ruling is upheld on appeal.

By the Commission, Commissioner McSweeny not
participating.
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ANALYSIS OF CONSENT ORDER TO AID PUBLIC
COMMENT

The Federal Trade Commission has accepted, subject to final
approval, a consent agreement from GMR Transcription Services,
Inc. (“GMR”), Ajay Prasad (“Prasad”), and Shreekant Srivastava
(“Srivastava”) (taken together, “respondents”)

The proposed consent order has been placed on the public
record for thirty (30) days for receipt of comments by interested
persons. Comments received during this period will become part
of the public record. After thirty (30) days, the Commission will
again review the agreement and the comments received, and will
decide whether it should withdraw from the agreement and take
appropriate action or make final the agreement’s proposed order.

Respondents are in the business of transcribing digital audio
files for individuals and businesses in a variety of professions and
industries.  Respondents conduct their transcription business
almost entirely online, where customers can upload audio files for
transcription. Respondents rely almost exclusively on independent
service providers to transcribe audio files that respondents assign
to them. Respondents assign non-medical audio file transcriptions
to at least 100 independent typists located in North America, and,
between at least January 1, 2009, and May 1, 2012, automatically
assigned all medical audio file transcriptions to Fedtrans
Transcription Services, Inc. (“Fedtrans”). Fedtrans, which is
located in India, assigned respondents’ files to independent typists
to transcribe. After being notified of the assignment, the typist or
Fedtrans logged in to the website and downloaded the file.
Fedtrans followed a similar process through which an independent
typist downloaded the file from Fedtrans’ computer network.
Following the transcription, respondents either emailed the
transcript file to the customer or notified the customer to retrieve
the file from respondents’ computer network. Audio files and
transcript files can include sensitive information from or about
consumers, including children, such as: names, dates of birth,
addresses, email addresses, telephone numbers, Social Security
numbers, driver’s license numbers, tax information, medical
histories, health care providers’ examination notes, medications,
and psychiatric notes (collectively, “personal information”).
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The Commission’s complaint alleges that respondents
misrepresented that they maintained reasonable and appropriate
practices to protect consumers’ personal information from
unauthorized access and that respondents took reasonable steps to
ensure that those engaged in transcribing medical files complied
with applicable security and privacy requirements. Respondents
engaged in a number of practices that, taken together, failed to
provide reasonable and appropriate security for consumers’
personal information. Among other things, respondents failed to:

a. require typists to adopt and implement security measures,
such as installing anti-virus applications, or confirm that
they had done so;

b. adequately verify that their service provider, Fedtrans,
implemented reasonable and appropriate security measures
to protect personal information in audio and transcript files
on Fedtrans’s network and computers used by Fedtrans’s
typists. For example, respondents did not:

1. require Fedtrans by contract to adopt and implement
appropriate security measures to protect personal
information in medical audio and transcript files, such
as by requiring that files be securely stored and
securely transmitted to typists (e.g., through
encryption) and authenticating typists (e.g., through
unique user credentials) before granting them access to
such files; and

i1.  take adequate measures to monitor and assess whether
Fedtrans employed measures to appropriately protect
personal information under the circumstances.
Respondents did not request or review relevant
information about Fedtrans’s security practices, such
as, for example, Fedtrans’s written information
security program or audits or assessments Fedtrans
may have had of its computer network.

The complaint further alleges that as a result of these security
failures, respondents were unaware that Fedtrans used an
application on its computer network that stored and transmitted
medical audio and transcript files in clear readable text and was
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configured so that the files could be accessed online by anyone
without authentication. A major search engine therefore was able
to reach the application and index thousands of medical transcript
files that respondents had assigned to Fedtrans. The files were
publicly available, and were accessed, using the search engine.
The Fedtrans files, which were prepared over at least eight
months, included personal information such as names, dates of
birth, health care provider names, examination notes, medical
histories, medications, and, in some cases, employment histories
and marital status. Some of the files contained highly sensitive
medical information, such as information about psychiatric
disorders, alcohol use, drug abuse, and pregnancy loss, and notes
of examinations of children.

Information contained in the Fedtrans and other files can
easily be misused to cause substantial consumer injury, such as
identity theft, and unauthorized access can cause harm by
disclosing sensitive private medical information. Respondents
could have corrected their security failures using readily available,
low-cost security measures. Consumers have no way of
independently knowing about respondents’ security failures and
could not reasonably avoid possible harms from such failures.
Accordingly, the complaint alleges that respondents failed to
employ reasonable and appropriate measures to prevent
unauthorized access to personal information in audio and
transcript files, which caused, or are likely to cause, substantial
injury to consumers that is not outweighed by countervailing
benefits to consumers or competition and is not reasonably
avoidable by consumers. The Commission alleges that this
practice was, and is, an unfair act or practice.

Part I of the proposed order prohibits respondents from
misrepresenting (1) the extent to which respondents use, maintain,
and protect the privacy, confidentiality, security, or integrity of
personal information collected from or about consumers. Part II
of the proposed order requires respondents to establish and
maintain a comprehensive information security program that is
reasonably designed to protect the security, confidentiality, and
integrity of personal information collected from or about
consumers. The security program must contain administrative,
technical, and physical safeguards appropriate to respondents’
size and complexity, nature and scope of their activities, and the
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sensitivity of the information collected from or about consumers.
Specifically, the proposed order requires respondents to:

e designate an employee or employees to coordinate and be
accountable for the information security program;

¢ identify material internal and external risks to the security,
confidentiality, and integrity of personal information that
could result in the unauthorized disclosure, misuse, loss,
alteration, destruction, or other compromise of such
information, and assess the sufficiency of any safeguards
in place to control these risks;

e design and implement reasonable safeguards to control the
risks identified through risk assessment, and regularly test
or monitor the effectiveness of the safeguards’ key
controls, systems, and procedures;

e develop and use reasonable steps to select and retain
service providers capable of appropriately safeguarding
personal information they receive from respondents, and
require service providers by contract to implement and
maintain appropriate safeguards; and

e cvaluate and adjust the information security program in
light of the results of testing and monitoring, any material
changes to operations or business arrangement, or any
other circumstances that they know or have reason to
know may have a material impact on its information
security program.

Part III of the proposed order requires respondents to obtain
within the first one hundred eighty (180) days after service of the
order, and on a biennial basis thereafter for a period of twenty
(20) years, an assessment and report from a qualified, objective,
independent third-party professional, certifying, among other
things, that: (1) respondents have in place a security program that
provides protections that meet or exceed the protections required
by Part II of the proposed order; and (2) respondents’ security
program is operating with sufficient effectiveness to provide
reasonable assurance that the security, confidentiality, and
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integrity of sensitive consumer, employee, and job applicant
information has been protected.

Parts IV through VIII of the proposed order are reporting and
compliance provisions.

Part IV requires respondents to retain documents relating to its
compliance with the order. Part V requires dissemination of the
order to all current and future principals, officers, directors,
managers, employees, agents, and representatives having
supervisory responsibilities relating to the subject matter of the
order. Parts VI and VII ensure notification to the FTC of changes
in corporate status and employment status of respondents Prasad
and Srivastava. Part VIII mandates that respondents submit
reports to the Commission detailing its compliance with the order.
Part IX provides that the order expires after twenty (20) years,
with certain exceptions.

The purpose of the analysis is to aid public comment on the
proposed order. It is not intended to constitute an official
interpretation of the proposed order or to modify its terms in any
way.
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IN THE MATTER OF

VALEANT PHARMACEUTICALS
INTERNATIONAL, INC.;
AND
PRECISION DERMATOLOGY, INC.

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SECTION 5 OF THE FEDERAL TRADE COMMISSION ACT AND
SECTION 7 OF THE CLAYTON ACT

Docket No. C-4477; File No. 141 0101
Complaint, July 3, 2014 — Decision, August 20, 2014

This consent order addresses the $500 million acquisition by Valeant
Pharmaceuticals International, Inc. of certain assets of Precision Dermatology,
Inc. The complaint alleges that the acquisition violates Section 7 of the
Clayton Act and Section 5 of the Federal Trade Commission Act by lessening
competition in U.S. markets for (1) branded and generic single-agent topical
tretinoins for the treatment of acne and (2) generic Retin-A and/or the
individual strengths and formulations of generic Retin-A. The consent order
requires Valeant to divest all of Precision’s rights and assets related to (1)
Tretin-X and (2) generic Retin-A.

Participants

For the Commission: Lynda Lao, Steven C. Lavender, and
David Von Nirschl.

For the Respondents: Joe Matelis, Eric Queen, and Yvonne
Quinn, Sullivan & Cromwell LLP; Lauren Battaglia, Michele
Harrington, and Leigh Oliver, Hogan Lovells.

COMPLAINT

Pursuant to the Clayton Act and the Federal Trade
Commission Act, and its authority thereunder, the Federal Trade
Commission (“Commission”), having reason to believe that
Respondent  Valeant Pharmaceuticals International, Inc.
(“Valeant”), a corporation subject to the jurisdiction of the
Commission, has agreed to acquire Respondent Precision
Dermatology, Inc. (“Precision”), a corporation subject to the
jurisdiction of the Commission, in violation of Section 5 of the
Federal Trade Commission Act (“FTC Act”), as amended, 15



