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IN THE MATTER OF

TRUE ULTIMATE STANDARDS EVERYWHERE,
INC., b/B/a TRUSTE, INC.

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATION OF
SEC. 5(A) OF THE FEDERAL TRADE COMMISSION ACT

Docket No. C-4512; File No. 132 3219
Complaint, March 12, 2015 — Decision, March 12, 2015

This consent order settles allegations that TRUSTe, Inc (“TRUSTe”) deceived
consumers about its privacy seal program, its privacy practices, and its status as
a non-profit entity. The complaint alleges that from 2006 until January 2013,
TRUSTe failed to conduct annual recertifications of companies holding
TRUSTe privacy seals in over 1,000 incidences, despite providing information
on its website that companies holding TRUSTe Certified Privacy Seals receive
recertification every year. In addition, the complaint alleges that, although
TRUSTe became a for-profit corporation in 2008, the company failed to
require its clients using TRUSTe seals to update references to TRUSTe’s for-
profit status. Under the terms of the order, TRUSTe is prohibited from making
misrepresentations about its certification process, its corporate status, or
whether an entity participates in its programs. TRUSTe is also barred from
providing other companies or entities with the means to make
misrepresentations about these facts. The order also requires the company in its
role as a COPPA safe harbor to provide detailed information about its COPPA-
related activities in its annual filing to the FTC, as well as maintaining
comprehensive records about its COPPA safe harbor activities for ten years.
Each of these provisions represents an added requirement over the reporting
requirements laid out under the COPPA rule for safe harbor programs. The
company is further required to pay $200,000 in disgorgement.

Participants
For the Commission: Jamie Hine and Jessica Lyon.

For the Respondent: Adam J. Fleisher and D. Reed Freeman,
Morrison & Foerster LLP.

COMPLAINT

The Federal Trade Commission (“Commission’), having
reason to believe that True Ultimate Standards Everywhere, Inc.,
a corporation, has violated the provisions of the Federal Trade
Commission Act (“FTC Act”), and it appearing to the
Commission that this proceeding is in the public interest, alleges:
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1. Respondent True Ultimate Standards Everywhere, Inc.,
also doing business as TRUSTe, Inc. (“TRUSTe”), is a privately-
owned, Delaware corporation with its principal office or place of
business at 835 Market Street, Suite 800, San Francisco,
California 94103.

2. TRUSTe was formed as a California non-profit
corporation on June 10, 1997. On June 20, 2008, TRUSTe
formed a for-profit Delaware corporation and transferred all of the
assets of the California non-profit entity to the for-profit
corporation pursuant to an Asset Purchase Agreement effective
July 3, 2008.

3. Respondent has advertised, offered for sale, and sold data
privacy services to companies, including a variety of assessments
and certifications, monitoring tools, and compliance controls.

4. The acts and practices of Respondent as alleged in this
complaint are in or affecting commerce, as “commerce” is defined
in Section 4 of the FTC Act, 15 U.S.C. § 44.

TRUSTE’S CERTIFIED PRIVACY SEALS

5. Since approximately June 1997, Respondent has offered
clients Certified Privacy Seals (“Privacy Seals”) for display on
clients” websites. TRUSTe has more recently offered these seals
for mobile applications. Respondent provides these seals to
clients that meet designated requirements for the programs that
Respondent administers (“Program Requirements”).  These
requirements include specifications related to transparency of
company practices, verification of privacy practices, and
consumer choice regarding the collection and use of consumer
personal information.

6. Respondent advertises itself as “the #1 privacy brand” and
asserts that its “Certified Privacy Seal is recognized globally by
consumers, businesses, and regulators as demonstrating privacy
best practices.”

7. Respondent’s Privacy Seal programs include, but are not
limited to, TRUSTed Websites (since 1997), which certifies
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websites; COPPA/Children’s Privacy (2001), which certifies
compliance with the FTC’s Children’s Online Privacy Protection
Act Rule; EU Safe Harbor (2002), which assists with certification
to the EU-US Safe Harbor framework for transatlantic data
transfers; TRUSTed Downloads (2006), which certifies software;
TRUSTed Cloud (2011), which certifies data processing services
through cloud platforms; TRUSTed Apps (2011), which certifies
mobile applications; and TRUSTed Data (2011), which certifies
data collection practices of non-consumer facing entities.

8. Companies that meet the Program Requirements of a
particular Privacy Seal must display to consumers a
corresponding seal on their websites and mobile applications to
demonstrate publicly to consumers their compliance with the
relevant TRUSTe program.

9. In connection with its Privacy Seal programs, Respondent
has provided clients with images of seals to display on their
websites and mobile applications, including, but not limited to
“Click-to-verify” seals containing a graphic icon, and text
indicating to consumers an ability to click on the seal:

These “Click-to-verify” seals are required and must
be displayed by a client on its privacy policy
webpage. They are linked to a webpage hosted on the
www.truste.com website, which provides verification
of the sealholder’s name, the specific privacy seal(s)
held, and the validity date for each seal. The website
also links to the Program Requirements for the
Privacy Seals.

10. Respondent tests and verifies client compliance with its
Program Requirements underlying its Privacy Seals through
scanning technology, client interviews, document collection, and
manual testing and review of client websites and mobile
applications.

11. TRUSTe purports to recertify privacy sealholders on an
annual basis to identify, for example: (1) material changes to
privacy policies (e.g., new or expanded collection/uses of personal
information such as use of cookies for behavioral advertising); (2)
seal validation (e.g., improper placement, old versions, and bad
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links); (3) changes in company ownership or business model (e.g.,
adoption of advertising supported content); and (4) where
relevant, compliance with external third-party program
requirements (e.g., Federal Trade Commission Children’s Online
Privacy Protection Act safe harbor, or U.S. Department of
Commerce self-certification to the US/EU Safe Harbor).

12. At all times relevant to this complaint, Respondent has
controlled the design of its seals, as well as the design, content,

and format of the www.truste.com webpage to which these seals
link.

VIOLATIONS OF SECTION 5 OF THE FTC ACT

MISREPRESENTATION OF CERTIFICATION STATUS OF
TRUSTE CLIENTS

13. Since approximately 2011, Respondent has disseminated
or has caused to be disseminated to consumers, on the
www.truste.com website, Program Requirements containing the
following statement:

III.  Minimum Program Requirements
B. Participant Accountability

3. Annual Recertification

a. Participant shall undergo recertification to verify
ongoing  compliance  with  these  Program
Requirements annually.

(Exhibit A, Program Requirements, February 2011,
available at www.truste.com)

Prior to 2011, Respondent disseminated or had
caused to be disseminated to consumers Program
Requirements containing the following statement:

II. Participant Responsibilities

C. Recertification. Participant must seek
recertification by TRUSTe annually
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14. The statements set forth in Paragraph 13 have been
included in Respondent’s Program Requirements for at least each
of the following programs: TRUSTed Websites (since 1997),
COPPA/Children’s Privacy (2001), EU Safe Harbor (2002),
TRUSTed Cloud (2011), TRUSTed Apps (2011), TRUSTed Data
(2011), and TRUSTed Smart Grid (2012).

COUNT 1

15. Through the means described in Paragraph 13, Respondent
has represented, expressly or by implication, that TRUSTe has
recertified annually all companies displaying a TRUSTe Certified
Privacy Seal to ensure ongoing compliance with the Program
Requirements.

16. In fact, from 2006 until January 2013, Respondent did not
conduct annual recertifications for all companies holding
TRUSTe Certified Privacy Seals. In over 1,000 instances,
TRUSTe conducted no annual review of the company’s
compliance with applicable Program Requirements. Therefore,
the representation set forth in Paragraph 13 was false or
misleading.

MISREPRESENTATIONS REGARDING NON-PROFIT
STATUS OF TRUSTE

17. Prior to its transition to a for-profit entity on July 3, 2008,
Respondent required its clients to display in their privacy policies
the following language TRUSTe developed:

“TRUSTe is an independent, non-profit organization
whose mission is to build users’ trust and confidence
in the Internet by promoting the use of fair
information practices.”

18. In early July 2008, Respondent notified all active and
current clients that its tax status would change from non-profit to
for-profit status. On July 15, 2008, the company issued a public
press release announcing the company’s transition to a for-profit
entity.
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19. In numerous instances since July 3, 2008, the date when
TRUSTe formed a for-profit Delaware corporation and ceased to
be a non-profit California corporation, Respondent has recertified
clients who have failed to update references to the company’s for-
profit status. Some TRUSTe clients’ privacy policies continued
to describe TRUSTe as a non-profit entity until fall of 2013.
Count 2

20. Through the means described in Paragraphs 17 and 19,
Respondent has represented, expressly or by implication, that
TRUSTe is a non-profit organization.

21. In fact, Respondent has not been a non-profit organization
since July 3, 2008. Therefore, the representation set forth in
Paragraph 20 was false or misleading.

22. By providing clients with the language in Paragraph 17
and continuing to certify clients using that language as described
in Paragraph 19, Respondent has furnished the means and
instrumentalities for the commission of the deceptive acts or
practices alleged in Paragraph 21.

23. The acts and practices of Respondent as alleged in this
complaint constitute deceptive acts or practices in or affecting
commerce in violation of Section 5(a) of the Federal Trade
Commission Act, 15 U.S.C. § 45(a).

THEREFORE, the Federal Trade Commission this twelfth
day of March, 2015, has issued this complaint against
Respondent.

By the Commission.
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EXHIBIT A

Cvovs.
TRUSTe

=

Privacy Program Requirements

Hema Piscy.

TRUSTe Program Requirements

I, Structure

2]

TRUSTed Websites raquies compiance wilh the fokowing prog Upon SAIacioy
TR companies wiha Te y Seal a3 evedence of complance - certfied comparies must

disptay TS sea! on ther webslie privacy policy page and may sied Lo place e seal on addilioral webpages as wel

Definftions
Tha falowng defintcns shall apcly benen

A "Dehavorsl Targeting” s the colpcbion and wse of irformation on an Individusi's Online activity owar @ poricd of
time for the purpose of ceveloping ard using prodictive medels 1o determine potentis| fuiure behavor or
nteresly

B. "Clear and Conspicuous” means. a notice Tat s reasonably easy 10 find, snd eassly understancasts in iefms of
cortent and style to e average raader

€. "Expressed Corsert” means the affirmative consant (optin) 10 @ practice by Fe Indidual, after being provided
fAatee, bt price Lo rpererting the practee

0. "Forgn Language Priccy Statement” is the Partispants Pryacy Stalemert transiated irfo 2 language othar
inen Engish.

E "Gec-ocation Data” m irformation obtared through an Indvousls use of a Moole Device and s used 10
idertry of aescribe the Indiwiua’s Sctusl physcal location at @ gven part in time,

F. "nchicual” means the discrate person ic whom the colected imformation pertans.

“Infarred Consent’ mears consent which & implied by an Indiidual, regarding the colleciion, use dsclosure,

datribation of Pil aher netie and opportuncy 1o wilhdraw corsent (opt ou) is ghwen by Parficeant, bi not

taken By the Individual

H "Materai Change” means degradation in the rights or cbligalions regarding the colection, use, or disciosire of
Pl for @n indvidual. This usualy ncludes crenges 1o Panicpant's:

1 Praciices regarding natice, collection ase. and discios.re of Pi| and‘or Trird Party Personaly
Iereifanio Informasion,

2. Pracices regarding user choice and comsent to how Pl ardlor Third Party Porsonally IdentFatle
Enformation & used and chared, or

3. Msssurea for information ancurity, inegity, B6ac3s, or ndhOLM edress.

1 "Moble Duvica™ is & portable elocifonic geo-iocalion enabied dewce wilch alows he Lsor 1o (rooees, fecaive,
anc send data withour bemg imited to 3 spedfic geogractcal neation.

4 "Orfing” & the 2iate where an Individus s connected by computer or Mobie Dewica 0 one or more cther
comgetens, Mobile Devices, of nelwerks. 25 Through & commarcial albetrone formation service of the intemet

K. "Partcipant” means 1w ertty that fes erterad into an agmemend with TRUSTe 1o particpate in the TRUSTe
program(s) and agreed o comply with the program requiromonts included Faren

L. "Pareonsiy Idereifiabis information [PI[" mesnz any information or comiination of infarmation It can be used
o denfify, conisct, o iocate 8 discrete Inakidual

M, “Promary Pupose’ means use of PIF Pl is reasonably expected by the Individusl () al (e poiet of colloction,

and (1) including comoatioie Uses N features and sefvices o the Individual Bt 8o nol Matsrally clange
eapeciations of user cortroi and (s serly sharng, Such use mey be at eas! those uses described in lhe
Participant's 18fms of service QIverning e Participant’s products or Services which give rse 10 e Indhidua’s
Interaction weil the Paricparnt.

M. “Praacy Statement” shal mean the shatements of Partcioant's information colaction and usage practions, as
ssh practices are updated from tme i3 tme. Panticipanrs Privacy Statement nsludes but s rot imited to:
1. Azngle, compretenshe statemert o 3l the Parlicpert’s rormation practices ['Compraheesie Privacy

976

hitp://www. truste.com/privacy-program-requirements/
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TRUS Tod Wabnitns

For eCamenerce and content
et e
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Gilobs voech with CU Safe Harbor

Cridrmss Privacy
For wabisies who masket bo chicren

Motie Privacy
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webwses

TRUSTea Emal
Achicwe el privacy essficatan

TRUSTad Ady
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TRUSTed Dowsinacs
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Understanding TRUSTe's Privacy Requirements hetp://www.truste.com'privacy-program-requirements/

Statement’),

2 Asummary nolos highlghting ihe Parficipant s infcrmation practices ("Short Notice”), or

3 Disciosurs of specs information practices posted at the point of infermaten colissten (st in Time
Motice")

O “Pubicly Available Informanon 1PAI]" mesms any mlormaton reasonably believed 1o be mwfuly made availabe
to fhe genersl puslic fror:
1. Federa, state or loca’ government records,

2 Woel availalie source(s) having no adational prohibton around omward ransfer or Lse of
3 Dasclosures lo the general pubsc that are required to be made by federal s%alo of local law

P Recipieat” means the Individual who recetves an Email Message

“Retargelng' 8 a form of behaviora: advertising by which e-ime advertisng 3 celivered to an Indivdual bascd
upen the Individual’s previous online actons.

R. “Search Engine" 's & publcly facing servce that colects and organizes cortient from across ine interret for the
primary purpose of responding 16 a search request. Such senvice may not ressir information Beysnd cashing o
other service erhancirg technguee, or use the niormation ic create @ persistent profile of the Ingividual for
purpcses other then erhencing search lechriquas.

5. "Secondary Purpose’ s the use of PIT in 8 way that is rof reasonably axpected by the indivisual reistie to the
transachions or ongoing senices provided o the indiicusl by Participant o the Partcipant's Service Provider.
Sush purpese may o may not be descrided by Porticipart's terms of serviee goverring Paricipant's products.
o services which give rise to ihe Indivicuals interacticn with the Parlicpant

T. "Serwce Provider i anyons other than the Parficipant or the Ingiidual that performs, or sssists n the
performance of, 8 function or actulty which may Iwalve the use or disclosure of Pil or Trird Party Pl Such use
must ofiy be on behal of Particpant or Individual and only for the purpose of performing or assssting in thal.
‘specific furclion ar activity as AgTeed 10 by e Pamicipant and Individus!

U "Sccal Network” (8 an crine ser\ice that offers the falowing featres:

1. A platiorm that enabis the interaction betwoon two or mone Indviduals for the purpose of crealing
socal or busiress retetionships, ard sharing of rfcrmaticn;

e

2. Funclionelity that enatles Individusis @ creste 8 profiis Inel includes mformaticn of thelr gwn choosing
Such 5 photos, and ik 1o personsl pages of Olher comocted INdhaduss (e G friends, busingss
contacts).

3. Mechanisms lo communicate with offer Individualy such ss nstanl messenger, emal, or posting o &
profie of newsfasd. and

4. Soarch functionaity fat anables |rdividuals to search far othor Indivcuals that is based upon that
Inchvcual s preferences

V. “Third Party{ies}" is an ertity(ies) other than the Particioant or the Individusl which & not directly affiated with
Ire Pariczant, and, If aTkated with the Particpant. whers Sush affiiiation 13 not reasonably krown's the
Individi.sl,

W, “Thir Party Parsonaly idertifiable Inforrvation [Trird Party PIIf' maans PIl that is collscted by Partiipant from
an artty other than the indsadual

1. Minimem Program Requirements
A Al Periicpants warting 1o be cerfifiec thet their Oriine infaemetion collechon and use practices comply with
TRUSTFS Privacy PrograT Reaurements Tust nomoly witn the 10l04Ing requiremants
B. Partpam Acocurtabiity
1. Participant shall have processes in place to comply with these Progra— Requrererts
2 Gooperation with TRUSTE
& Provoe, al ro charge 1o TRUSTe or s representatves. fué accass (o the Onine propertes (ie.,
INGAITING PasSwONd ACCESS 10 [reMmuUm Of Members only aeds) for the purpose of conducting
Feviews to ensure ™at Panicipants Privacy Statement(s) is consiStent witn aciual practices.
b Provde, upor TRUSTe's reascnabie request, informstion regarding how Pil gathered from andior
trackod thraugh Participant's Daine propsrtios & used.

20f12
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3 Amua RecertTcston
a Partcipart shel Lnoergo m-contification fo vertly ongong compliance with those Program:
Requirements srmually.

4 Temintion for Matersl Bigach:
@ In the evert TRUST reasonably bebeves the Partcipant has macerialy breached these Program
Requiremenis), TRUSTe may terrate the Particibant's perdcipation in ths program upon twenty
(20) business cays’ prior wiltier nstice ("Nolize of Temitalon’) uniess the breach s comecied
‘within the same twerly {20) tusiness cay pericd ("Cure Perigd”).
5 Material breaches of these Program Requrements nclade but ane rot imied to:
1. Porticpant's continual imertonal, and matesial faiure to adhers 1o these Program
Requrements,
2. Particpant's materil fakre bo pammit of cooperste with 8 TRUSTE mwestigation or rewew
of Participant’s Oriing properies or practices pursuant fo (he Program Requirements,

3. Particgant s conlinal, intentioral, and material falkre to comely with any Suspersion
Obigators;

4 Particpant's materlal faikre to eooperate wih TRUST regarsing an audh, comesaine or tha
compliance momtoring activiies of TRUSTE; or

5 Any Osceptve Wrade practices by the Participart

5. Supension Status
a Inhe event TRUSTE reasorably Seheves thal Pericsant hes matenaly woiated these Program
Requirements. Participant may be placed on suspension.
1. Nowce L Wwith B mutually Agreec of the wolation anc any
remedial acions that TRUSTe wil require Particpant lo lake durng U 548 pension Pevied
("Suspensicn Odligstions”).

2 Paricipant wil D¢ coraideres 1o be oN SISPENSION IMMedialely Loon receiving notce from
TRUSTe. Suspersion shall last ust! such time s the Participant has corrected the material
roach or Program Requiramants wolation to TRUSTu's satistactisn, bt not far a pasisd of
greates thar six (B) manths ("Suspension Peripd”) unless mutually agreed by (he Partes.

3. Suspensicn Obigatiors may indude, bul are nct fmited to:

a i roge 3

b Cooperstor with heghtered compliance montonng by TRUSTe. snd

© Payment lo TRUSTe of mutually agread adcitona’ amourts as compensabon for
TRUSTe's additional cormpiance monforing

d Panticipant shaill comply wir af Suspension OBligations.

-

During the Suspension Penod. Pamicipant’s status may be indicated wa & TRUSTe
‘\alidation webpage or TRUSTe may raqure Partcpant o cease wsing the TRUST

‘trustmarks
5 Al the and of the Suspension Period, TRUSTE wil, in s discreton. efher:
. compliad part's Obligations.
theraly satisfying TRUSTe's soncerns;

b Exend the Suspersion Period by mutual agreement with the Particioant, or

¢ Determne that Participart has faled (o compy with Partepant's Susperscn
Obiigatons and imredately terminste Particpant for cause:

C. Privacy Praciices
Tha following reouirerants apply 1 the Participant collects Pl

1. Colestion Limiztion
A Pafticpant stak ony collect PIR where SUzh callection s

1. Limited io information ressonsbly wseful for the purpose for which | was colected ax n
accordanse wh the Particpants Privacy Statement in effect at the tma of sollection. or

2. With nofice to and corsent of the Indhidusl

2 Use ol Pl

Jofi2
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a Partcipant shal use PIl n the provsion of rose senvices advertises of provided for. and m
‘accordance with therr posted Privacy Stalement in eect at the time of colection, of with notice
a consent as described in tnese Program Requremems.

b Informetion coliected by the Participart or the Partcpent's Service Provder may be used io talor
the Individual's expenience o the Pericipant's Onlire propedy.

3. Choice
& Partcioant shat afler the INgMoual cortrDi cves their collected Perscrar’y identfisble Information

@8 folows’

1. Participant masst provide e individual an opportunity to wilhdraw consent o avieg P11
used by e Participant for o Secondary Purpose.

2 Participart must orovids the Individual a Just in Time Notics and the cpportunty io
wiihdraw consent Lo having Pl disclosed or disivouied to Thed Parties, oiher than Service
Provigers, at the time PIl s colicied;

3 Parucipa SRAL hOnor Ard MAMKAn (e INJMdUA’s Choind SOIBCICN IN 3 PersSient marnar
uniil such tme the Individual changes tFal cheice selecton, and

4. Parficipant shall provids 3 means by which the |ndividual may changs their choioe solection,

b Comert is not recessary where (e we, disdosure of distribulion of PI i requined by ‘ew, court
oroer. of other wid legal process.

& Express Consert must be btained rom the Indhidual srior 1o the traesfer of Pil 1o Trisd Parties
cther than Service Providers if ar unauthorzed use or disclosure or that information would be
Ty 10 Ciuse WANSiEl, PhySical, of resUaonal Rarm 1 &n Indhiousl

d Privacy Statemant shal state when the Indivdual can exereise control over the use and sharing of
thair PI| and how fo exercise that cortrol

& Such mechanism shall be easy io use and offered at no cost to the Indsadual

4. Cobection and Use of Thire Party Il

a Particpart snall use Thrd Party Pl collected soledy to faciitate the one-time completion of the
tramsaction tat % tho Primary Pupcss for which the information was coloctod by the Parcipan)
except as allowed in Section Il C.4.2 regarding Search Services.

b. Participart must oitain Express Consent from the individusl to whom such Thrd Party PIl pertains
betare such Thd Pary Pl may be used, disclosed, or datributed By the Partoipant for sy
pupose other than the Primary Purpose for which such inforrmation was collected by e
Participart, except as allowed In Sacton 111.C 4. regarding Search Servces,

1 Participant may use Thirg Party Pl to send a one-fme email message to the Irdvidal ta
‘wokoll their Express Consent.

< Regarding Thirg Party Pl the Privecy Statemert shai state
1. The types of e eniity{es) colecting Third Party PIL;
2 What kind of Third Party Pl is coliected, either through active or passive means;
3. How collecied Third Party Pil is used andior disciosed;
4 Whal types of sdditonal Thisd Parfies I ary, inchudng Service Providers, colected Thrd
Party Pil is shared with.

2. Search Servoes
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1. A Search Engine may provide search resuls containing Third Party PII, withoul e notice
and choice ‘egJrements roted above, Drovdng.
8. Tho resuts were obtaned frorm public or puB'ned saurces or the orret;

b. The information i rot used to create a persistent profie of the Individual autsige e
scope of enfancing Search Engine techrigues,

© Partcipan: shalt have a mechanism 1or the Ingvidual 1o request removel from
displayed saarch results £ S dspay of such resas wi;
| Causs priysical harm t the Individuai, o

i Interfee with the safeguarding of imoenant countervailing pobie inlerests,
inciuding rational security, do'ense, or pusiic securty.

o Privacy staterenl shall state “ow | dividual can reguest removal rom disglayed
searck resls

2 A Partcipart that compiles iformation about Indvicuals, who are nefther cusiome s of or
registared users of, that Panicoant's SBIVicas; and then Sels access 1o thal Mformaton o
Third Parties Tay arovide search res.lts contasing Thid Party P! withoul the notics and
cholca reqsrements hoted atove, providing.

a. Information obtaned azout the Indivdual is from public or published sources which
have no pronibition ranster of use fcrmation.

b. The Partcpant shall provide the Individual a mechanism to slop having thew
Irformation displayed in search resuts.
| Such mecranism shall be easily accessdie to e Indhidual ang

N Privacy Statemant shal state how the Individual can stop hawing their
information dimplayed in search resuts

<. This doss nol include stuations where Particpart disciosed Third Party Pil back fo
an ertity thet has rights 10 Su6h fomaton.

5 Access

a Partcipart must rrplement reasonable and approgriate mechanisms 10 alow the Irdidusl to
corect or updste naccurale PIL

b Participant must amplement reasonsble mechenisms o slow Ihe Indvidusi 10 request desetion of
Pil or that calested Pil no longer be used.

© Such machanism shoud bo consistern with how the Indwidual normaly meracts or communicates
‘with the Participart

4 Such mechBnsm of HrOCESS A BE Cled!, CONMEICUDUS, BNd CaTY 10 Lse

Such mecharism or orocess aral confirm 10 the Indsisual inaccurscias have boon corecsed. and

Participant's priacy statement sha | state how access & provided.

9 Participant is not required (o permit individual access o Perscnally idertfiable Informaton to the

eman that

1. Such access would projudice the confidentialily necessary lo comely with regulatory
raquiraments, cr braach Participart's confidential iformation of the corfidential information
of others,

2 Tre burder o cost of provicng access would be cisproportionate or The legtimate nghts o
irterests of others would be voRated. However. Particpant may not deny access on the
b of cost I she Inaidual offers to pay the costs of access; of

3. The requested Pl is derived Niom public records o s Publicly Avalable Information and is
it combined with non-pubic resard or nan-pubiicy available informetion.

I M Participant cionies ncoans 1o P11, Particioant must srovids the Individual with an explanation of
why access wis dertad and conliact ieformation for Rrther loquiries regarding the denial of
‘access.

5 P — .

8. Al newslstiers and promotionsl emall messages thal Participant sends i the Indivadual must
include Participart's postal addrass and o functional unsubacribe mechansm.

B The Ibaation and instructions: concerring Ihe uwsubseribe mechansm mus be Cloar ard



TRUSTe, INC.

Complaint

EXHIBIT A

981

Understanding TRUSTe's Privacy Requirements ‘ittpe//www.truste. com/privacy-progr

6of 12

Corsplcuous, mnd the mechanism Raell must be fUncSonsl for Mo fewser I thirty (307 Says.
*olicwing the sending of the rewsietier or promotoral emall mossage.

= Participant must konor the Indivduals request o wsubscribe from 2 rewseetier or promotional
email message beginning on the terth (10) business day after the Participant receives the
LrBuoscrite request, Lriess the Indiadus! subsecuentyy TeqUERS 1o recene newsletters or
promotional emal messages from Particpant

2 Ar ursubscribe machanism is rot requined for admisistrative or cusiamer service-relsted email
messages {e.g. accourt Menagsment of provisionng o regueslec services, wararty o recall
MOIMAtion Satety 6 SECUTY APMCUNCRMErts)

Bl Disclopure of PII
2 A Participart may allow 3 user to past PIl in an arline ‘orum, chat reor., blog o other publc
forum, where the Pl being disglayad was piaced theve by 3 user who i ais0 e Indivdusl
<. If approgriate and commercialy reasonable, prowids @ ProCeSS o MeCTarism 10 akow ne
Individual 1o request imely removal of ary publcly dispieyed Pil where 7 has boen legay
ang rghtfuey shered, ang
2. Stale in ine Frivacy Staterrent how the Indidua! can reques! removel of publicy dsplayed
PIl,

B The Privacy Statement shill stile OrMalion poshed by |AIvIdUals in oriing foiuTs, chat reams,
tiogs, of ather publc forum may oo dsplayed pusicly.
& The Privacy Statement shall scowrstely describe the extent to which an Inghidual's dispayed Pil is
[pudicly awaiiatie.
o i Participant prowses & publicly accessible onine drecory of simiar servoe, (o Particisant snail:
1. Provide the Indnid.s|  reascrabie and appropriste mechanism to request emaval of ther
Pl from the directory
2 Ensure the mecranism is consistent with Fow the Ingividual normally interacts of
communcates with the
3 Stalo in the Privacy Statemert how the Individusi can requost removal; snd
4. Sueh meshers to request removal of & listing where 85Cess 16 the oaline drectery of
similar service ' liited to other registered Indivduals may be contingent on the Indicual
o longer kg that sanvice.

8. Materal Changes

a Partopant mest netiy indivisusis of any Material Cranges to its Pl coliection, use, or disclosure
practices prior o making the change.

b Participant mest obtan prior aporoval from TRUS Te
1. For any Matenal Change in its Pil collection, use. or cisciosure practices: and

2. For muthod and notice to Indlviduals, such 23 erail, in producl” messaging, el

D Privacy Stalément
1. Participant ghall martan and abide by an accirate up-to-date Privacy Statement approved by TRUSTe

i 25 soie discretion that states Partcipant's informatior practices and is in conformarce with these

Program Reguirements induding, bat not Emited fo:

& What information is collectsd, either through active or passive means, type of emity(ies), exciuding
Senice Provigers, colecting the formation, and "ow the collated informaton s used.

b What types of Third Parties if any. including Service Provders. collectes information s shared
Wit

"

Whether PIl is aprended with infarmarian obtained from third party soutces;

How ard when the Individual can eserciee cholce as required in these Program Regquirements
Fow e Individa can request access 10 Ihelr Infomaton as required in these Program
Requirements

What types of security measwres are in place 1o prolect collected nformation as requIred I thess.
Program Requirements,

@ V¥hat tracking technologies ara used by the Parficioart or Third Partes including Service
Provioers and the purpose for Lsing thoss lechnologies:
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h. How the Indhadus! can contact e Paricpent. ncluding company rame, omil address o a Iink 1o
an oning form. and phySIiCai adaress:

* How the Indivecua’ will be notif'es of any Materia! Changes in the Parborant's privacy praciices;

| That colectsd rlormaton s subct 1o dscisire cursuant 1o pGGia 37 oiner GOt
S2poenas, warrarts, orders, o f te Partcipast merpes wih or i sequirec by a Thirs Party, or
goes bankpt,

& Efgctive date of Privacy Statemert,
1 if raquired, statement of panticioation in the TRLUSTS program and defne parbeialion scoos; and

Informattion on hew 1o contact TRUSTa to axpress concarns regarding Particioart's Privacy
Staterent or prvacy practices

2. At aminmum, Paricpart shall ink to @ Comgrehersive Privacy Stalement inat discloses the
Participant’s information practices.
Access 10 the Privacy Stalement snal be Clear and Conspicuous.

@

4. As commercialy reasonable, Privacy statemen must te avaiabie when e Indivdual engages with the
Participart. such s through an appicston. Wed site womepage o lancing page.
5 Privacy stalement musst b SvATaDRS a1 The oIl Where e Individual srovioes P11, of INFough @ common
focter.
6. Particpant shall treat all colected information in accorcance wilh the posted Prvacy Statement in effect
i the tme of coliection unkess Ine Indvidual otherwise hes given Express Consent,
7. Snon Nalice
@ Il Participant chooses. they may prowde @ Short Notico hghighting thew mformation practices
including but rt Irmined to:
1. Summarize what information is coliecied by the Parbopant and how the Participant collects
that informetion, Bithar IMOUZA ACEVE OF PASSAS MEBNS;
Summarize how Participant wes collected nformatisn;
3. Whether Pariicpant shares Pl wilh third parties, exchading Service Providers,
How the Indhdual can axercise choice and request access DUrs@T 10 these Program
FRequirements; and
5. How to contact the Parlicipant mcluding company name, emal address or link ko onine
form, and postal adcress

[

b Actess to the Short Notice shal be Ciear and Conspicunus.

© Shon Nolice Shal Ink 10 Gomprens sme Privacy Statement
1 Access to the Comprotensive Prvacy Stalermens shal be Cear and Comspicuous.

d. Any Short - with Compr ive Privacy Statement

& Justin Tune Notice:
a I Participent chooses 10 provide Just in Time Notoe, the Just in Time Notioe shall be conssient
with Comprehenswe Privacy Statement

[Eptegn Language Privacy Sialemen

a I Parlicipant sesks TRUSTa cartification of a Privacy Statemert in a language other than English,
TRUSTe shall use commarcialy reasonablo offorts i verlly that Particiosnt's Foreign Language
Privacy Statement is an eccurale trarsiaton of Partciperd's English lenguege Privacy Statement.

b Parizpant sral ensute that its privacy praciices are the same, and inat the Foreign Language
Privacy Statement provices materally the same description of Paricpant's omacy practces as
Particpant's Englsh Language Praacy Statement

© Padicpant must aotly THUSTe of any Material Crangas to s Fereign Language Priacy
Statemert and submit changes o TRUSTe for review and approval

E. Data Goveimncs
1. Particoant shall impiement controls and processes to mamge and protect Pl witnin lis contral including
the ones isted in this Section IILE.
a2 Such conirols and processes shafl be
1. Appropriats to the 576 of the Participant's business: and
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2. Agpragriate 1o the level of sansinay of the data collacted and siored

2. Dets Secuily
2 Participant mest implement commercialy reascratie procedires 10 protect Pl withr its contral
from unautharced access. se, siterstion, disCosure, o Oistrbution

b Pactopant shal martain and sudt meermal nformaton ICAN cgy Systems withn Partcoan's
control such as
. Reguiarly mosdor and repair systems inclufing ssrvers and deskions for inow
vingrabiiies;
2. Limit access a~d use of Pil, o Thie Party P, to persorrel with @ legitrmals business
nesd Wiere nappropriate scoess, use, or dacioswe of such PIl. or Third Party P11, coud
cause firancial. physical, or reputational "arm &= the Individual,

3 Implamant profaction against ohshing, $pam, vreses, data loss, ans Taware, and

4 Usa reasonatie encyphion methods for irarsmason of information across wireiess
networks, and storage of information f the inappropriate use or disclosure of that
information could cause firancial, physical, or reputational harm o an indiidual

© Paricipant shal uti 2o encryation suct as Secure Socket Layer For the transriasion of mfermation
i e napproorane use Of disclosure of that Informaton could cause fnancai, chysical, or
regutational e 10 An indwvdual

d Access to Pil or Third Party Pil re‘ainad by Participant must be at leas? restricted by .semame
and password ¥ the inappropriate use or disclosurs of that information coud cause firancial
Prysical, of repuatonal harm 1o an ndividual.

@ Privacy Stalemert shal slate that security measures are in pldce 10 protect colected Pl andior
Thed Party PIi

2. Doa Qualily
@ Partcipant snal take commercialy reasonable steps when collecting, creating, maintainng, using,
dgcioting of gistreating Pl 1o assure thal the (rformation is sufficiently aceurats, complete.
elavant, and timely for the purposes for which such infermalion is to be used.

B I any informarion collected by e Participant about an Indivoual is dispoted by that Indiviowal and
i found 1o be iaccurate, incompiste, of cannot be venifes, Particpant shell promptly deiete or
modty {hat item of mformation, as appropriate. based on the resuts of e mestigation

4. Data Retention
2 If 2 Panticipant recaives and retains Pl o Trire Party PIL, the Paricipant must imit ts resention to
o fonger then commercially ussul to carmy out its businss purpose. or legally requires; snd must
disclose n their Privacy Stalement fow long thiy wil retein 1hat intormation,

D Repardiass of e Ume period of retention. 50 kg as a Paricipant has Pil or Thrd Party Pl in its
possassion or cotirol, the requrements included heen shall apply to uch information

5. Seoace Providers
@ Panicipart must tike COMMENcialy FBASCHADM §1E0 10 eNure hat s Service Providers win

whom | shares Pl either:

1. Abide by Partoparts privecy poficies &8 rafiectod in Particpant's Privacy Statamert: or

2 Abide by privacy poicies that are subsamially equivalant (o Paricoant's privacy poicies as.
reflecied it Paricipant's Prvacy Siatement; and

3. Abidu by the rghts and coligasiors attached to the P by the Pamisipant ragarding the
securfty, ‘negrty. se and of the Pil

\User Complairts and Feedback
a. Particpant shall crovide Loers with reasonablo, approsriate, smle ard efective means to submit
complaints, express concerns, or crowde faedback regardng Paticipart’s privacy practoes

b Pamcpant shall a0 cooperats won TRUSTE'S effons 12 ivestigate ang rescive nar-rvoious
prvacy complaints, quastions and concerns rased etter by
1. Users thvough TRUSTY's diapere resaltion process: er

2 TRUSTe

7. Data Breach

983

http// www. riste.

pri

progrant
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& Participant must notrty an Indnicka of a cata bresc wihin 45-days o a krown breach as.
required by law o if the unauthoried declosure of PIl can cuse firancial, physizal, or
reutational hamm to the Indivicusl uiess otherwise requred by law.

b Uriess otrerwise requirsd by isw. notics to the Indvdus must disciose e foilowing:
1. Thar » braach oocured

2 What type of irformation wae braached;

2 Whan the besach happened,

4. What steps Indniduas can fake 1o proloct themsshes;

5. What the actiors the Particizant is taking regarding the oresch (a9 meslipato); and
8. VWhat stecs the Paricipan 's tng (o ensue he event toes rot happen again.

«© Participant must notfy TRUSTe when 1 belleves a data breach oocured. Participant must provide
TRUSTe a copy of the notice ' be se or sent to alfected Individualis).

F Batevoral Targsting
1 Paricpants engagng in Behaworal Targetng or Retargsting shall disclose the Iolowing regardng

Partcipant's Beravioral Targeling andior Relargeting Practices i its Privacy Statement

& I information, cobected either through active or passive means, is used by sither the Pact cipant
or Trird Party(jes) for tha purpase of Behavioral Targetng or Retargeting;

B I Pil collectad by the Particpant is lirked io information collected thvough Web usage activity
from sources, e 5. Wb siles ofher than Particicant's, for the pupase of Benavioral Targeting or
Petargeting:

© Wihether Pil or Third Party P1I is colected by, or shared with, additioral Third Parties for the
purposes af Behavorsl Targeting or Retargeting, and

2 HOW 8N winen Me INJMdual can exercss chaloe &S requined In tnis Sacuon [11.F.

Participant shall peswide inetrucions of ik 1o @ mecharie that enables the Indiicual to withdraw

consent fur e use of their information for the purposes of behavicral adverising

8 Atamirirum, Such RSrustions of ink shal be made availsble i the Particioant’s Privacy
Staterment.

3 Partomant engagng in Behanioral Targetrg of Ratargeteg shal oier choce 1o the Indvidust as folows
& An Indiidual must be provided an opportunly o wihdraw consent 1o hawing P Irked o
irformation collect=c trough web usage activity for the pupose of Behaviral Targetng or
Retargeting;
b An Indiidusl must be arovided an oppOTtUNty to withdriw Cansent 1o aving PIl shared with Third
Partis, other than Sevice Provicers, for t'w purpose of Behavioral Targeting of Retargeting sl
he time such Pl is collected; ard

© Express Consent must De oblained prior 10 sharing PIl with Thind Paries, oiher inan Service

Providers, for the purposes of Betavoral Targeting or Retargeting, # the unaulhorized vse o
ESCAORTA OF AL INESITANION COUK EAUNS NNANCEAL OF EITYSICH MBI 10 AN INAVaUAl

6. Soci Networks
1. Panicpants that esabis USers [ redwors with olher LSers of A commarity need 10 comgly it the

fovung
2 Epross “equired for ol @ profie.
5. Pravide a reascnabile and appropriat moehanism ic allow the Indhizusl 1o manage ther Eriacy
satiings.
1. Mecharism should be Consistar wih Now the Inghagusl narrally irteracts o
communiestes wih the Pamicant

2. Mecharism shall be clear. conspiouous, and easy 10 use
3 Mecharsm shal confitm (o Indladual that arvacy settngs hawe baen sat. and
4 Privacy Stateront shall state now the Indivisual can Lpdate thewr privacy settings.

£ Proves a reasonabie and approgriate mecharism 1o allow the Individual request Seletien of

doactivation of a profes.
1. Mecharism snoui De: ConSSIErt with how The Indvicus! normaly Interacts or
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comyrunicates with the Fartcpant

2 Mecharism sha' be clen’, consgscuois, and easy 1o a0

3. Mecharism shal corfirm o |-civdal prfie has been deleted of deactivaled, and

4 Privacy Statoreti sha! siate row e (nGiidusl can "eqJes! Geton of desdtvation cf
i profie

d Provide & reasonable and approprate mechatiam to akow the Indaidua’ 'o request remova’ of an
unauthonized prodis.
1. Mecharism should be consisient with how the Indimdual normaly inecacts or
communicates with the Partcpant
2 Mpchanism shadl b= Clear, conasicucus, and easy 1o use
3 rfirm to ingaadusl the: 2ad profile Tes been removed, and
£ Privacy Stalerert shal state how the Indicial can reques! remoa’ of an snathodard
profiie.

e Individuals betwesn the ages 1317 must provide Express Consent 1o the colipcton, use
ssclasure of ether
1 Pl pertarng 15 tal Indviduak of

2 Thed Party P partaining ko an incwidual batween the ages of 13-17

* M Parlicicant eradles users o imoon Thed Party P1I em anciher source 1o their profie, The:
Paricpant must <o fre following
1 Treat all colscted rformation as if & is Thra Party 1l a5 butined in Section 1l| G.¢
8. Coflected miormation cannot be used to create & pubiishabie profie wisss the.
Paricipant obtains the Express Congant of the IndudLal

2 Prowde Clear and Conspicuoes solioe 10 the user as to why they are providing a password
o other acoess fo their amail account; and

. USEL and US-Swias Sefe Harbor Requirements.
A. Partinarts wart to self-cerfify with the Departmint of Commarcs (DOC) for compiiance with the LS -E.U

‘Sale Yarbor or Swiss Sate Marbor Frameworks and list TRUSTe a3 its thra party dispute resolution
comply with the ogr and the folowirg
1. Paticoant must provide an Individual with access 1o P within thirty (30) calndar days of request.
& If Participant does not provide an Indiicual the requesied access within thirty (30) caiencar days
of e indwdLels request, Paricoant must provide The Indvidual with & timeling estabishing when
the requested access will be provided

b Privacy Staterert shal disciose ihe timeline aatabishng wihon [he Indhidusl can expect &
response to ther request for access.

2. Privacy Stetement shall inclute the foiowing etstemert: “[Participant] complies with the [E U JSwis]
Sate Harbor Frameworh as sel forfh by the U5, Depariment ol Commerce regarding the collection, use
and retertion of personal om [the 3
2 The stalement must incude the faliowing link 10 the Department of Commerce's Web ste

Hitpiliaxport gawssfeharber

V. Additionsl Crmil Requirements
A Partcacts wanling 10 be certified for practices around the sending of commercial and promotionsl emall must

comety with the Minium Program Requirsments and the fallbwing.
. Pasicipants must ensure that the following dsciosures e acossaitie om the point of emal address
cofiaction axcap! whers emall acdress is used ony 10 aumenticato an indwaal for purposes of
accessing thal Indwouals account nformation
A The nature of commercial or promotional amal mossages 1o be sent and the fypes of antres that
will be providing confer,

b Whaiher Participant sels, rerts or otherwiss shares Recpents’ smail address with Third Parties
othar than Senvice Provaers and

o If recaiving of
disclosure of such requirement

il messages & A 0 recelve a service, &
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2. Prio 10 sending commercial or promotions! amall messages the Recicker must be provided e
EOOTIRY 10 WY aw COMSENt te ranang hishor emad address added 15 a mailing st Comwarcal o
jpromotiona’ omad messages sent under 1 foim of consent must includks Clear and Comspicuous.
iderziication that the message 's en advertisement o salclaion.

3. 1 Participart. has rol coliectsd the Recpent's small adaress directly, the Participant must perforrn dus

@igence to ensure Tl Clear and Compiouous notice was provided regarding the use and cisdoswre of
ne Recpien’s emsd adsress, and that the Ingivdual had the oppericiy 10 withdran consent.

B. Partcoent AccourtEpify. Paniciart shel ersure 178! e mail KrastrLotre LSed 10 Send emal MESSages 'S
well martained and ope-aied i A responsile mann.
1. Email address ist manienance systems mUst b smploynd o relistly receve Brd procass BoLnoes and
olrer “eples from recening retworks.
2. The Partcipart's IP acdress{es) for curgoing emal must rave vald reverse DNS entries. The IP address
of the host name of the reverse DNS antry must maich the |P address of the sanding mail server.

3. Partcpant must create and maintain the standard role ema’l accounts atuse@sendar domain and
postmaster(fsecer comain for all of =z domains thal send amail & orcer fo faciltate ha~ding
compiants and orer ssues.

4, Partcpant must comply with relevant intemel siandarss such as the Netwark Warking Grows Reguest

for Gomment ("RFCY) Nos, 2021 and 2622, which describe how Emil Mossages must be formatted in
wwwhmmmdrwmmm

C. Transparency. Pariicipant shal ensure that email messages e truthful and accurately idemify the source of
the message,
1. Tne domain rame of message headers must 1ot be falsiied of COSCUTE I any way.

2 The subact lire and contert of every email message must ot be false or msleadng.

1. Mobile Services
A Paftcipants wanting 1o be Certified for collecting Pl hrough an app|caticn on a Mobile Device of through @
Wit st optimized for & Mobile ‘comply witr: Program anc the
Tellowing.
B Mobic Short Notice:
1. Partcipants will previde erhanced rotes outside of the Privecy Statement By linking from a TRUSTe icon
o ted fink fo & TRUSTe-hosted Short Motice
2. The folowing disclosures wil appear withr the TRUSTe-hosled Short Notice:
2 Winether geo- ocation GaiA is coiected and how Gec-ISCation 4ata IS usad

b What lypes of rio-mation s colected and how It is used,

© Whether Particioant shares PIF with Third Parties, ncluding Service Prowders,

d How Ihe Inghvidua’ can exercise choloe and request acoess pursLant 1o these Program
Re=quirements:

& VWhat Iracking fechnologies are used by the Particioant o Third Partes inciudng Servics
Prosiders and the pur pose for using those technologes,

T VWt security maasures are in place 1o protect eslecten information as required in thess Program
FRequirements; and

g How the Individual can cortact the Parbcipant, including company rame. email agddress o a link 1o
anonine form, and physical address.

C. Geo-ocstion Data
1. Paricipant mus! ogtain Express Consent from ihe Indiicua! the Trst time Geo-iocation Data is used by
1% Parlicipant 10 provds sanieas.

2 Partisipant may provide additional netificatons traugh a Just in Time Notics & & poruistant on 10
remind Individuals tat their Gec-location Dela s being weed by the Paricipent 1o provide 2 senvce.

3 Pamtopant mus: obtair Express Consent from the Indidcual prios 10 e shanmg of Geo-location Diata
‘with Third Parties cther {%an Sorvice Prowders.

4 Participan mus? octain Express Conser from the Indidzunl prior to any use of Geo-location Datw for
Secordary Purposes.

D. Privacy Statemart snall state:
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1. What irfarmation s coliscted Ifom an Incivduals Mobile Device,

2 Wihethet information i shared with Srother applieation nstalled on the indudusl's Mctrie Devoe,

3 How Geo-location Data s used,

4 1f Geo-iocation Deta  used to create & profile acout the Indvidus

5 How long Geo-bcaton Data is "stained

. WWhat type of Third Parties, Indusing Serioe Providers = Geo.location Data s shared wih and for what
B0t

How the Individusl car resirict the disckosure of Gec-ocation daia to Thisd Parties. and

How the Individuss can revoke conserd 10 tne Participart's colection and use of Goo-Locatior Data.
a Such macharism shall be easy 'o use.

@ o~
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DECISION AND ORDER

The Federal Trade Commission (“Commission” or “FTC”),
having initiated an investigation of certain acts and practices of
the Respondent named in the caption hereof, and the Respondent
having been furnished thereafter with a copy of a draft of
complaint that the Bureau of Consumer Protection proposed to
present to the Commission for its consideration and which, if
issued by the Commission, would charge Respondent with
violations of the Federal Trade Commission Act (“FTC Act”), 15
U.S.C. § 45 et seq.;

The Respondent, its attorney, and counsel for the
Commission having thereafter executed an Agreement Containing
Consent Order (“Consent Agreement”), which includes: a
statement by Respondent that it neither admits nor denies any of
the allegations in the draft complaint, except as specifically stated
in the Consent Agreement, and, only for purposes of this action,
admits the facts necessary to establish jurisdiction; and waivers
and other provisions as required by the Commission’s Rules; and

The Commission having thereafter considered the matter
and having determined that it had reason to believe that the
Respondent has violated the FTC Act, and that a complaint should
issue stating its charges in that respect, and having thereupon
accepted the executed Consent Agreement and placed such
agreement on the public record for a period of thirty (30) days for
the receipt and consideration of public comments, and having
duly considered the comments filed by interested persons, now in
further conformity with the procedure prescribed in Commission
Rule 2.34, 16 C.F.R. § 2.34, the Commission hereby issues its
Complaint, makes the following jurisdictional findings, and enters
the following Order:

1. Respondent True Ultimate Standards Everywhere,
Inc., also doing business as TRUSTe, Inc., is a
privately-owned, Delaware corporation with its
principal office or place of business at 835 Market
Street, Suite 800, San Francisco, California 94103.

2. The Federal Trade Commission has jurisdiction of the
subject matter of this proceeding and of the
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Respondent, and the proceeding is in the public
interest.

ORDER

DEFINITIONS

For purposes of this order, the following definitions shall

apply:

1.

“Seal” shall mean any trustmark, logo, seal of
approval, emblem, shield, or other insignia Respondent
has offered or provided for placement on a company’s
website, including, but not limited to TRUSTed
Websites, COPPA/Children’s Privacy, EU Safe
Harbor, TRUSTed Cloud, TRUSTed Apps, and
TRUSTed Data.

Unless otherwise specified, “Respondent” shall mean
True Ultimate Standards Everywhere, Inc., and its
successors and assigns.

“Commerce” shall mean as defined in Section 4 of the
Federal Trade Commission Act, 15 U.S.C. § 44.

“COPPA” shall mean the Federal Trade Commission’s
Children’s Online Privacy Protection Rule, 16 C.F.R.
Part 312.

“COPPA safe harbor program” shall mean any self-
regulatory program [guidelines] established pursuant
to 16 CF.R. § 312.11 of the Federal Trade
Commission’s Children’s Online Privacy Protection
Rule and operated by Respondent.

IT IS ORDERED that Respondent, directly or through

any corporation, subsidiary, division, or other device, including
franchisees, or licensees, in connection with the advertising,
promotion, offering for sale, sale, or distribution of seals or
certifications, or any other substantially similar product, in or
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affecting commerce, shall not misrepresent, in any manner,
expressly or by implication:

A. The steps it takes to evaluate, certify, review, or
recertify ~a  company’s  privacy  practices;

B. The frequency with which Respondent conducts any
such evaluation, certification, review, or recertification
of a company’s privacy practices;

C. The corporate status of Respondent and its

independence; and

D. The extent to which the person or entity is a member
of, adheres to, complies with, is certified by, is
endorsed by, or otherwise participates in any privacy
program sponsored by Respondent.

IT IS FURTHER ORDERED that Respondent, directly or
through any corporation, subsidiary, division, or other device,
including franchisees, or licensees, shall not provide to any person
or entity the means and instrumentalities with which to make
directly or by implication any misrepresentation prohibited by
Part 1 of this order. For purposes of this Part, “means and
instrumentalities” shall mean any information, including but not
necessarily limited to, any required or model language, for use in
any privacy policy or statement for display on a website or mobile
application covered by any seal or certification provided by
Respondent, or any other product or service covered under this
order, in or affecting commerce.

IT IS FURTHER ORDERED that Respondent for ten (10)
years after the date of service of this order, as part of its annual
report required to be submitted pursuant to 16 C.F.R.
§312.11(d)(1) of the COPPA Rule, shall, in a sworn statement
provide:
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A. The total number of new seals awarded to participants
in any COPPA safe harbor program in the preceding
reporting period;

B. A detailed explanation of the mechanisms used by

Respondent to assess the fitness of new applicants to
any COPPA safe harbor program for membership in
the program;

C. A detailed explanation of the mechanisms used by
Respondent to assess the continuing fitness of an
existing participant in any COPPA safe harbor
program for membership in the program; and

D. Any additional steps Respondent undertook to comply
with the requirements of 16 C.F.R. § 312.

Unless otherwise directed by a representative of the Commission,
all statements required by this Part shall be sent by overnight
courier (not the U.S. Postal Service) to the Associate Director of
Enforcement, Burcau of Consumer Protection, Federal Trade
Commission, 600 Pennsylvania Avenue NW, Washington, D.C.
20580, with the subject line In the Matter of TRUSTe, Inc., FTC
File No. 1323219. Provided, however, that in lieu of overnight
courier, notices may be sent by first-class mail, but only if an
electronic version of any such notice is contemporaneously sent to
the Commission at Debrief@ftc.gov.

V.

IT IS FURTHER ORDERED that Respondent shall
maintain and upon request make available to the Federal Trade
Commission for inspection and copying, a print or electronic copy
of, for a period of ten (10) years from the date of preparation:

A. A detailed explanation of assessments Respondent
conducted during the preceding reporting period to
determine the fitness of new applicants to any COPPA
safe harbor program for membership in the program,;

B. A detailed explanation, including the frequency, of
assessments Respondent conducted during the
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preceding reporting period to determine the continuing
fitness of an existing participant in any COPPA safe
harbor program for membership in the program;

Any documents related to consumer complaints,
received in the preceding reporting period, alleging
violations of any COPPA safe harbor program by
Respondent or by participants in any COPPA safe
harbor program;

Any documents related to records of disciplinary
actions taken in the preceding reporting period against
participants in any COPPA safe harbor program; and

Any documents related to approvals of COPPA safe
harbor program participants’ use of verifiable parental
consent mechanism under 16 C.F.R. § 312.11(d)(1).

V.

IT ISFURTHER ORDERED that within five (5) days of

the date of service of this order, Respondent shall pay $200,000 to
the United States Treasury as disgorgement, as follows:

A.

The payment shall be made by wire transfer to the
Treasurer of the United States, in accordance with
instructions  provided by the Federal Trade
Commission.

In the event of any default in payment, interest shall
accrue, computed pursuant to 28 U.S.C. § 1961,
from the date of default to the date of payment.

Respondent relinquishes all dominion, control, and
title to the funds paid to the fullest extent permitted by
law. Respondent shall make no claim to or demand
return of the funds, directly or indirectly, through
counsel or otherwise.



TRUSTe, INC. 993

Decision and Order

VI.

IT IS FURTHER ORDERED that Respondent shall
maintain and upon request make available to the Federal Trade
Commission for inspection and copying, a print or electronic copy
of, for a period of five (5) years from the date of preparation or
dissemination, whichever is later, all documents, whether in
written or electronic form, that relate to compliance with this
order, including but not limited to:

A. all advertisements and promotional materials
containing any representations covered by this order,
with all materials used or relied upon in making or
disseminating the representation;

B. consumer complaints (whether received directly,
indirectly, or through any third party) that relate to
Respondent’s activities as alleged in the draft
Complaint and Respondent’s compliance with the
provisions of this order; and any responses to such
complaints;

C. copies of all subpoenas and other communications
with law enforcement entities or personnel, if such
documents bear in any respect on Respondent’s
activities as alleged in the Complaint and
Respondent’s compliance with the provisions of this
order; and

D. any documents, whether prepared by or on behalf of
Respondent, that call into question Respondent’s
compliance with this order.

VII.

IT IS FURTHER ORDERED that Respondent shall
deliver a copy of this order to all current and future subsidiaries,
current and future principals, officers, directors, and managers
having responsibilities relating to the subject matter of this order.
Respondent shall deliver this order to such current subsidiaries
and personnel within thirty (30) days after service of this order,
and to such future subsidiaries and personnel within thirty (30)
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days after the person assumes such position or responsibilities.
For any business entity resulting from any change in structure set
forth in Part VIII, delivery shall be at least ten (10) days prior to
the change in structure. Respondent must secure a signed and
dated statement acknowledging receipt of this order, within thirty
(30) days of delivery, from all persons receiving a copy of the
order pursuant to this Part.

VIII.

IT IS FURTHER ORDERED that Respondent shall
notify the Commission at least thirty (30) days prior to any change
in the corporation(s) that may affect compliance obligations
arising under this order, including, but not limited to: a
dissolution, assignment, sale, merger, or other action that would
result in the emergence of a successor corporation; the creation or
dissolution of a subsidiary, parent, or affiliate that engages in any
acts or practices subject to this order; the proposed filing of a
bankruptcy petition; or a change in the corporate name or address.
Provided, however, that, with respect to any proposed change in
the corporation(s) about which Respondent learns fewer than
thirty (30) days prior to the date such action is to take place,
Respondent shall notify the Commission as soon as is practicable
after obtaining such knowledge. Unless otherwise directed by a
representative of the Commission, all notices required by this Part
shall be sent by overnight courier (not the U.S. Postal Service) to
the Associate Director of Enforcement, Burcau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue
NW, Washington, D.C. 20580, with the subject line In the matter
of True Ultimate Standards Everywhere, Inc., FTC File No.
1323219. Provided, however, that in lieu of overnight courier,
notices may be sent by first-class mail, but only if an electronic
version of any such notice is contemporaneously sent to the
Commission at Debrief(@ftc.gov.

IX.

IT IS FURTHER ORDERED that Respondent, within
one hundred twenty (120) days after the date of service of this
order, shall file with the Commission a true and accurate report, in
writing, setting forth in detail the manner and form of its
compliance with this order. Within ten (10) days of receipt of
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written notice from a representative of the Commission, it shall
submit an additional true and accurate written report.

X.

This order will terminate on March 12, 2035, or twenty
(20) years from the most recent date that the United States or the
Commission files a complaint (with or without an accompanying
consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of
such a complaint will not affect the duration of:

A. Any Part in this order that terminates in fewer than
twenty (20) years;
B. This order’s application to any Respondent that is not

named as a defendant in such complaint; and

C. This order if such complaint is filed after the order has
terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal
court rules that Respondent did not violate any provision of the
order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the order as to such Respondent will terminate
according to this Part as though the complaint had never been
filed, except that the order will not terminate between the date
such complaint is filed and the later of the deadline for appealing
such dismissal or ruling and the date such dismissal or ruling is
upheld on appeal.

By the Commission.
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ANALYSIS OF CONSENT ORDER TO AID PUBLIC
COMMENT

The Federal Trade Commission has accepted, subject to final
approval, an agreement containing an order from True Ultimate
Standards Everywhere, Inc. (“TRUSTe”).

The proposed consent order has been placed on the public
record for thirty (30) days for receipt of comments by interested
persons. Comments received during this period will become part
of the public record. After thirty (30) days, the Commission again
will review the agreement and the comments received and will
decide whether it should withdraw from the agreement or make
final the agreement’s proposed order.

This matter involves respondent’s marketing and distribution
of a variety of online privacy seals (“seals”) for companies to
display on their websites. The FTC complaint alleges that
respondent violated Section 5(a) of the FTC Act by falsely
representing to consumers the frequency with which it reviews
and verifies the practices of companies displaying its website and
mobile seals. Specifically, the complaint alleges that from June
1997 until January 2013, respondent failed to conduct annual
recertifications for almost 1,000 companies holding respondent’s
TRUSTed Websites, COPPA/Children’s Privacy, EU Safe
Harbor, TRUSTed Cloud, TRUSTed Apps, TRUSTed Data, and
TRUSTed Smart Grid seals. In addition, the complaint alleges
that respondent provided to its sealholders the means and
instrumentalities to misrepresent that respondent is a non-profit
corporation. The FTC complaint describes, with specificity, that
following respondent’s transition to a for-profit corporation in
July 2008, respondent recertified numerous clients whose privacy
policies continued to describe TRUSTe as a non-profit entity.

The proposed consent order contains provisions designed to
prevent respondent from engaging in similar acts and practices in
the future. Part I of the proposed order prohibits respondent from
misrepresenting (1) the steps respondent takes to evaluate, certify,
review, or recertify a company’s privacy practices; (2) the
frequency with which respondent evaluates, certifies, reviews, or
recertifies a company’s privacy practices; (3) the corporate status
of respondent and its independence; and (4) the extent to which
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any person or entity is a member of, adheres to, complies with, is
certified by, is endorsed by, or otherwise participates in any
privacy program sponsored by respondent. Part II of the proposed
order prohibits respondent from providing to any person or entity
the means and instrumentalities (including any required or model
language for use in any privacy policy or statement) to
misrepresent any of the same items in Part I of the proposed order.

Parts III and IV of the proposed order contain additional
reporting  requirements  with  respect to  respondent’s
COPPA/Children’s Privacy seal. First, the proposed order
expands respondent’s COPPA recordkeeping and reporting
requirements to ten years. Second, the proposed order requires
respondent to report (1) the number of new seals it awards; (2)
how it assesses the fitness of members; and (3) any additional
steps it takes to monitor compliance with the safe harbor
requirements. Third, the proposed order expands respondent’s
COPPA requirement to retain consumer complaints and
descriptions of disciplinary actions to include consumer
complaints related to respondent and its safe harbor program
participants as well as all documents related to disciplinary
actions taken by respondent. Fourth, the proposed order imposes
additional COPPA recordkeeping requirements, such as a
requirement that respondent retain detailed explanations of
assessments of new and existing applicants in any COPPA safe
harbor program.

Part V of the proposed order requires respondent to pay
$200,000 to the United States Treasury as disgorgement.

The purpose of this analysis is to facilitate public comment on
the proposed order. It is not intended to constitute an official
interpretation of the proposed complaint order or to modify in any
way the proposed order’s terms.
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STATEMENT OF CHAIRWOMAN RAMIREZ,
COMMISSIONER BRILL, AND COMMISSIONER
MCSWEENEY

We write to express our strong support for the complaint and
consent order in this case.

The Commission unanimously supports Count I of the
complaint in this matter, which is of paramount importance, in
light of TRUSTe’s unique role in increasing consumer trust in the
global marketplace and ensuring the effectiveness of relevant self-
regulatory frameworks. TRUSTe operates privacy-related self-
regulatory and oversight programs for businesses and offers
certified privacy seals for program participants, including (1)
COPPA/Children’s Privacy, which certifies compliance with the
Children’s Online Privacy Protection Act and implementing
regulations; (2) EU Safe Harbor, which certifies compliance with
the U.S.-EU Safe Harbor Framework; (3) TRUSTed Apps, which
certifies the privacy practices of mobile applications; and (4)
APEC Privacy, which certifies compliance with the Asia-Pacific
Economic Cooperation Cross-Border Privacy Rules System.'

In Count I, the Commission alleges that TRUSTe promised
consumers it would annually recertify its self-regulatory program
participants for compliance with TRUSTe’s privacy program
requirements, but that, in many instances, it failed to do so.
Annual recertification is a cornerstone of the service TRUSTe
provides. It helps ensure that companies (1) continue to follow
TRUSTe’s program requirements, (2) do not make material
changes to their practices or policies without appropriate consent,
and (3) periodically consider the impact of technology and
marketplace developments in their privacy practices. TRUSTe did
not fulfill its obligations; today’s order helps to ensure that
TRUSTe will do so in the future. Consumers who see the
TRUSTe seal on a website or mobile app should be confident that
a trusted third party has kept its promise to review and vouch for
the privacy practices of that website or mobile app. We also

' TRUSTe’s APEC Privacy certification program was not the subject of

the allegations in the complaint. TRUSTe became an “Accountability Agent”
for the APEC Cross-Border Privacy Rules System in June 2013, and issued its
first certification under that program in August 2013.
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believe that Count II represents an appropriate use of “means and
instrumentalities” liability. At the time TRUSTe provided model
language for its clients’ privacy policies stating that TRUSTe was
a nonprofit entity, there is no question that the statement was true.
However, after TRUSTe informed clients of its for-profit status in
2008, many clients neglected to update their policies and
continued to represent that TRUSTe was a nonprofit entity. These
ongoing representations by TRUSTe’s clients clearly became
deceptive once TRUSTe converted to a for-profit entity. Yet for
five years, TRUSTe continued to recertify some companies that
included this deceptive statement, that TRUSTe itself had
disseminated, in their privacy policies. TRUSTe was well-
positioned to rectify the misrepresentation about its own corporate
status — it could have elected simply not to recertify the
companies in question until the misrepresentation was cured. It
failed to take this straightforward step and instead continued to
bless the language at issue by giving the companies its seal of
approval.

In Shell Oil Company and FTC v. Magui Publishers, Inc.,
which Commissioner Ohlhausen cites in her statement, the
Commission concluded that by providing customers with engage
in deceptive acts or practices.' In this case, although TRUSTe
disclosed to clients its change in status, it continued to recertify
privacy policies using language TRUSTe had itself supplied about
its corporate status that was no longer true. TRUSTe’s
recertification of these inaccurate privacy policies is the conduct
we take aim at — it provided a stamp of approval of a false
representation which TRUSTe’s clients then passed along to
consumers via their websites. As such, TRUSTe provided its
clients with the means and instrumentalities to deceive others. The
application of means and instrumentalities liability in this case is
consistent with the principle underlying Shell and Magui
Publishers, namely, that one who places the means of deception
in the hands of another is also liable for the deception under
Section 5. The inclusion of this count is particularly appropriate

' In the Matter of Shell Oil Co., 128 F.T.C. 749 (1999); FTC v. Magui

Publishers, Inc., No. 89-3818RSWL(GX), 1991 WL 90895 (C.D. Cal. Mar. 28,
1991), aff’d 9 F.3d 1551 (9u Cir. 1993).

2 Commissioner Ohlhausen suggests that the allegations underlying Count
IT would be more appropriately viewed through the lens of secondary “aiding
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here, given TRUSTe’s unique position in the privacy self-
regulatory ecosystem. Companies that purport to hold their clients
accountable to protect consumer privacy should themselves be
held to an equally high standard.

PARTIAL DISSENT OF
COMMISSIONER MAUREEN K. OHLHAUSEN

I support Count I of the complaint in this matter because of
TRUSTe’s unique position of consumer trust as a third party
certifier. However, I do not support the use of “means and
instrumentalities” liability in Count II of the complaint and dissent
as to that Count.

TRUSTe was initially organized in 1997 as a non-profit.
Before July 2008, TRUSTe required every certified client website
to include in its privacy policy a description of TRUSTe stating in
part, “TRUSTe is [a] non-profit organization.” On July 3, 2008,
TRUSTe changed its corporate form from non-profit to for-profit.
The company announced the change to its clients and requested
that all clients update the relevant privacy policy language on
their websites. Some clients did not update their websites. When
TRUSTe recertified such websites, TRUSTe would typically
request, but not require, that the client update their privacy policy
to reflect the change to for-profit status.

Count II of our complaint alleges that by recertifying websites
containing privacy policies that inaccurately describe TRUSTe as
a non-profit, TRUSTe provided the means and instrumentalities to
its clients to misrepresent that TRUSTe was a non-profit
corporation. Specifically, the majority’s statement argues that
“TRUSTe’s recertification of these inaccurate privacy policies ...

and abetting” liability. Regardless of whether one could construct alternative
theories of liability, our concern is with TRUSTe’s own actions. As discussed
above, the deception here was the result of TRUSTe’s own actions.
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provided its clients with the means and instrumentalities to
deceive others.”

I disagree with this use of means and instrumentalities. To be
liable of deception under means and instrumentalities requires that
the party itself must make a misrepresentation, as the Commission
detailed in Shell Oil Company.* According to the majority in that
case, “[T]he means and instrumentalities doctrine is intended to
apply in cases ... where the originator of the unlawful material is
not in privity with consumers” and “it is well settled law that the
originator is liable if it passes on a false or misleading
representation with knowledge or reason to expect that consumers
may possibly be deceived as a result.””” For example, in FTC v.
Magui Publishers, Inc., the court found the defendant directly
liable for providing the means and instrumentalities to violate
Section 5 when it sold Salvador Dali prints with forged signatures
to retail customers, who then sold the prints to consumers.’

Unlike Shell and Magui Publishers, the statement that
TRUSTe provided to its clients was indisputably truthful at the
time. During the period in which TRUSTe required client privacy
policies to state that TRUSTe was a non-profit, TRUSTe was, in

3 In the Matter of True Ultimate Standards Everywhere, Inc.

(“TRUSTe”), FTC File No. 1323219, Statement of Chairwoman Ramirez,
Commissioner Brill, and Commissioner McSweeny, at 2 (Nov. 17, 2014).

4 In the Matter of Shell Oil Co., 128 F.T.C. 749 (1999).

> 1d. at *10 (Public Statement of Chairman Pitofsky, Commissioner

Anthony and Commissioner Thompson) (emphasis added). Similarly,
Commissioner Orson Swindle’s dissent stated that under FTC precedent,
“means and instrumentalities is a form of primary liability in which the
respondent was using another party as the conduit for disseminating the
respondent’s misrepresentations to consumers.” Id. at *14-15 (Dissenting
Statement of Commissioner Orson Swindle) (emphasis added). Swindle’s
dissent likewise emphasized that a defendant “may not be held primarily liable
unless it has actually made a misrepresentation.” Id. (quoting In re JWP Inc.
Securities Lit., 928 F. Supp. 1239, 1256 (S.D.N.Y. 1996)). See also FTC v.
Magui Publishers, Inc., Civ. No. 89-3818RSWL(GX), 1991 WL 90895, at
*14, (C.D. Cal. 1991), aff'd, 9 F.3d 1551 (9th Cir. 1993) (“One who places in
the hands of another a means or instrumentality to be used by another to
deceive the public in violation of the FTC Act is directly liable for violating the
Act.”).

6 Magui Publishers, Inc., 1991 WL 90895, at *17.
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fact, a non-profit. Once TRUSTe changed to for-profit status, it no
longer required clients to state its non-profit status and actively
encouraged clients to correct their privacy policies. TRUSTe did
not pass to clients any false or misleading representations
regarding its for-profit status. Nor was TRUSTe’s recertification
of websites a misrepresentation of TRUSTe’s non-profit status to
its clients; during recertification TRUSTe again clearly
communicated its for-profit status to clients by requesting that its
clients update their privacy policies. Because TRUSTe accurately
represented its non-profit status to its clients, TRUSTe cannot be
primarily liable for deceiving consumers under a means and
instrumentalities theory.

TRUSTe’s alleged recertifications of untrue statements are
more properly analyzed as secondary liability for aiding and
abetting.” In Magui Publishers the court found that the defendant
forgers were not only directly liable for their own misstatements,
but also secondarily liable for the retailers’ fraudulent
misrepresentations to consumers because defendants “supplied
their deceptive art work, certificates and promotional materials to
their retail customers with full knowledge these customers would
use the materials to deceive consumers.” The court explained that
aiding and abetting has three components: “(1) the existence of an
independent primary wrong; (2) actual knowledge by the alleged
aider and abettor of the wrong and of his or her role in furthering
it; and (3) substantial assistance in the commission of the
wrong.”9

It is not clear that TRUSTe’s clients committed an
independent primary wrong. However, TRUSTe certainly had

7 “[A] respondent who has provided assistance to another party that has

made misrepresentations is at most secondarily liable -- in particular, for aiding
and abetting another's misrepresentations.” Shell Oil Co., 128 F.T.C. 749, *15
(1999) (Swindle Dissent) (citing Wright v. Ernst & Young LLP, 152 F.3d 169,
175 (2d Cir. 1998), cert. denied, 119 S.Ct. 870 (1999); Shapiro v. Cantor, 123
F.3d 717, 720 (2d Cir. 1997); Anixter v. Home-Stake Production Co., 77 F.3d
1215, 1225 (10th Cir. 1996) (“the critical element separating primary from
aiding and abetting violations is the existence of a representation, made by the
defendant.”)).

¥ Magui Publishers, Inc., 1991 WL 90895, at *15.
?1d. at *14.



TRUSTe, INC. 1003

Dissenting Statement

knowledge of the misstatements in the privacy policies and of
TRUSTe’s role in facilitating those misstatements. And, arguably,
its certifications may have provided substantial assistance in
deceiving consumers. Regardless, because TRUSTe never
misrepresented its corporate status, TRUSTe’s actions regarding
its corporate status at most comprise aiding and abetting its
clients’ actions.

Perhaps all this seems like legal hairsplitting, but it is not.
Under the Supreme Court’s decision in Central Bank of Denver v.
First Interstate Bank of Denver,'” the FTC “may well be
precluded from bringing Section 5 cases under an aiding and
abetting theory.”'' By prosecuting activities more properly
analyzed as aiding and abetting under the guise of means and
instrumentalities liability, I am concerned that we are stepping
beyond the limits the Supreme Court has established. I therefore
dissent from Count II.

12 Cent. Bank, N.A. v. First Interstate Bank, N.A., 511 U.S. 164 (1994).
' Shell Oil Co., 128 F.T.C. 749, *19 (Swindle Dissent).
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IN THE MATTER OF

MPHJ TECHNOLOGY INVESTMENTS, LLC,
JAY MAC RUST, AND FARNEY DANIELS, P.C.

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATION OF
SEC. 5(A) OF THE FEDERAL TRADE COMMISSION ACT

Docket No. C-4513; File No.142 3003
Complaint, March 13, 2015 — Decision, March 13, 2015

This consent order concerns deceptive sales claims and phony legal threats
mailed to thousands of small businesses across the United States in an attempt
to sell licenses for certain U.S. patents. MPHJ Technology Investments, LLC
and the subsidiaries that it controls (collectively “MPHIJ”) are patent assertion
entities. Patent assertion entities purchase patent rights and seek to generate
revenue by licensing to, or litigating against, those who are or may be using the
patented technology. The complaint alleges that MPHJ bought patents relating
to network computer scanning technology and then told thousands of small
businesses that they were likely violating the patents and should purchase a
license. MPHJ further sent letters that falsely represented that many other
companies had already agreed to pay thousands of dollars for licenses. The
complaint alleges that additional letters were sent in the name of MPHJ’s law
firm, Farney Daniels, P.C., falsely threatened the recipients with patent
infringement lawsuits. The complaint alleges that these representations
constitute deceptive acts or practices in violation of Section 5 of the Federal
Trade Commission Act. Under the consent order, MPHJ, Farney Daniels, P.C.,
and MPHJ’s owner, Jay Mac Rust, are prohibited, when asserting patent rights,
from making false or unsubstantiated representations that a patent has been
licensed in substantial numbers or has been licensed at particular prices. The
order also prohibits misrepresentations that a lawsuit will be initiated and
misrepresentations about the imminence of such a lawsuit.

Participants

For the Commission: Daniel O. Hanks and Michael
Tankersley.

For the Respondents: Bryan Farney and Robert P. Taylor,
Arnold & Porter; and Allen Denson and Joel Winston, Hudson
Cook, LLP.

COMPLAINT

The Federal Trade Commission (“Commission’), having
reason to believe that MPHJ Technology Investments, LLC, a



