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This consent order addresses Turn Inc.’s digital advertising that enables
commercial brands and ad agencies to engage in targeted advertising, which is
the practice of tracking a consumer’s activities or characteristics to deliver ads
tailored to the consumer’s interests. The complaint alleges that Turn violated
Section 5(a) of the FTC Act by falsely representing to consumers the extent to
which consumers could restrict the company’s tracking of their online activities
and the extent to which Turn’s opt-out applied to mobile app advertising. The
consent order prohibits Turn from misrepresenting (1) the extent to which it
collects, uses, discloses, retains, or shares Covered Information; and (2) the
extent to which users may limit, control, or prevent Turn’s collection, use,
disclosure, retention, or sharing of covered information.

Participants
For the Commission: Justin Brookman and Jamie Hine.

For the Respondent. Edward Holman, Maggie Lassack, Lydia
Parnes, and Michael Rubin, Wilson Sonsini Goodrich and Rosati.

COMPLAINT

The Federal Trade Commission (““Commission”), having
reason to believe that Turn Inc., a corporation, has violated
provisions of the Federal Trade Commission Act (“FTC Act”),
and it appearing to the Commission that this proceeding is in the
public interest, alleges:

1. Respondent Turn Inc. (“Turn” or “Respondent”) is a
privately owned Delaware corporation with its principal office or
place of business at 901 Marshall Street, Ste. 200, Redwood City,
CA 94063.
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2. The acts and practices of Respondent as alleged in this
complaint have been in or affecting commerce, as “commerce” is
described in Section 4 of the FTC Act.

RESPONDENT’S BUSINESS PRACTICES

3. Respondent is a digital advertising company that enables
commercial brands and ad agencies to engage in targeted
advertising, the practice of using data about a user’s interests in
order to deliver online advertising targeted to the user’s interests.

4. Respondent advertises itself to be the “largest independent
company in the advertising technology sector,” and states that half
of the global online advertising inventory flows through
Respondent’s platform. In addition, Respondent claims to reach
“over 1.3 billion unique users per month via mobile,” and has
“rich profile data on more than 99 percent of North American
consumers.”

5. To track consumers across the Web for advertising and
other purposes, Respondent uses “cookies” and “web beacons.”
“Cookies” are unique, persistent text files stored in a consumer’s
browser that allow a company to recognize that unique consumer
when the consumer’s browser makes a connection to the
company’s servers. Those connections are sometimes enabled by
“web beacons,” which are invisible embedded codes in web pages
that instruct the browser to connect to third party services such as
Respondent’s.  Consumers can delete or otherwise control
cookies through settings in their web browsers.

6. To track consumers across mobile apps for advertising and
other purposes, Respondent uses device advertising identifiers
such as Apple 10S’s Identifier for Advertisers (“IDFA”) and
Google’s advertising ID. Device advertising identifiers are useful
for targeted advertising companies such as Respondent because
many mobile applications cannot set or access browser cookies.

7. Although these device advertising identifiers cannot
always be deleted or turned off, consumers concerned about
tracking can disassociate themselves from their previous tracking
history by resetting the advertising identifier at any time in either
Apple’s i0S or Google’s Android settings. In order to ensure that
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resetting the advertising identifier effectively honors the
consumer’s preference, both Apple and Google contractually
prohibit application developers from correlating, or syncing, the
device advertising identifier with other identifiers, and from
allowing third parties obtaining the advertising identifier via the
application to do so. Microsoft Windows allows consumers to
prevent advertising companies from collecting device advertising
identifiers entirely.

8. Beginning in 2013, Respondent began to participate in a
Verizon Wireless program that enabled Respondent and its clients
to access certain demographic information provided by Verizon
Wireless about Verizon Wireless users. To create a shared
identifier allowing Verizon Wireless and companies participating
in the program to uniquely identify each Verizon Wireless user,
Verizon Wireless appended unique identifiers known as tracking
headers (“X-UIDH headers”) to its users’ mobile Internet traffic.
Verizon Wireless injected these X-UIDH headers into all
unencrypted web requests for more than 100 million consumers
on the Verizon Wireless data network. During the relevant time
period, Verizon Wireless users had no means to prevent the
transmission of the X-UIDH header.

9. Between February 2013 and January 2015, Respondent
synced the X-UIDH header with other identifiers, including
cookies and device advertising identifiers. This practice enabled
Respondent to “keep state” on Verizon Wireless consumers —
maintaining the linkage between the consumer’s browser or
device and an identifier associated with behavioral, demographic,
or tracking data — even after a consumer had deleted cookies, reset
the device advertising identifier, or both. That is, even if a
consumer deleted cookies or reset the device advertising
identifier, Respondent would be able to recognize the user by
cross-referencing the unique X-UIDH header associated with the
device.

10. Respondent’s synchronization with the X-UIDH header
also allowed it to recreate unique cookies even after a user had
deleted them. In bidding on and delivering online advertising,
Respondent was able to constantly synchronize its cookies on a
user’s device with the X-UIDH header. If a Verizon Wireless
user later deleted her cookies, Respondent would attempt to set a
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new cookie containing the same unique identifier as the cookie
the user had deleted.

11. Until at least April 2015, Respondent’s website included a
link to a privacy policy. Respondent’s privacy policy applied
both to ads displayed on browsers and within mobile applications.
For example, it described its business as providing “relevant,
tailored, and privacy-respecting advertisements to consumers
viewing a publisher’s properties (e.g., websites, apps, content,
etc.)....” (Exhibit A, Turn Privacy Guidelines).

12. Until at least April 2015, Respondent’s privacy policy
referenced only two tracking technologies: cookies and web
beacons. The privacy policy also stated, expressly or by
implication, that consumers could prevent Respondent’s tracking
by blocking or otherwise limiting cookies:

Cookies and web beacons

Turn wuses cookies in connection with our
technology. Cookies help Turn better understand
the effectiveness of a Turn Ad (for example, by
tracking the way in which you may respond to,
select and interact with a Turn Ad or any content
provided therein, or the site placement and context
in which you view a Turn Ad). Turn’s cookies
also help control the number of times you view a
Turn ad. Most internet browsers automatically
accept cookies. You can instruct your browser, by
editing in options, to stop accepting cookies or
prompt you before accepting a cookie from the
websites you visit. If you do not accept cookies,
however, you may not be able to enjoy the full
functionality of many of the websites you visit.

Turn also uses web beacons, in combination with
cookies, to analyze usage patterns. The use of a
web beacon allows Turn to record that a particular
browser has visited a particular webpage, along
with additional Non-PII that the website may
choose to include with the beacon.
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Opt out from Tailored but Anonymous
Advertising (Turn’s choice mechanism) If you’d
like to opt out of tailored advertising from Turn,
please click here to be taken to our opt out page.

(Exhibit A, Turn Privacy Guidelines).

13. Despite the representation that consumers could opt out of
tracking by instructing their browser to “stop accepting cookies,”
Respondent continued to track consumers by using the Verizon

X-UIDH header.

14. Respondent’s opt-out page, linked to its privacy policy,
provided instructions on how to opt out of Turn’s tailored

advertising. That page provided:

Opting out may hurt the sites and apps you
love!

Also, if you opt out, you may be making it harder
for your favorite websites or apps to survive. This
is because advertisers pay more money to deliver a
tailored ad, and your favorite website/app makes
more money when they show a tailored ad on their
properties. Studies have shown that a significant
portion of a publisher’s revenue can come from
tailored advertising, and this is particularly true for
smaller websites. See 2014 DAA Study and 2010
NAI Study.

SO — if you still want to get ads, but prefer
irrelevant  ads  over tailored ads based on
anonymous information and you don’t value the
free content you enjoy, Turn will place an opt-out
cookie on your browser. The opt-out cookie tells
our servers not to deliver tailored, anonymous ads
to you that deliver high value to the sites and apps
you love. If you delete, block, or restrict cookies,
or if you use a different computer or Internet
browser, you may need to renew your opt-out
choice.

(Exhibit A, Turn Privacy Guidelines).
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15. Through this statement, Respondent conveyed to
consumers and to clients evaluating its services that its opt-out
mechanism would be effective in blocking tailored, anonymous
ads on websites and apps. However, the opt-out cookie applied
only to mobile browsers, and was not effective in blocking
tailored, anonymous ads on mobile applications.

VIOLATIONS OF SECTION 5 OF THE FTC ACT

Count 1: Misrepresentations about Deleting Cookies

16. As described in paragraph 12, Respondent represented,
directly or indirectly, expressly or by implication, that blocking or
limiting cookies would restrict Respondent’s ability to track
consumers.

17. In fact, in many instances, blocking or limiting cookies did
not restrict Respondent’s ability to track consumers. Respondent
continued to track Verizon Wireless customers who had deleted
or blocked cookies through the X-UIDH header. Therefore, the
representation set forth in paragraph 16 is false or misleading.

Count 2: Misrepresentations About Effectiveness of Opt-Out
Mechanism

18. As described in paragraphs 11-14, Respondent
represented, directly or indirectly, expressly or by implication,
that consumers could opt out of tailored advertising on mobile
applications through Respondent’s opt-out page.

19. In fact, consumers could not opt out of tailored advertising
on mobile applications through Respondent’s opt-out page.
Therefore, the representation set forth in paragraph 18 is false or
misleading.

20. The acts and practices of Respondent as alleged in this
complaint constitute deceptive acts or practices in or affecting
commerce in violation of Section 5(a) of the Federal Trade
Commission Act, 15 U.S.C. § 45(a).

THEREFORE, the Federal Trade Commission this sixth day
of April, 2017, has issued this complaint against Respondent.
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By the Commission.

TURN

Exhibit A

Turn — Privacy Suldaines

CONTACTUS ~— CAREERS  SYSTEW STATUS  EDIONAL SITES

Solutions Digital Hub Bing Events Company =

Privacy Gudelines b

* Privacy Policy
Iedomatien Cellection
Infonmation Siscage and
Security

Infanmation Shaing and
Cischosiine

Erfarcament, luesiiors
and Camplaints

Fartnarships and
Ascecations

Consumer Opt-Out

Infringemen Policy

Inventery Guiselnes

Privacy Guidelines
Contact Information

Privacy Policy

For questiona or coneams rels
Turn Inc. [Turr) provides adverfisers. their agencies, websits and apps publishers. and SRR
data wendors (our ‘Business Partners”) access to tecnnalogies and processes designed ai privacyurn.com.

o dizplay relevars tsiored, snd privacy-respecting sdvertizements o consumens.

viewing & publizher's properties fe.q. websites. epps. comtert, etc.) fthe “Tum Ads"L ik

Tl Ine.
3% Main St
This privacy policy describes Turn's privacy practices as they pertain 1o (i) visitors to our Aecdwood City, CA $4083- 1501
webzite lncared st www_turn_com (our “Sie”), and (i) sur tsiared sdvertising technolagy Atterion: Privacy Ofhcsr

senvice. f youd like to understand owr privecy practioes &s they pertsin to informetion
coliected from and abowt cur Business Partners, please click hene_

Tumn participates in a number of set-regulatory crganizations end sdheres to those
orgenizations’ sef-reguistory codes in the jurisdictions in which we operate. & list of our
partnerships and sssocistions is &t the botiom of this page.

Site Privacy Policy
The Site is imtended primarily to offer infermation about Turn ond the services we

provide.

Information Collected via the Site

Wi collact Perzonally laentifissis Information (PI” or Persensl inform stion™) from the
Cite ONLY wien you shocse to provide itso us. Pl iz amy irfarmation that can be used to
identify or iocate & particular person or entity. This includes_ but is not imited to: name.
postal address telephone numoer, or emeil address. For example. you may choose to
send uz Pll sbout yourzetf in an email o by completing an enline form on thiz Sie. We
use this information anky to comtect you to respond o your inguiry. Once collected we
will stoee your Fil far 8 nesscaable time for recond kesping purposes. The infarmation
that we store is uswsily deleted as SpaCe MequUInes of in the normal course of business.

We miso colect Non-Personaily ldentifiable Information *Mon-PII) via the Site. Non-Pll
cannct be used 19 comtact & particular persan ar entity. Non-Fil may include your [P
address_ pages viewsd on iz Gits_ browsar type, Internet Servics Provider the
tirne/date of your visit to thiz Site_ =nd your computers opereting system [e.g. Windows

et ey ST, Com ATUS{ R vacy-QUidelines 12



TURN INC. 507

Complaint

Turm — Privacy Gulaines

¥PL Tum uses this information far internel =510 administer the Site.
improve and customize the Site_ help Turn understand and analyzs how the Site is being
used, and 1o track aggregete Site usage.

Cogkies and Web Beacons
Turn ki files meyintained by your browser, which may be seszion-
specific or parsistent) on this Site in order to help sdminister the Ste. For mare

informertion sbout cookies, plesce visit http:/ fwww sllabouteookies org/cookies. Tun
sisp uses web beacons in comiination with cookies to anslyze usage patterns on the
Site. For more information about web beacons, plesse

visit hitp:/iwww.allsboutcockies.zng faqs/beacons. ml.

Third Party Websites
Turn Ads may contein links to other websites. including these of our Business Pariners,
Such websites may use cookies and/or other deta collection tools. Turn is not
responsible for the privecy practices. policies or the comtent of such wepsies. Tum
encourages everyone to read the posted privacy policies whenever imeracting with any
‘Website t0 leamn mone about the privacy prectices of that wessite. Turn hes no control
over the use of any information by third party websites, and you should sxsriss caution
‘when deciting 1o giscose any PIL Similarty whil Tim contractusity reguires thet our
Business Partners adhers 1o Law and industry sef-reguistory codes such B5 those
offered by the M&| DAA and =044 Tirn does nothave socess to_or comtrolof, the
conkies and/or other date collection tools that may be placed on any advertisement by &
third-party. Tris Privacy Policy does not cover the use of conkies snd/or ather dats
collaction oks by any thind party.

Arcess / Updating / Deleting your PHI

I youd ike usto updete comert. delete. or deacivete any Pl that you have provided to
us on this Site, please s2nd your requestto us at privacy @turn.com and we will process
YOUr rEquEst within a ressonabie pericd of time after receipt.

Request a Demo

CONTINUE THE TOUR

| Information Collection —

e -J'
SN

Privacy Guigedines.  Consumer Opt-Out  Infringement Policy  Inventory

TRUET

Copyight 215 Tum . f * % §

g S com Arustprivacy- guidelines m
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Tum — Iformation Collection and Use

CONTACTUS  CAREERS  SYSTEMSTATUS  REDIONAL SITES

Eputions  DigtalHub  Biog  Events  Company m

Privacy Guidelines #
Py Plicy

Inlermraiion Callecion

el Use

Inlommation Slevage and
Security

Inlomation Sharing and
Disclésing

Exdorcoment, Duestisn
and Camplainis

Fannershipsand
Asgoikilh

Constmer Opi-dut

Iniringeman Palicy

Imrventory Gueines

Privacy Guidelines
: b Contact Information
Information Collection and Use
For questions of CONCEms rels
privacy, plesse send us B emd
Overview of Turn's technology A privacyiurn.com.
Our technology collects information sbout the website(s) that & browser visits and the
£ 3 : 3 Vst oy alee conbaet s al:
sdvertisements that s browser displays while online. You may encounter gur technology ke
when Turn or 8 Business Parmer purchases oniine sdvertisements. on & weisite that you 835 Main 5t
visit, an app that you use. etc.; and/or when one of our Business Parmers places one of Rewood City, CA #443-1501
our web bescons on 4 proparty that you vistor use. Aitention: Privacy Offeer

W use the information collected by our

gy in arder to help make the Tum Ads
You see more reievant to you, end for ad delivery and reporting purposes. By detivering a
miore rebevant ad_Twm is animportsnt participant in the keeping the intemet free,
dynamic_snd vibrart! That is because sdvertisers will pay more to deliver s tailored ad,
8Nd the website or &pp you ive gEts More maney when you receive a teilored ad. That
helps the website or 8pp keep doing what you love - providing you grest content st
great price — uzusly FREE!

Dur y elso offers dutm g ervices to Business Parinars jour “Dats
Management Puatform” or “DMP?). The Turn DMP ensbles Business Partners to collect,
store, snd analyze inform atian shout & browser or & wser which may include PIL We
provide Businass Partnens with 5 setf-sarve wabsite tagging technology (Flaxtsg’) that
enebi=s them to place dam into the DMP. We reguire Business Partners using the DMP
to mdhere to the MA| Code snd DAA Code or other spplicabls industry standerds. We also
«contractuslly require that Business Partrers don't bring Pl or sensitive Non-Pll

sudience segments imto the DMP. However. Business Pariners” use of the DMP is subject
to thair own privacy policies. nat this one.

What infarmation is collacted?

Tumn does not collect Pll via our technology. i we discover that Pll has been
inadvertenitty coliected by our technotogy (2.9 whers a Business Partner hes used
Fl=xtsg to bring Pllinto tne DIMFY, we will tske ressonsble steps to sttempt to remove
the Pl and to address the siustion with the party responsible for such inadvertentt
coliection.

A ST O AT v - QUdinesInform ator-Collection-use 13
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Dur technology does collect and use Nan-Pil, including: the IP sddress used to access
the intemet_the type of browser used which, and how many Business Parmer web
peges hawe been viewed by s browser, search terms emtered on Business Partner
websites, referring end exit pages. and the date and time & Turn Ad weas viewed. Turn
sizo obtaing Naon-Pil from third party dats vendors that receive such Non-Pll pursusnt to
their own privacy policies. Tum takes reasonadle steps to SHEMQE 10 Ensure et our
dits vendors meet pur privacy standsrds. but we cannot be held responsibis for their
privacy prectices.

How is the information used?

Turn wses this information to snalyze trends, identify the sudience most lkely to
TESORG t0 BN edvertisament, and totailor ads using onty Mon-PIL. By getvering milorea
sts, Turn helps sdvertizers publizhers, and you! You get better ads and the content you
love fias & betier chance to thrive.

We slso mey aggregate this information end share & with Turn's affiistes, advertisers,
employes customers and Business Partners.

Turn does not create nor uSe any sansitve data segments to eilor ees on behatf of our
sdvertiser clisnts. However we recognize hat consumers may have differing apinions
regerding which deta segments ame sensitve. In order to provide transparency sround
prtentislly sensitie dets segments collsctsd and used by Turn, we will provide
exampies of them here. For example_ we may collact hestth-relsted ssgments of
consumers that we belizve may have an interestin heatthy lving becsuse they have
visited websites that are forwsed on heatth-related topics such s yoga end healthy
living. Similarly, we may collect fnance-reisted segmants of consumars that we balisve
may have aninterest ininvesting because they've visited websites that are focused on
investment strategies or searched for imvestment tips”.

While we don't consider sny of the sbave dats segments to be sensitive, we think its
impartant to provide this transparency to help you have o better idea of which sagmemts
might be collected by us, 5o you oan meke informed decisions.

Coakies and web beacons

Tumn wses cookies in connection with our technology. Cookies heip Turn betier
unsderstand the effectiveness of a Tum Ad (for example. by trecking the way in which you
may respond to, select snd interct with & Turn Ad or sny comtent provided therein, or
the site placement and combext in which you view a Tum Ad). Turn's cockies also help
control the number of times you view s Tun Ad Most knternet browsers sutomatically
scceptconkies. You can instuct your browser by edting its options_ to stop scoepting
cookies or prompt you before sccepting & cookiz from the websites you visit. ¥ you do
notacceptconkies, however you maynot be sbie to enjoy the full funcionatity of meny
of the websites you wisit

Turn siso uses web baacans, in combination with cookies, 1o snalyze usage patiems.
The wse of 2 web beacon allows Tum to record thet & particuler browser has visied 8
perticulsr webpage, slong with additionsl Non-Pl| thet the website mey choose to
include with the beacon.

Opt out from Tailored but Ananymous Advertising {Tumn's choice mechanism)
I youd like to apt out of teiored advertising from Tum, please cliick bere to be taken 1o

our opt out page.

Third party links and websites

g S com st rlvacy- quidelines nformaation-collection-use 2
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Turn Ads may contain links to gther websites, including thace of cur Business Pariners,
Cuch websites may use cookies sndior other dats collection tools. Tum is not
responsible for the privecy practices policies or the contert of such websites, Tum
Encoursges everyone to read the posted privacy policies whenever imeracting with any
website to leamn mone about the privacy proctice s of thet website. Tumn has no control
overthe use of any information by third party websites, and you should szsmise caution
when deciding to disciose any PIL Similarty_ whebe Tum comtractuslly reguires that our
Business Parners adhere to law and industry sef-regulstory codes such as those:
offered by the MA| DAA, and«DWA_ Tum doss notheve sccess to_or controlof. the
cookies and/or other dats collection tools that may be placed on any sdvertisement by 8
third-party. This Privacy Policy doss not cover the use of conkies and/or other data
coliection 1ools by sny third party.

Information Relating to Childran
Dur products and services ere designed for those 13 years of age and older. We do not
knaowingly collact Pl from snyone under the sge of 13 an the Site ar vis sur technalogy.

H wem sre made sware that we have received Pl from someone under 13, we wiluze

reazonabiz efiors to remove that information from our recorgs.

Request a Demo

CONTIHUE THE TOUR

Information Storage

.
. ..’ 'ta d Security >
- AR S

Privacy Guideimes  Consumer Opt-Out  Infringement Policy  Inventory Guidelines

TRUET

Capyright 214 Tum bse. f » & 0

It www_urn.c: Dlvacy rmatlor: = i
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CONTACTUS  CAREERS

511

SPSTEM STATUS  EEDIONAL SITES

Soltions  DigitalHub  Blog  Events  Company m

Privacy Gudelines »
Privay Pedicy

Infummation Collsction
i U

Inlormation Sisrege
il Sacuity

Iefamation Sharing and
Disclesun

Erdorvsmn, Duestisn
and Complaints

Farnershipsand
Asliliang

Consumer Opt-Qut

Infringement Pellcy

Privacy Guidelines

Information Storage and Security

Data retention of Non-Pil

We retsin the Non-Pll coliscted via our technology for e iong as necessary for cur
reasanable and =gitimate business purpases including frawd prevention. Data obtsined
to deliver tnilored sdvertising iz not typically used after 70 days.

Information Security

The security of your information is important to us. We heve implemented reascnatie
SECUrTtY massures o protect the infarmation in our csre. both during transmission and
once we receive it This incwdes, butis not Gmited to the use of encryption. No method
of transmission over the Intemet, or methiod of eiectronic storage. is 100% secure,
however, Therefore, while we sirive 1o use commercially ressonabls mesns to protect
your infarmation, we cenngt guarantee its absolute security.

1 you have sny questions sbout our security practicss, plesse sand sn email to us.

ot privacy @tum.com.

Data integrity

Turn processes informetion in & way that is compatible with. and relevant to_the
purpase for which it weas collected. To the extent necessary for those purposes, we toke
reasonable steps to ensure thatany information in our care is accumte, complste.
curent and reliable for s intended use.

Request a Demo

Contact Information

For questions of concems rela

privacy, plsase send s B #m
ot privacyBiurn.com.

ou sy alss centaet us at:
Tomine,

435 Main 52
Bedwood City, CA 540831501
Attarnion: Privacy Dfcer

itz Surn.com.Arust privacy- quidellnes/inform ation-slorage-s ecurtty
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wruye -

nd Disclosure —

Privocy Guidelines  Consumer Opt-Dut  Infringement Policy  Inventory Guidelines

Capyright 2014 Tum e f = % 0

it S com Arusprivacy-guidelines/Inform allon- storage-security Er)
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CONTASTUS — CAREERS  SYSTEMSTATUS  REDISRAL SITES

TURn Soltion:  DigtalHub  Blog  Ewents  Company m

Privacy Guidelines b = . a3
Privacy Guidelines
Frisacy Pedicy
; ) . : Contact Infarmation
Bmatan ot Information Sharing and Disclosure
- For quesiions or concerms nela
Inlormiation Sierage and Turn will sllow an individust sccess to the Pl thay have provided to us vis the Sae tothe gy, please sendus n eme
—y Extent it i eveilable and sllow the individus 1o comect. amend or deiste inaccurste al privacyBurn.com.
b Inlermalion Sharing informetion, except where the burden or expense of providing socess would be
i Dise losure : : 3 : FaAET : ; You may alss contact us a:
disproporticnate to the risks to the privacy of the individual in the case in question or
Exdorcament, Duestion 3 it ; Tlm Inc.
and Camplainis where the rights of persens ther than the individusl would be violsted. f youd e us to b
Partnerships and update, cormect, delete, or deactivate any Pl that you have provided o s, plesse send Bedwood City, CA4083:1901
L] your request to us at privecy @, com and we will process your reguest withing Aternion: Privacy Officer
reazonabie period of time sfter receipt.
Consumer Opt-0ut
Disclosure of information to Thind Parties
frlcingemant Fuliey We may share information with Business Partners and ather trusted third parties wha
provide services for us. These third party comractors ame profisited from using the
Imventiy Guldelnes informetion we provide far purpases ather than performing senices for s,

We may share Non-Pl| coliscted vis our technology with Business Partners. Similarty,
we may ennance the Mon-Pll collectsd vis our technotogy with Non-Pll coleceea from
Business Partners. This infarmation cannot be used to comtact or identiy amy persan

ingivigually.

We may disciose your information to third parties whan we reasonsbly balisve we sme
obligated to do 50 by Law, and in order to investigate. prewent, or take action mgarding
suspacted or sctusl prohidited sctivities, including but not limited to, fraud snd
siuations imeliing potentisl thrests to the physicel safety of any person

Finally. we may wansfer information, including any Pl collected via the i o s
suctessor entity in connection with & corparate merger, consolidation, sale of sssets
bankruptoy. or other corporste change.

Request a Demo
Pt S o Arust el vacy-guided lor-sharing 12
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Turn— Information Sharing and Disclosure

COWTINUE THE TOUR

‘ Enforcement, Questions

and Complaints —

M| i

Privacy Guidelines  Conswmer Opt-(ut  Infringement Policy  Inventory Guidelines

Capytighl 2014 Tum lne. f = & 0

it S om Arustprlvaey-guidelines nform atom-sharing-dlscgeure 0
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CONTACTIS.  CARFERS  SYSTEMSTATUS  REDINAL STES

TURn Soltions  DigitalHub  Biog  Events  Company m

Privacy Guidelines ¥ = i H
Privacy Guidelines
vty Pedicy :
Fic p . Contadt Information
PlamateCelacken Enforcement, Questions and Complaints
a For quesiions of concems rels
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Certification Page.

The: Interactive Advertising Bureau

The Interactive Adverfising Buresu is comprised of more than 500 leading media and
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Consumer Opt-Out

Opt Out of Tailored, Anonymaus Advertising & 2 Freer, Mare Dynamic Internet -
our Choice Mechanism

We suppart empowering you 1o make informied dedisions sbout sdvertisements that ane
delivered to you. ¥ you'd ke o opt curt from tmilored but ancnymeous sds based on your
interests delivered by Tun and for Turn to stop collecting your non-personally
identifisbie information in order to do 50, click the links below.

H you ot out, you will still sz just s many sds! They will justbe far more Lkely 1o be
imelevant to you.

Opting out may hurt the sites and apps you Love!

Also, if you opt cart, you may be making it herder for your faverite websites or eppsto
survive. This is because advertisers pay more to deliver a tailored ad and your faverite
website/app mekes more money when they show & teilored ad on their properties.
Ctugies have shown that s significant portion of s publisher's revenue can come from
talored advertizing, and this is particularly true for smaller websites. See 2014 DAR
Stuay and 2010 NA| Stugy.

50 - # you still want to get ads, hut prefer imelevant sds over tailored sds based on
snomymaus information and you don't value the free content you enjoy, Turn will place
an opt-out cookie on your browser. The opt-out cookie tells cur servers not to deliver
tailored. ancnymous ads o you thet deliver high value to the sites and apps you ove.
you dalete block, or otfenwise restrict cookies, or if you us= & different comparter or
Internet Browszr, you mey need to renew your opt-out choice.

Dptecut of Tum Opi-out of Turn Carperaie Marktng

Atermiatively, you may control your privacy settings using the NAl or DAA Opt-out Tool
which sllows consumers 1o opt out of the behavioral sdvertising delvered by NAl or
DAA member companies, respectively.

DA dpi-out Page NI& Opteout Teal ED&A Opt=out Tool

iAo rn. o Arusticongumer-opt- cut
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DECISION

The Federal Trade Commission (“Commission”) initiated an
investigation of certain acts and practices of the Respondent
named above in the caption. The Commission’s Bureau of
Consumer Protection (“BCP”) prepared and furnished to
Respondent a draft Complaint. BCP proposed to present the draft
Complaint to the Commission for its consideration. If issued by
the Commission, the draft Complaint would charge the
Respondent with violation of the Federal Trade Commission Act.

Respondent and BCP thereafter executed an Agreement
Containing Consent Order (“Consent Agreement”). The Consent
Agreement includes: 1) statements by Respondent that it neither
admits nor denies any of the allegations in the Complaint, except
as specifically stated in this Decision and Order, and that only for
purposes of this action, it admits the facts necessary to establish
jurisdiction; and 2) waivers and other provisions as required by
the Commission’s Rules.

The Commission considered the matter and determined that it
had reason to believe that Respondent has violated the Federal
Trade Commission Act, and that a Complaint should issue stating
its charges in that respect. The Commission accepted the
executed Consent Agreement and placed it on the public record
for a period of 30 days for the receipt and consideration of public
comments. The Commission duly considered the comments
received from interested persons pursuant to Commission Rule
2.34, 16 C.F.R. § 2.34. Now, in further conformity with the
procedure prescribed in Rule 2.34, the Commission issues its
Complaint, makes the following Findings, and issues the
following Order:

Findings

1. Respondent Turn Inc., is a Delaware corporation with
its principal office or place of business at 901 Marshall
Street, Ste. 200, Redwood City, CA 94063.

2. The Commission has jurisdiction over the subject
matter of this proceeding and over the Respondent, and
the proceeding is in the public interest.
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ORDER

Definitions

For purposes of this Order, the following definitions shall

apply:

A.

“Clear[ly] and Conspicuous[ly]” means that a required
disclosure is difficult to miss (i.e., easily noticeable)
and easily understandable by ordinary consumers,
including in all of the following ways:

1.

In any communication that is solely visual or
solely audible, the disclosure must be made
through the same means through which the
communication is presented.

In any communication made through both visual
and audible means, such as a television
advertisement, the disclosure must be presented
simultaneously in both the visual and audible
portions of the communication even if the
representation requiring the disclosure is made
through only one means.

A visual disclosure, by its size, contrast, location,
the length of time it appears, and other
characteristics, must stand out from any
accompanying text or other visual elements so that
it is easily noticed, read, and understood.

An audible disclosure, including by telephone or
streaming video, must be delivered in a volume,
speed, and cadence sufficient for ordinary
consumers to easily hear and understand it.

In any communication using an interactive
electronic medium, such as the Internet or
software, the disclosure must be unavoidable.

The disclosure must use diction and syntax
understandable to ordinary consumers and must
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appear in each language in which the
representation that requires the disclosure appears.

7. The disclosure must comply with these
requirements in each medium through which it is
received, including all electronic devices and face-
to-face communications.

8. The disclosure must not be contradicted or
mitigated by, or inconsistent with, anything else in
the communication.

9. When the representation or sales practice targets a
specific audience, such as children, the elderly, or
the terminally ill, “ordinary consumers” includes
reasonable members of that group.

“Computer” or “Device” means any desktop or laptop
computer, handheld device, telephone, tablet, or other
product or device, through which consumers access the
Internet.

“Covered Information” means information from or
about an individual consumer, Computer, or Device,
including, but not limited to, (a) an email address or
other online contact information, such as a user name;
(b) a persistent identifier, such as a unique ID held in
an HTTP cookie, an Internet Protocol (“IP”’) address, a
Device Advertising Identifier, a mobile device ID, a
MAC address, processor serial number, or Verizon
Wireless’s X-UIDH header; (c) browsing history or
other data about websites and applications that a
device has accessed; (d) precise geolocation data of an
individual or mobile device, including GPS-based,
WiFi-based, or cell-based location information; or (e)
an authentication credential such as a login ID or
password.

“Device Advertising Identifier” means a persistent
identifier created by a Mobile Operating System to
uniquely identify a device user for purposes of
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advertising, such as the iOS Identifier for Advertisers
or Google advertising ID.

E. “Mobile Operating System” means an operating
system designed to run a mobile device such as a
smartphone or tablet. A web browser shall not be
considered a Mobile Operating System.

F. “Respondent” means Turn Inc., a corporation, and its
successors and assigns.

G. “Targeted Advertising” means the practice of using
data about a user’s interests in order to deliver online
advertising targeted to the user’s interests. Contextual
advertising targeted to the content of a particular
webpage or application shall not be considered
Targeted Advertising for the purposes of this Order.

H. “Verizon Wireless’s X-UIDH headers” means the
unique HTTP headers appended to web requests from
Verizon Wireless customers that were observable by
all servers receiving web requests from Verizon
Wireless.

Provisions

I. Prohibition Against Misrepresentations about
Privacy of Covered Information

IT IS ORDERED that Respondent, and Respondent’s
officers, agents, employees, and attorneys, and all other persons in
active concert or participation with any of them, who receive
actual notice of this Order, whether acting directly or indirectly, in
connection with the online advertising, marketing, promotion,
offering for sale, sale, or dissemination of any product or service,
must not misrepresent, in any manner, expressly or by
implication:

A. The extent to which Respondent collects, uses,
discloses, retains, or shares Covered Information; and
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B. The extent to which consumers can limit, control, or
prevent Respondent’s collection, use, disclosure,
retention, or sharing of Covered Information.

I1. Required Disclosure and Opt-Out Mechanism

IT IS FURTHER ORDERED that, for so long as
Respondent engages in Targeted Advertising, Respondent,
directly or through any entity, in connection with the online
advertising, marketing, promotion, offering for sale, sale, or
dissemination of any product or service on websites and in mobile
applications other than Respondent’s, shall, within 30 days after
the date of service of this order:

A. Place a Clear and Conspicuous hyperlink on the
homepage of the Turn website that states “Consumer
Opt Out of Targeted Advertising.” When selected, the
hyperlink shall take consumers directly to the
mechanism required by Part I1.B of the order;

B. On the webpage linked from the hyperlink described in
IL.A, provide a Clear and Conspicuous disclosure that
explains what information is collected and used for
Targeted Advertising, accompanied by a Clear and
Conspicuous mechanism that enables users to opt out
of such Targeted Advertising; and

C. Describe the technologies and methods used for
Targeted Advertising on its website.

I11. Requirement to Honor Consumer Controls

IT IS FURTHER ORDERED that Respondent, whether
acting directly or indirectly, in connection with the online
advertising, marketing, promotion, offering for sale, sale, or
dissemination of any product or service, must honor a signal it
receives that indicates the activation of a Mobile Operating
System control to opt out of or otherwise control or limit Targeted
Advertising when:
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Respondent knows or reasonably should know that it is
receiving such a signal; and

Respondent knows or reasonably should know that
such signal indicates the activation of a Mobile
Operating System control to opt out of or otherwise
control or limit Targeted Advertising.

IV. Acknowledgments of the Order

IT IS FURTHER ORDERED that Respondent obtains
acknowledgments of receipt of this Order:

A.

Respondent, within 10 days after the effective date of
this Order, must submit to the Commission an
acknowledgment of receipt of this Order sworn under
penalty of perjury.

For 10 years after the issuance date of this Order,
Respondent must deliver a copy of this Order to: (1)
all principals, officers, directors, and LLC managers
and members; (2) all employees, agents, and
representatives having managerial responsibilities for
conduct related to the subject matter of the Order; and
(3) any business entity resulting from any change in
structure as set forth in the Provision titled Compliance
Reporting. Delivery must occur within 10 days after
the effective date of this Order for current personnel.
For all others, delivery must occur before they assume
their responsibilities.

From each individual or entity to which Respondent
delivered a copy of this Order, Respondent must
obtain, within 30 days, a signed and dated
acknowledgment of receipt of this Order.

V. Compliance Reporting and Notices

IT IS FURTHER ORDERED that Respondent make timely
submissions to the Commission:



TURN INC. 527

Decision and Order

One year after the issuance date of this Order,
Respondent must submit a compliance report, sworn
under penalty of perjury, in which Respondent must:
(1) identify the primary physical, postal, and email
address and telephone number, as designated points of
contact, which representatives of the Commission,
may use to communicate with Respondent; (2) identify
all of Respondent’s businesses by all of their names,
telephone numbers, and physical, postal, email, and
Internet addresses; (3) describe the activities of each
business; (4) describe in detail whether and how
Respondent is in compliance with each Provision of
this Order; and (5) provide a copy of each
Acknowledgments of the Order obtained pursuant to
this Order, unless previously submitted to the
Commission.

Respondent must submit a compliance notice, sworn
under penalty of perjury, within 14 days of any change
in the following: (1) any designated point of contact;
or (2) the structure of Respondent or any entity that
Respondent has any ownership interest in or controls
directly or indirectly that may affect compliance
obligations arising under this Order, including:
creation, merger, sale, or dissolution of the entity or
any subsidiary, parent, or affiliate that engages in any
acts or practices subject to this Order.

Respondent must submit notice of the filing of any
bankruptcy petition, insolvency proceeding, or similar
proceeding by or against Respondent within 14 days of
its filing.

Any submission to the Commission required by this
Order to be sworn under penalty of perjury must be
true and accurate and comply with 28 U.S.C. § 1746,
such as by concluding: “I declare under penalty of
perjury under the laws of the United States of America
that the foregoing is true and correct. Executed on:

” and supplying the date, signatory’s full name,
title (if applicable), and signature.
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Unless otherwise directed by a Commission
representative in writing, all submissions to the
Commission pursuant to this Order must be emailed to
DEbrief@ftc.gov or sent by overnight courier (not the
U.S. Postal Service) to: Associate Director for
Enforcement, Bureau of Consumer Protection, Federal
Trade Commission, 600 Pennsylvania Avenue NW,
Washington, DC 20580. The subject line must begin:
In re Turn Inc., FTC File No. 1523099.

VI. Recordkeeping

IT IS FURTHER ORDERED that Respondent must create
certain records for 10 years after the issuance date of the Order,
and retain each such record for 5 years. Specifically, Respondent
must create and retain the following records:

A.

Accounting records showing the revenues from all
goods or services sold;

Personnel records showing, for each person providing
services in relation to any aspect of the Order, whether
as an employee or otherwise, that person’s: name;
addresses; telephone numbers; job title or position;
dates of service; and (if applicable) the reason for
termination;

Copies or records of all consumer complaints or
inquiries, whether received directly or indirectly, such
as through a third party, concerning: (1) any collection
of Covered Information by Respondent; (2) the use,
disclosure, or sharing of such Covered Information by
Respondent; or (3) opt-out practices or any other
mechanism to limit or prevent such collection of
Covered Information or the use, disclosure, or sharing
of Covered Information collected by Respondent, as
well as any responses to such complaints or inquiries;

A copy of each publicly disseminated representation
by Respondent that describes the extent to which
Respondent collects, uses, discloses, retains, or shares
Covered Information, including any representation
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concerning a change in any website or other service
controlled by Respondent that relates Respondent’s
collection, use, disclosure, retention, or sharing of
Covered Information; and

All records necessary to demonstrate full compliance

with each provision of this Order, including all
submissions to the Commission.

VII. Compliance Monitoring

IT IS FURTHER ORDERED that, for the purpose of
monitoring Respondent’s compliance with this Order:

A.

Within 10 days of receipt of a written request from a
representative of the Commission, Respondent must:
submit additional compliance reports or other
requested information, which must be sworn under
penalty of perjury, and produce records for inspection
and copying;

For matters concerning this Order, representatives of
the Commission are authorized to communicate
directly with Respondent. Respondent must permit
representatives of the Commission to interview anyone
affiliated with Respondent who has agreed to such an
interview. The interviewee may have counsel present;
and

The Commission may use all other lawful means,
including posing through its representatives as
consumers, suppliers, or other individuals or entities,
to Respondent or any individual or entity affiliated
with  Respondent, without the necessity of
identification or prior notice. Nothing in this Order
limits the Commission’s lawful use of compulsory
process, pursuant to Sections 9 and 20 of the FTC Act,
15 U.S.C. §§ 49, 57b-1.
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VIII. Order Effective Dates

IT IS FURTHER ORDERED that this Order is final and
effective upon the date of its publication on the Commission’s
website (ftc.gov) as a final order. This Order will terminate on
April 6, 2037, or 20 years from the most recent date that the
United States or the Commission files a complaint (with or
without an accompanying settlement) in federal court alleging any
violation of this Order, whichever comes later; provided, however,
that the filing of such a complaint will not affect the duration of:

A.

Any Provision in this Order that terminates in less than
20 years;

This Order’s application to any Respondent that is not
named as a defendant in such complaint; and

This Order if such complaint is filed after the Order
has terminated pursuant to this Provision. If such
complaint is dismissed or a federal court rules that the
Respondent did not violate any provision of the Order,
and the dismissal or ruling is either not appealed or
upheld on appeal, then the Order will terminate
according to this Provision as though the complaint
had never been filed, except that the Order will not
terminate between the date such complaint is filed and
the later of the deadline for appealing such dismissal or
ruling and the date such dismissal or ruling is upheld
on appeal.

By the Commission.
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ANALYSIS OF CONSENT ORDER TO AID PUBLIC
COMMENT

The Federal Trade Commission has accepted, subject to final
approval, an agreement containing a consent order from Turn Inc.
(CGTum9’).

The proposed consent order has been placed on the public
record for thirty (30) days for receipt of comments by interested
persons. Comments received during this period will become part
of the public record. After thirty (30) days, the Commission again
will review the agreement and the comments received and will
decide whether it should withdraw from the agreement or make
final the agreement’s proposed order.

This matter involves Turn, a digital advertising company that
enables commercial brands and ad agencies to engage in targeted
advertising, which is the practice of tracking a consumer’s
activities or characteristics to deliver ads tailored to the
consumer’s interests. The FTC complaint alleges that Turn
violated Section 5(a) of the FTC Act by falsely representing to
consumers the extent to which consumers could restrict the
company’s tracking of their online activities and the extent to
which Turn’s opt-out applied to mobile app advertising.

Specifically, the complaint alleges that until at least April
2015, Turn’s privacy policy misrepresented that consumers could
prevent Turn’s tracking by blocking or otherwise limiting cookies.
Contrary to representations that consumers could opt out of
tracking by instructing their browser to “stop accepting cookies,”
Turn tracked consumers by using and synchronizing the Verizon
X-UIDH header, a unique identifier appended to the internet
traffic of more than 100 million consumers on the Verizon
Wireless data network. Even if a consumer deleted cookies or
reset their device advertising identifier (e.g., Apple’s IDFA or
Google’s advertising ID), Turn would be able to recognize the
user by cross-referencing the unique X-UIDH header associated
with an individual consumer’s device. In fact, if a Verizon
Wireless user deleted their cookies, Turn would attempt to set a
new cookie containing the same unique identifier as the cookie
the user had deleted, thereby maintaining the linkage between the
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consumer’s browser or device and an identifier associated with
behavioral, demographic, or tracking data.

In addition, the complaint alleges that Turn’s privacy policy
misrepresented that its opt-out mechanism would be effective in
blocking targeted advertising on both mobile websites and in
mobile apps. Contrary to Turn’s representations, Turn’s opt-out
applied only to mobile browsers, and was not effective in
blocking ads in mobile applications.

The proposed consent order contains provisions designed to
prevent Turn from engaging in similar acts and practices in the
future. Part I of the proposed order prohibits Turn from
misrepresenting (1) the extent to which it collects, uses, discloses,
retains, or shares Covered Information; and (2) the extent to
which users may limit, control, or prevent Turn’s collection, use,
disclosure, retention, or sharing of covered information. Part II of
the proposed order requires Turn, within thirty days following
service of the order, to place a clear and conspicuous hyperlink on
the Turn website homepage that states “Consumer Opt Out of
Targeted Advertising.” The hyperlink must take consumers to a
clear and conspicuous disclosure that explains what information
Turn collects and uses for targeted advertising, and provides an
effective opt-out mechanism that allows consumers to prevent
Turn from collecting or using consumers’ information. In
addition, Turn’s website must describe to consumers the
technologies and methods it uses for targeted advertising. Part 111
of the proposed order requires Turn to honor mobile operating
system control signal (e.g., Apple’s IDFA or Google’s advertising
ID) to opt out of or otherwise control or limit targeted advertising,
where it knows or reasonably should know that it is receiving
such a signal.

Parts IV through VIII of the proposed order are reporting and
compliance provisions. Part IV requires acknowledgment of the
order and dissemination of the order now and in the future to
persons with managerial responsibilities relating to the subject
matter of the order. Part V ensures notification to the FTC of
changes in corporate status and mandates that Turn submit an
initial compliance report to the FTC. Part VI requires Turn to
retain documents relating to its compliance with the order for a
five-year period. Part VII mandates that Turn make available to
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the FTC information or subsequent compliance reports, as
requested. Part VIII is a provision “sunsetting” the order after
twenty (20) years, with certain exceptions.

The purpose of this analysis is to facilitate public comment on
the proposed order. It is not intended to constitute an official
interpretation of the proposed complaint order or to modify in any
way the proposed orders terms.
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IN THE MATTER OF

ISPRING WATER SYSTEMS, LLC

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SECTION 5 OF THE FEDERAL TRADE COMMISSION ACT

Docket No. C-4611; File No. 172 3033
Complaint, April 6, 2017 — Decision, April 6, 2017

This consent order addresses iSpring Water Systems, LLC’s marketing, sale,
and distribution of water filtration systems and associated parts and accessories
with claims that the products are of U.S.-origin. The complaint alleges that
respondent represented that all of its products are “Built in USA,” when in fact,
in many instances, respondent’s products are wholly imported or have
significant inputs to its products sourced from overseas. The consent order
prohibits iSpring from making U.S.-origin claims for its products unless either:
(1) the final assembly or processing of the product occurs in the United States,
all significant processing that goes into the product occurs in the United States,
and all or virtually all ingredients or components of the product are made and
sourced in the United States; or (2) a clear and conspicuous qualification
appears immediately adjacent to the representation that accurately conveys the
extent to which the product contains foreign parts, ingredients, and/or
processing.

Participants
For the Commission: Julia Solomon Ensor.
For the Respondent: Pearl Cai, Vice President, pro se.

COMPLAINT

The Federal Trade Commission, having reason to believe that
iSpring Water Systems, LLC, a limited liability company
(“Respondent”), has violated the provisions of the Federal Trade
Commission Act, and it appearing to the Commission that this
proceeding is in the public interest, alleges:

1. Respondent iSpring Water Systems, LLC (“iSpring”), also
doing business as 123filter.com, is a Georgia limited liability
company with its principal office or place of business at 3020
Trotters Parkway, Alpharetta, GA 30004.



