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IN THE MATTER OF

RETINA-X STUDIOS, LLC
AND
JAMES N. JOHNS, JR.

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF SECTION 5 OF THE FEDERAL
TRADE COMMISSION ACT AND THE CHILDREN’S ONLINE PRIVACY PROTECTION ACT

Docket No. C-4711; File No. 172 3118
Complaint, March 26, 2020 — Decision, March 26, 2020

This consent order addresses Retina-X Studios, LLC’s, a limited liability company, and James N. Johns, Jr’s.,
individually and as sole member of Retina-X Studios, LLC, violation of the Federal Trade Commission Act and the
Children’s Privacy Protection Rule. The complaint alleges that Respondents’ mobile device monitoring products and
services, MobileSpy, PhoneSheriff, and TeenShield, did not take any steps to ensure that purchasers would use the
products and services to only monitor employees or children. The Respondents’ monitoring products and services
substantially injured device users by enabling purchasers to surreptitiously stalk them and obtain sensitive personal
information without authorization. The consent order requires Respondents to restrain promoting, selling, or
distributing a monitoring product or service unless Respondents comply with not requiring product or service
functionality to circumvent security protections implemented by the mobile device operating system or manufacturer.
Respondents must obtain the express written attestation, prior to sale or distribution, from the purchaser that it will
use the monitoring product and service for legitimate and lawful purposes.

Participants
For the Commission: Megan Cox, Jonah Fabricant, and Shameka Walker.
For the Respondents: Alexandra Megaris and Jami M. Vibbert, Venable LLP.

COMPLAINT

The Federal Trade Commission, having reason to believe that Retina-X Studios, LLC, a
limited liability company, and James N. Johns, Jr., individually and as sole member of Retina-X
Studios, LLC (collectively, “Respondents”), have violated the provisions of the Federal Trade
Commission Act (“FTC Act”) and the Children’s Privacy Protection Rule (“Rule” or “COPPA
Rule”), and it appearing to the Commission that this proceeding is in the public interest, alleges:

1. Respondent Retina-X Studios, LLC (“Retina-X”) is a Florida limited liability
company with its principal place of business in 731 Duval Station Road, Suite 107, Box 203,
Jacksonville, Florida 32218.

2. Respondent James N. Johns, Jr. (“Johns”) is the registered agent and sole member
of Retina-X. Individually or in the concert of others, he controlled or had the authority to control,
or participated in that acts and practices of Retina-X, including the acts and practices alleged in
this complaint. His principal office of place of business is the same as that of Retina-X.
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3. The acts and practices of Respondents alleged in this complaint have been in or
affecting commerce, as “commerce” is defined in Section 4 of the FTC Act.

RESPONDENTS’ BUSINESS ACTIVITIES

4. As recently as April 2018, Respondents developed and sold various monitoring
products and services, each with the means to allow a purchaser to monitor, often surreptitiously,
another person’s activities on that person’s mobile device or computer (the “device user”).
Respondents offered various monitoring products and services with varying capabilities and costs.

a.

MobileSpy: Respondents’ MobileSpy mobile device monitoring product
and service (“MobileSpy”) was marketed as a product to monitor children
or employees. MobileSpy first became available in 2007, and Respondents
sold more than 5,700 MobileSpy licenses. Once installed, MobileSpy
captured and logged, among other things, the following: text messages;
messages sent and received on various messaging services; call history;
keys pressed; GPS locations; photos; contact list; screenshots; and browser
history.  MobileSpy’s premium version also permitted monitoring
consumers, from a remote online dashboard, to view the monitored mobile
device’s screen in real time.

PhoneSheriff: Respondents’ PhoneSheriff mobile device monitoring
product and service (“PhoneSheriff”’) was marketed as a product to monitor
children. PhoneSheriff first became available in 2011, and Respondents
sold more than 4,600 PhoneSheriff licenses. Once installed, PhoneSheriff
captured and logged, among other things, the following: GPS locations; text
messages; messages sent and received on various messaging services; call
history; photos; contact list; browser history; notes; music files; calendar
entries; applications installed; mobile usage summaries; email history; and
screenshots of any activity using the Snapchat application.

TeenShield: Respondents’ TeenShield mobile device monitoring product
and service (“TeenShield”) was marketed as a product to monitor children.
TeenShield first became available in 2015, and Respondents sold more than
5,000 TeenShield licenses. As part of the TeenShield for 10S registration
process, Respondents collected dates of birth of users being monitored.
From February 2016 to October 2017, Respondents collected
approximately 950 dates of birth, and about a third of those were for
children under the age of 13. Once installed, TeenShield captured and
logged, among other things, the following: GPS locations; text messages;
messages sent and received on various messaging services; call history;
photos; contact list; browser history; and email history.
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5. Purchasers were often required to jailbreak or root (i.e., actions to bypass various
restrictions implemented by the operating system on and/or the manufacturer of mobile devices)
the device user’s mobile device prior to installing Respondents’ monitoring products and services.
Jailbreaking or rooting a mobile device can expose a mobile device to various security
vulnerabilities and likely invalidates any warranty that a mobile device manufacturer or carrier
provides.

6. All of Respondents’ monitoring products and services required that the purchaser
have physical access to the device user’s mobile device or computer to install the monitoring
products and services. Once Respondents’ monitoring products and services were installed, the
purchaser did not need physical access to the mobile device or computer, and could remotely
monitor the device user’s activities from an online dashboard.

7. By default, Respondents’ monitoring products and services disclosed to the device
user that they were being monitored (e.g., an icon on a monitored mobile device). However,
purchasers could turn off this feature so that the monitoring products and services could run
surreptitiously, meaning that the device user was unaware that he or she was being monitored.
Respondents provided purchasers with instructions on how to remove the icon that would confirm
that monitoring products and services were installed on a particular mobile device.

8. Device users surreptitiously monitored by Respondents’ monitoring products and
services could not uninstall or remove Respondents’ monitoring products and services because
they did not know that they were being monitored. Even if a device user suspected that they were
being surreptitiously monitored, they had no way of knowing that Respondents’ monitoring
products and services were being used on their phone by the purchaser.

9. Despite stating in their terms of services that their monitoring products and services
were to be used for monitoring employees or children, Respondents did not take any steps to ensure
that purchasers would use Respondents’ monitoring products and services for such purposes.

10. Moreover, the purported use of the monitoring products and services for
employment or child-monitoring purposes is a pretext. Employers or parents would not typically
jailbreak or root phones to install Respondents’ monitoring products and services, particularly
when many other monitoring products are available in the marketplace that do not require
jailbreaking or rooting.

INJURY

11. Respondents’ monitoring products and services substantially injured device users
by enabling purchasers to surreptitiously stalk them. Stalkers and abusers use mobile device
monitoring software to obtain victims’ sensitive personal information without authorization and
surreptitiously monitor victims’ physical movements and online activities. Stalkers and abusers
then use the information obtained via monitoring to perpetuate stalking and abusive behaviors,

which cause mental and emotional abuse, financial and social harm, and physical harm, including
death.
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12. Furthermore, victims of stalking experience financial loss both directly and
indirectly. Directly, stalkers and abusers can use the information obtained through monitoring
products and services to take over a victim’s financial accounts, and redirect any (or all) funds to
the abuser. Furthermore, victims suffer financial loss in the form of lost warranty coverage
resulting from jailbreaking/rooting a mobile device and the purchase of a new mobile device to
ensure that they are no longer subject to surreptitious monitoring. Indirectly, victims experience
financial loss through the costs associated with therapy or counseling, and moving away from an
abuser.

13. Even after stalking or domestic abuse ends, victims continue to experience
substantial harms, including injury in the form of depression, anxiety, and safety fears.

14. The sale of Respondents’ surreptitious monitoring products and services also
substantially injured device users by undermining the mobile device security features provided by
their operating system or manufacturer. Installation of Respondents’ monitoring products and
services required the purchaser to jailbreak or root a user’s mobile device by bypassing various
restrictions implemented by a mobile device operating system and/or manufacturer. Such
jailbreaking or rooting may expose a mobile device to various security vulnerabilities, in part
because a jailbroken/rooted phone may not receive security updates. With surreptitious monitoring
products and services, these mobile device security risks are compounded by the fact that the
device user is unaware that their mobile device has been jailbroken or rooted, and thus does not
know that they should implement heightened safeguards to protect the security of their mobile
device.

15. These harms were not reasonably avoidable by consumers, as users had no way to
know that their mobile devices were being surreptitiously tracked using Respondents’ monitoring
products and services.

16. These harms are not outweighed by countervailing benefits to consumers or
competition.

RESPONDENTS’ DATA SECURITY PRACTICES

17. Even assuming Respondents believed that their monitoring products and services
were being used for legitimate purposes, including the monitoring of children and employees,
Respondents did not take steps to secure the personal information collected from purchasers and
device users being monitored. As a result, the personal information collected from purchasers and
device users was at risk of unauthorized disclosure and use.

18.  Respondents outsourced most of their product development and maintenance to a
service provider. The service provider developed Respondents’ monitoring mobile applications,
developed Respondents’ websites (after 2005), managed Respondents’ servers, managed
Respondents’ payment processing through a third party, provided marketing support for
Respondents’ monitoring products and services (until 2012), and ran customer support for
Respondents’ monitoring products and services (until 2016).
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19.  Respondents used a third party cloud storage provider to store photos collected
from mobile devices being monitored using PhoneSheriff or TeenShield.

20.  Respondents engaged in a number of practices that, taken together, failed to provide
reasonable data security to protect the personal information collected from consumers. Among
other things, Respondents failed to:

a. Adopt, implement, or maintain written information security standards,
policies, procedures or practices;

b. Conduct security testing of mobile applications that could be exploited to
gain unauthorized access to consumers’ sensitive personal information for
well-known and reasonably foreseeable vulnerabilities;

c. Contractually require their service providers to adopt and implement
information security standards, policies, procedures or practices;

d. Perform adequate oversight of service providers; and

e. Adopt and implement written information security standards, policies,
procedures, or practices that would apply to the oversight of their service
providers.

21.  In February 2017, a hacker found unencrypted credentials in the TeenShield
Android Package Kit (“APK”) for Respondents’ cloud storage account. The hacker logged into
this account, and once there, the hacker found a screenshot that included the username and
password for Respondents’ server. The hacker then used those server credentials to log into
Respondents’ server, where the hacker accessed data collected through the PhoneSheriff and
TeenShield monitoring products and services. The data accessed included, among other things,
login usernames, encrypted login passwords, text messages, GPS locations, contact lists, apps
installed, browser history, and photos. The hacker erased the entire database.

22. Respondents only became aware that they had been breached two months later, in
April 2017, when a journalist contacted Respondents. The hacker had contacted the journalist,
and provided evidence to the journalist that the hacker had obtained users’ data from Respondents.

23. One year later, in February 2018, a hacker again found the credentials for
Respondents’ cloud storage account, this time in the PhoneSheriff APK. This time, the account
credentials were “obfuscated,” according to terminology used by Respondents, but the hacker was
nevertheless able to decrypt the credentials and access Respondents’ cloud storage account.
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24. The hacker was able to access photos collected by mobile devices being monitored
using PhoneSheriff and TeenShield. The hacker erased Respondents’ cloud storage account,
deleting all photos contained therein.

25. MobileSpy, PhoneSheriff and TeenShield have not been available for purchase
since April 2018. However, Respondents’ websites for each of these monitoring products and
services remain online.

RESPONDENTS’ DATA SECURITY REPRESENTATIONS

26.  Since April 2007 Respondents’ privacy policy for Mobile Spy has stated (see
Exhibit A):

“It is company policy that our customer databases remain confidential and
private...Your private information is safe with us.”

27. Since April 2011 Respondents’ privacy policy for PhoneSheriff has stated (see
Exhibit B):

“It is company policy that our customer databases remain confidential and
private...Your private information is safe with us.”

28. Since December 2015 Respondents’ privacy policy for TeenShield has stated (see
Exhibit C):

“It is company policy that our customer databases remain confidential and
private...Your private information is safe with us.”

RESPONDENTS ARE SUBJECT TO THE COPPA RULE

29. The COPPA Rule applies to any operator of a commercial Web site or online
service that has actual knowledge that it collects, uses, and/or discloses personal information from
children. As described above, in Paragraph 4(c), Respondents collected user dates of birth during
the TeenShield registration process, many of which indicated that the monitored user was a child
under the age of 13. As a result, Respondents had actual knowledge that the TeenShield product
was collecting, using, and/or disclosing personal information from children.

30.  The COPPA Rule defines “personal information” to include, among other things, a
first and last name; a home or other physical address including street name and name of a city or
town; online contact information (i.e., an email address or other substantially similar identifier that
permits direct contact with a person online, such as an instant messaging user identifiers, screen
name, or user name); a persistent identifier such as an IP address that can be used to recognize a
user over time and across different Web sites or online services; a photograph, video, or audio file
where such file contains a child’s image or voice; or information concerning the child or parents
of that child that the operator collects online from the child and combines with an identifier
described in this definition. Through TeenShield, Respondents collected personal information as
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defined in the Rule, including the content of text messages and emails, email addresses or user
names for a child that could be used to contact the child, and photographs and audio files containing
a child’s image or voice. Respondents also collected information from the child concerning the
child that was combined with other identifiers, such as the name or photograph of the child.

31.  Among other things, the Rule requires that an operator with actual knowledge, like
Respondents as operators of TeenShield, meet specific requirements prior to collecting online,
using, or disclosing personal information from children, including but not limited to, establishing
and maintaining reasonable procedures to protect the confidentiality, security, and integrity of
personal information collected from children.

VIOLATIONS OF THE FTC ACT

COUNT I — UNFAIRNESS

32. As described in Paragraphs 4 to 16, Respondents sold monitoring products and
services that required circumventing certain security protections implemented by the Mobile
Device operating system or manufacturer, and did so without taking reasonable steps to ensure
that the monitoring products and services will be used only for legitimate and lawful purposes by
the purchaser. Respondents’ actions cause or are likely to cause substantial injury to consumers
that consumers cannot reasonably avoid themselves and that is not outweighed by countervailing
benefits to consumers or competition. This practice is an unfair act or practice.

COUNT II - DECEPTION (MOBILESPY)

33. As described in Paragraph 26, Respondents have represented, directly or indirectly,
expressly or by implication, that consumers’ personal information collected through the
MobileSpy mobile device monitoring product and service, and stored in Respondents’ databases,
remains confidential, private, and safe.

34, In fact, as set forth in Paragraphs 20 through 24, consumers’ personal information
collected through the MobileSpy mobile device monitoring product and service, and stored in
Respondents’ databases, was not confidential, private, and safe. Therefore, the representations set
forth in Paragraph 33 are false and misleading.

COUNT III - DECEPTION (PHONESHERIFF)

35.  Asdescribed in Paragraph 27, Respondents have represented, directly or indirectly,
expressly or by implication, that consumers’ personal information collected through the
PhoneSheriff mobile device monitoring product and service, and stored in Respondents’ databases,
remains confidential, private, and safe.

36.  In fact, as set forth in Paragraphs 20 through 24, consumers’ personal information
collected through the PhoneSheriff mobile device monitoring product and service, and stored in
Respondents’ databases, was not confidential, private, and safe. Therefore, the representations set
forth in Paragraph 35 are false and misleading.
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COUNT IV- DECEPTION (TEENSHIELD)

37.  Asdescribed in Paragraph 28, Respondents have represented, directly or indirectly,
expressly or by implication, that consumers’ personal information collected through the
TeenShield mobile device monitoring product and service, and stored in Respondents’ databases,
remains confidential, private, and safe.

38.  In fact, as set forth in Paragraphs 20 through 24, consumers’ personal information
collected through the TeenShield mobile device monitoring product and service, and stored in
Respondents’ databases, was not confidential, private, and safe. Therefore, the representations as
described in Paragraph 37 are false and misleading.

VIOLATION OF THE COPPA RULE

COUNT V - COPPA (TEENSHIELD)

39.  Respondents collected personal information from children under the age of 13
through the TeenShield product, which Respondents operated and had actual knowledge that
children were being monitored using these online services.

40. In numerous instances, in connection with the acts and practices described above,
Respondents collected, used, and/or disclosed personal information from children in violation of
the Rule, including by failing to establish and maintain reasonable procedures to protect the
confidentiality, security, and integrity of personal information collected from children, in violation
of Section 312.8 of the Rule, 16 C.F.R. § 312.8.

41. Respondents’ acts or practices, as described in Paragraph 40 above, violated the
COPPA Rule, 16 C.F.R. Part 312.

42. Pursuant to Section 1303(c) of COPPA, 15 U.S.C. § 6502(c), and Section 18(d)(3)
of the FTC Act, 15 U.S.C. § 57a(d)(3), a violation of the Rule constitutes an unfair or deceptive

act or practice in or affecting commerce, in violation of Section 5(a) of the FTC Act, 15 U.S.C. §
45(a).

43. The acts and practices of Respondents as alleged in this complaint constitute unfair
or deceptive acts or practices in or affecting commerce in violation of Section 5(a) of the FTC Act,
15 U.S.C. § 45(a).

THEREFORE, the Federal Trade Commission this twenty-sixth day of March, 2020, has
issued this Complaint against Respondents.

By the Commission.
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Exhibit A

EXHIBIT A

o

+ Google Analytics: allows us to understand how people interact with the Site, and help
us to optimize Site performance, usability and users' experience.

+ Google Adwords: allow us to deliver targeted information to users who look for our
Service.

« Retargeter: used to deliver relevant and targeted ads to visitors of our Site by Google, ]
acress various Internet web sites.

+ FastSpring: allows us to track which affiliate referred a visitor. %

£

s Praferences Manager

-l

Controlling cookies: v ou can o

ALTOREATIE 1 ICERIS
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+ Quarterly: every three (3) months
« Semi-Annually: every six {6} months

« Annuatly: every twelve (12) months

CANCELING YOUR AUTOMATIC LICENSE RENEWAL

al, p
soios Melpdesk or o

ALLOWED USES POLICY

s tdesigned oniy to be used to monit

« Child: Your own legal child that is under the legal age of 18 (as defined by US law). The
child must be monitored using a compatible phone that you own. You cannot monitor
a child i you hold ene of the following relationships:
« Brother / Sister
+ Step-Brother / Step-Sister
« Step-Father / Step-Mother

233
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SMARTPHONE MONITORING SOFTWARE

¥ Step-Father / Step-Mother

v Auntf Uncle Cousin / Nephew

« Grandfather / Grandmother

+ Great-Grandfather / Great-Grandmother

« Employee: Your employee at a company you own OR an employee at the same
company as you and you have managerial responsibilities for. The employee must be
monitored using a compatible phone owned by the company and issued to the
employee under your company's pelicies regarding company phones. The employee
must give consent and be notified they are being monitored before monitoring can

begin.
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« Customer has access to the device white the device is in their hands.
« Customer has all passwords, pass codes, lock screen codes, etc. to unlock the device to
gain access.

i

%,

The phone to be monitored is running an operating system version that is not

supported cutlined on this web site's Compatibility page.

+ A customer chooses {at their own discretion) to upgrade the phone they wish to
monitor and the new desired phone to be monitored is running an operating system
version that is not supported cutlined on this web site's Compatibility page.

+ The customer’s underage child / employee upgrades the operating system version on

their phone (irrespective to the owner’s wishes) to an operating system version that is

not supported cutlined on this web site's Compatibility page.

Tre Compatibilit
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ler 10 CONENUS 1o Mo

. Fyou feel someone has made

Inuation of sarvices and
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EXHIBIT &

MOBIL

SMARTPHONE MONITORING

e hobi

account &
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Exhibit B

EXHIBIT B

Legal Terms and Policies

{845 company pallcy it our customer databases smaln confidential and poivate, We have nol, will not, and won't ever sell names fo
"spammers” of other parfies who would bke to use owr databases to adverize or solio their products or services. PhoreShentf does not
cesieet any nformation Bom your device other Han e mionmation Teguied for e product's suscessiul opersticn, Your private
informaton s sefe with us
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& - (% 15 wwwphonesherfi.com iogu himi

Af the pont whens you mads your PhoneShent! purchase end selecind Aviomatic Henawal, you nereby asme that vou wi be
mutomatoady bifled upon the end of vour Boenss inferval that you selecied

Bi-Annually: eveny s 8 monihs
Annually: every fwelve {121 monihs

iFat sy fme you can Canre! your ioanso plan, YWhen Bus ooows, your automalic billing loense pian will be temenaled sod your
PhanieSherf account witl be disabled offective wemadialely
CANCELING YOUR AUTOMATIC LICENSE RENEWAL

To cancet your autcmatic lcense plan ranewal, please contact Retina- X Studios by submitling a support ficket at the Refina-X Stafios
Helpdask

Please be aware that whan yoi cancel your aslomatic Hoemse pian menewsl, youF PhonsShetilf scoount will he disablad at Hhat fime froem
further use. It is recommended once you canced your biting license plan to remove PhoneShentt from all devices aszoniated with your
Sooou
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REFUND FOLICY (PHONESHERIFF)

if any issues cannot be resolved in a tmely manner, & refund of the purchase price will be issued § {he software is proven defechive. Any
other refund or mhrned order {except where nof aliowed) is subject 30 a 10% paymeni processing fae . We msenve the right io efiund an
ordar and discontinue suppart and service if you are th ) us o wea det you are using the service for disaliowsd purposes.
{astomers are mads aware by the documeniation on s websile that, as the owner of ihe device 1o be moniforad, unresiricied physcal
GCBSs By the Gevioe 10 e monitoled iS reguered. Unrestncied phyysics! Bo0ess is defned &

» Customer has access to e devics while the devies s in thelr hands,
» Cistomer hias all prsswords, pass cothes, lick soreen codes, ole. I unlock the device B gain access.

{f g sugtomer purchases his software and does not have unesticisd physcal socess 1o the device lo be momioned, refundy wif oot be
issuad due to this situation.

As i pertains o jmdbreaking an iPhone gedior iPad, Reting-X Studios is nod responsible for this process or gssisting in Hhis process &s it
5 not & Retina-X Siudios product o sevice. The Compatibliity page on this websita clearly outines thal ail {Phones andior iPads must
b sasoke priod fo ssduliaton and alse, 32 Be poid of parchase, Bw cusionsr sgroes 16 this regquisemest. |15 the Cistimer’s
respenisiiiity fo jalibroak Mew Phone of Pad on el own pios o pechasng e softwars. Refunds will not be Bsued e any cuslome:
who is aithar unable or unwilling to jailbreak ther iPhone andior iPad.

o, refunds will not be ghven for any incompatibdity issues. incompaliviily situations would inchide:

» Tha device 1o be moaiiored is newdng an operating systam version hat is nol supported cigiinad on this websits's Compatibidy
page.

= A cusiomsr chonses (at thelr own discretion] 1o upprads e dovice they wish te monitar and the new desired device to be
MOnEered 1 ruing ek agembng sysiens version that i aot supportied outlnad o0 s websile's Campatibily page

= The cusiomer’'s underage chiid upgrades the operating system varsion on the device (irespeciive to the owner's wishes) to an
oparating system wersion that 15 not supporied ouliined on ihis websie's Compalibility page

The Compabbity page n this websie culines of of e compaiible opersling systems ard versons the progeam supporis 5o that
proposed cusioma s thinking of purchasing the PhoneSher® soltware will Rnow which device modeis aotl oparsling sysiem yersions sa
cEnpatiie puor o pachase
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Legal Terms and Policies

PhonaShentt is dosignad only to be used to monder your child. Rebng. X Studios dofings this as:

= Child: Your own fegal ohitd Hhat is under the logal age of 153 (as defined by US law). The olild must be mondtorad using a
compathie device tha! vou own You cannot monior & chiid if vou hold one of e foliowng melationships:

Brothes # Sistar

Step-Brother | Step-Sister

Sian-Falher 7 Step Molner

At/ LinCle

Causi 7 Mephew

Grandigther ¢ Grandmather

Grogt-Grandfathey £ Greel-Grandmather

o

=

@

a

-

a

PhaneSheriff cannol be used to monitor any other individuals (such as a spouse, friend, significant cther, parcles_probatfioner, elc ). This
wiowsich winiate the berms you agread o ai the point of purchase and be subject to immediate termeinaiion without rrmbursement
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EXHIBIT B

vy phoneshenficom feguibrml

Legal Terms and Policies

OTHER POLIGIES

Yo agree that vou will Ccomply Bty wills 25 relevant expoit laws and regulatons eophcable I you inciuding without Bmiation, the U3
Expent AdmussEation Reguiabons f vou arg 2 seseionl of the Usited Slates (coliorhvely reloresd hersin as 'Export Sontrole’h. Without
fmniting e gonerality of e foregoing. vou will nol, and vou will regulre your representatives nol lo, exporl. divedd o Bansler e
Softwara, or any direct product thereof, 10 any dastinetion, person or entity restricted of prohibited by the Export Cenirols

1§ you are antening into this Agreement on behall of any egency o malramantasly of e United States Governmard, 1he Software s
‘wommercial computer software’ and 'commearcial computer software documeantation” and pursuant to FAR 12 212 or DFARS 227.7202,
ark fheir successors, as appicabis, use, reproducton, and disclosure of the Soffware are governed by the ferms of s Agresment.

You agroe that vou will not (1) intercept, examing or othenvise chserve any proprictary communications profecol used by the Software,
wheiher fwoughite use of a nefwork anaiyzer, snifior o7 elher program of devics, of () use any o of wus, ciock, timer, courter,
worm, bod spsder, seftwars ook, disp dead davics, Trofan-hosse muting Bap doos, Bime bomb or any other codss nstrections or third
party sofiwars that s desansd to Hovice 4 means of stirepitinus or msuthorired acoess 1o, or diston, delste, demags n disassormbis,
the Soltware.

You mustbe at loast 18 yaars of age 16 purchase any of our pro-scts. You adree that yvou will nod allew any olhar party 10 register vour
acceus, mstal o use the soflwars of account isgm. The eccound emad registered to the aocouni musi maich the account emall used
during purchass,
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Al our procects e distributod and ficensed o an "as 8" bagis and no warrantios of guarantses of any kind are prommised by
FhoneSherT as (o their performance, refebility or suilability to any gven task. in no event shail PhoneShenf be tiable for any loss of
information or ANY DAMAGES OF ANY KIND. financal, physical, emabonal or ofber, which might avise from s use

il is & fecdierai and siate offansa in most couniries o nstal monitoning soffware onto a device wihich you do noi own of have propar
suinoszation 1o nstad. B may #iso De g0 offlenss 0 your samsdmobon 1o monitor the activies, of other individuess i fhey are ot your child
Check alt state, foderal and local laws belore nstalling any monitonng software such as PhoneShestf. Faderal or local law governs tha
use of soms iypes of aoftwere, # & responsibility of the user io follow such laws
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AUTosanc Liden

REFUND PRLICY (P

DTMERPOLICES

By mstaling, cunning, o using any PhoneShenff product or service vou agree in the above Policies. In addifion vou agree thal you
fBow the PhonaShertlf Policies af afl times when using a PhoreShedlf product of sefvice Failure o comply with our poEces will result in

e gooount beang leemmaled withoul waming.

 SOFTWARE END USER LICENSE AGREEVENT (EULA)
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Thi smarphone/iablst soltware, arwork, music, and other components inciuded in this product (coliectively referred to herein as the
“Hefhware™) are e copyriahted property of PhonaShenlf com and it lcensons (collaclively refared o as "REX™L The Sofbware s
fensed (not sokf) o vou and HEX owns el copynght trade secred, nalent and other proprstany nghis 1 the Sollware You may use the
Saftwars an 3 single commputar You may not (1) capy [pthar than ohee tor bark-ud pumpases) distribute, rant, lsase of Sublicanse all o
any porton of the Soffwars, (2} modily or prepare denvalive works of the Soliweare, (3} ransmit the Softwere over 8 nebwosk by
tslaphone of alecionically USing any means, BXCapt in the couirse of your installation of the Software cver authorized netwarks: (4}
reverse engineer, decornpile or disassemble the Software. You may transfer e Software, bul only if the recipient agrees ‘o accept the
s e condsboms of Bes Agreement. | vou bansier the Scolftwars, you must Fansfer af comp and doruy and erase
any copies reskding o computer squipment. Your icense 15 automatically & tad if you transfer the Sofy

You expressly acknowledge and agree that use of the Soffware is 8t your sole fisk. Excapt for the lmited (90 day wananly on the media
sef forth below Wiils Phonesherifi remains undetecied by any known soffware, it is the user's résponsibiity to stap programs which
aeat Biock PrhonaShardf on dhe device, should thes situsion anse. Due o the fad that the software 5 o digial gond and rogisiration
information cannot be reclaimed, no refunds can be ssued and a8 sales are final Al logs are storad inside your account for 8 misimuim
of 50 days. Logs older than 3 deys ane subject b defeton durng mantenanie of the semar

REX warrants to the wrignsl consumes puichasar hat e medie fumished i this praduct will be free friom defecis by materials and
workmanstep under nonnal use for & pened of ninely (90) days Fom (B dale of purchase (as evidenced by your teceptl If ihe mada
fnished in (s preduct proves to be defective, and provided that the orignel consumer purchaser raturms e media to REX o
accordance with the instructons i this paragraph. REX wili seplace $he defective medias (a) froe of charge 10 the Consumer purchaser
the media proves to be dolective within the sinety (80} day prnod fellowing the date of purchase, and (b) for a foe of $8.00 per Compact
Laisc, if the media proves o be defeciive after the axpiration of the ninety (90) day warranty pesiod,

foobilain a rencement OO, please refum the CO ordy, postage prepat fo REX o the address below, accompaniod by cronf of date af
purchase 3 desonpion of the defect. and your name and relurn address, as well 35 8 check for S8.00 par CI) # after expiration of the
warranty panod. REX will mail a replacement to you

Tonms @ subject 1o chenge sl any time.

£ 2003.2017 PhoneShenifi com. Al Rights Reserved
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& i & wawteenshisid com gy hmi ) ) < i

@ Tmsnie‘d Home Features Support Blog

Legal Policies

Enif User License dgreement Tarms of Use and Privacy Policy,

TEEMSHIELD END USER LICENSE AGREEMENT (EULA) AND TERMS OF USE

This TeanShisld End User Liconse Agreemers (colectively rfesrad To harsin 48 tha
“Bgresment’) corstiiles a bindding axteement bebween you the purchaser of 8
Teenbhisld brense (coliectively eferred 1o herein as the "Liser), and Hetma-X Stuzhos,
LLE fooBectively releprad 1 hamin g "HUS™), You should read the folluwing berms and :
pelicies carefully before instsling the TeenSiiald application of usng ihe Teenihick
website {collectively referred tu frerein a9 the "Service’). If you 4o not agree to be
Lound by thase polictes, terms and sonditions, you may nok sutchase oF use e
Service. The use of the Senvies i3 stnctly protebited unlasy you gqree 10 be bound Ly
the Lerma g eondiions of s Agreament.

REPRESENTATION AND WARRANTIES

TeenShiokd pravides you, 23 (he fegel gumdian of ane of mor children under the age
of 18, with the abHRY 1o view and collect various electinic attivities of your children
Frosm comerslars of molile devices. Thess sctivilies Mgy molute bul are not lmitad o
Lt wy Ftion g, phatus nd ectmilies v vaivuy gpplicelions. By purchasing
and using he Saodte you herahy warzan, covenant, represent and cardify the
tadtowing:

Yiou: will cinly use the Servicy 10 sid your eflons w proteet vour Liee: Chaldren for
whiom you srs gal guardian

Youwill anly uss: the Sedvicy to manior camputerd of mobile devices of wikich
you ane 1he ingel ownes

You soren that ag the guardian of your nanor children you give yoursell thes
tonsant 1o Mot solisties

s Aflanformghon you provide io TeenSieeld i acounse and tree ncluding the age
o your ehildsan

Youd will ot Lans the Seqvice to Vinlate any 3w file o govednindnial ieguistion
YOu &% subject fo e _
« Youconsent to give TeenShield and g ilcensors acoess 1o e propey

passward protacied Servics,
ou: @8I not use the Senvide W imonitor any indivdusl uver the dge et 18, -
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* Youagree that TeenShisid iy mt responsrhie or liabde for any content you

encodier hrough the Service, such as ollensive condent

YeuErres 1al you will only use the siE to paotest your oaor ohitld from

AENGETGUS CHUTINSLANCES,

Yeuwil {otlow alt documentation and insliictions provided to you by

TeanShietd cum.

Excapt wire required by law, you will nol aliow sny olher person #) 20655 your

Servipe acosunt or acivities within,

You have advised all users of the monitored mobilo o1 computer davies That you

awn the devices and may inspect ihe data they contasn.

« Failing to comply 10 iy of the above may result o you Brealing uie andfo
tedersl laws.

OTHER TERMS

Thee Service b htensed ore 2n "as is” basis ard no warmanties or guaranioes of s ke
arg promised by BXS 65 to their performence, refishility or sultabifity to amy glventesh.
bt o wvent shall FIXS be held fiabls for sy toss of daia or ANY DARAGES OF &Y
KINE, financial. physicel, emobiona or otber which might anse from ity use. Federal o
{oont law governs the use of some lypes of sofbvarn and serdces, # is the
respansibiiity of thie User to fafiow such laws User agrees thial Liser shail he
resparaibie far any legal costs intured by BXS which ure a difect rewiudt of inpraper
useof the Sorvive.

[

Udant agreas it User will comiply Iusy with alt séievant eapait iaws wsd Yeguiations
Applicabie to i User, | Engg, without imitatien, fhe 12 S Fxpart Adiiristration
Regulations if Liser is @ resident of the Usited Trates (Collectively sterrad herein as
“Export Sontrols"). Witfiout Breting the generality of the {oragosg User wilt il and
Uger vill nexpuite User's represeniatives naf to, expoi. direct of transier ihe Service or
ANy direct product theredat 10 any destmation, pereon of ealily restricted m prohidited
by he Expart Dontinls,

T Lisar 14 entering N0 This Agreener o benal! of ary sgency of Instrumenislity of
T United Siates Governmend, the Service is “comwnessial cotrgater softwee” angd
“COMMENTIH CoMTReT Software otumeniation” and pursuent o FAR 1221205
DFARS 227 V08 and thek suovesiors, 25 spolicable uss praiution ang
disclosire of the Sarvice sre governas by the lerns of this Agreanant

Uy agrees that User wilt net (1) lntsriepl examing or Dtheowise obasove any
proprietary communications protocal vsad by the Seevice, whether through theuse of
& nietwork analycer soifler of ather program of device: of (2] use any type of vieus.
cloek, tmer, sotrten woemn, boy, splses soltware ook, dimp dead device, Trojan-horse
routing, tap dnoy e Bomb o any ether codes, ingtructions o third-aagy softese
that Is desioned 10 groviss & means of surnedditious or unauthonzed access o, o
Gistort delets, damage or disassembie. the Service.

247
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e T R, SR, g O G st D e e v e = . Fe. - - ¥
Lizef acknowledges and agreas that HXE does not have any control over tha aperation

oF funetianaiiy of iClo end BES 15 aot tesponsible, ane shall ot be liable Tor any

dowintione of changes by ihoud at any time User alse aoinowisdgey and dgreas thay

BES e o regporsitie for Lisee's sintEnsiif sai ket of depie, oo sy Brsach

Wievan!, ICRIEAY a0y reech by User of #ny of the 18ims 400 Consiions governing

your selationshin with iload or Apple. User achnowiedges that Apple may dend an

et 1o he loud arcount st addeess g8 8 10wl of using the Service,

The comguter softwars, artwollk. musit, and other companents inciuded in the Service
pretduct are the copyrighted property of BXS and its leensors. The Service is ioensed
o sobd) 1o Liser ang RS owns ol copyright, rade secrer, paterm and ofhe
prepietary Buhts i the Servioe Ussr may ol (1) copy foiner thas onge fos backup
P poses], distnbute, rent, leace or sublicense gt of any portion of the Servies; (23
sy or prepars derlvative wotks of the Servies, 00 tranamit the aoftwase over &
FRETHORE, DY TROpRGRe, 0 eRsTTRIRSY wsing a0y Mg eXCEnT ke Sanse or
Usersnetwark usage of me Service aver authorizeil natworks, {4) imverse enginess
decompile of disassemble the Service, User may not iranster the Servics 10 ancthet
individual. User expressly acknowledges and agrees that ise of the Sefvice s &l
iser's sule righ

REFUND POLICY
1 Liger experdences enhnial meues with Sendoe, BXS will work with Use o rescive
thess issuss i @ Umely manner i hese isyues can't be resclved, 3 proated refund
ittt bee dssmed i the Bervioe i proven dofective Ay oiher refund o refarsed onder
(EReopl WO D0 iowea) B SUDECT IS & 104 payman processing ton. Ve reserve
th tight e ratunit an order and discontines support end Service if User is threstening
us or i i determined that Uses i using the Service for dissllowed pusposes, all
refurtds re st 10 anmediate discontineatien af Servick and support. All sales arg final
P will pot issue refunds For simply changing youwr mind Refunds will not be given
without praper treutieshooting of @ probiem by our technical support statf.

Amy User whio oleims that their purchase was mids in eron or subnitted fraudulent
Tndurrnation will Toefeil (el gt 1o any refund and will be held adle Tos 2l charges for
H transaction, The Feenbhield som web aite has Budtin sotequends (e slop oneclick
pirehasing inerron Also, if you feel a purchase was made using your infermamtier, BXS
reGUeSTS yab camtact your basd o submit 8 fravdulent change alen ag 15t the bank
cun contact tha appropriae partiod to have B raioived,

USARE POLICY

By instaling wiming. of using gny TeenShicid produet o Service User sgreas 1a the

shova Palicies in sidition Uiser agroas that tiser will Iotlow the TeenShiekt Folkcies at

all times when using e TeenShield app or service. Fafiure 1o comply with ous palicies

wiil kel in the gecount Bemg terminated without wamming. &
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& 1 OB wewwieenshisidcomiiagl i
e e P Ul e FCUTRER L] S e et e O W T — == — = —

TERM AND TERMINATION

This hgreeman takes stlet on the date User purchases the protuct and will continoe
until Uger caneels their use of the Service or the pait periot of the Servies sxpiles.
Upain cenceliation or expiration User muat remove soltware sssnckated wifh
TeerShinkd from B Hseds dovioas. Bcizding the devices the Lisers miner aildnn
ligg,

¥en ) supresaly aanowlanos thal you heve ead the Agraement and undersiand the
terms, policias and conditions set forth herein, By conlinuing to use the Service you
ive pour consent 1o b bound by the lemms and conditdss: of this Agreemedn!

Torms ave suliect 1o changs af any tene withou: notice,

Privacy Policy

L8 COMPaTy Docy that pur arder ealabaged remain cepfidortial nnd
priyole, We bave nol, o not, and won't ever sell hames To spammers or oiher parties
who would like to use our databases 10 adventise or solich their produsls or serices.
The Sofrware doec not colioct 2w Infl itn from your syslém ather thas the
iniprmation requirad for the sutcessiul uperation of e Soflware. Your private
mdoimation is safe with us.

Az you beavess s and Siher webs'ler anling at Aphwbts we veorid With may plece
SROMIMOLS SoOkEes 0N your cominder and use similir teshaotodias, in orlerto
UnGieratand Y IntErests basad an your {ananymou ) ondine activities, and thus to
Eelor more rafevant ads e vour i veu 94 pot wish o et such tloned advertsning,
you can vish thig page to ot out of most companies thet engage in such advartising
[Thia Wil nol prevent you Do Beaing ade: the as skaply ywill et b didiveesd thealigh
e Lagating methodal

This wetsite coilents certsln information Trom and ahou| its users two ways
Vieb logs a0 Liger Enered Infanmation.

@ Web Logs

Your htermnet protocel address

The kirsth of DUowW ser OF GOMPLIRT you uss

Hurbier of Grke vou el within the site.

State i aoubiry froim vaich o accessed ihe sie
Bate and setual time of your vini

Hame of your internet secvice provider,

Wab page yivu Rrsked (o O site Trom.

Fagis pan viewed on e site.

PRI S S S

> -
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This Wensite pollaots cortaln informution 1OR: artd ahoul s Gaers 1wt ways
Web logs and Ligaer Entere intormation

a. Web Logs
« Your intormet protoce| addreus
e Thae Kintf of Browser OF Empuier you use
» Humberof Brie yeu sRel withie the 2ite
= Gtate prooumny fram which you sccessed the site,
+ Date grd seiust tme of yorur vl
Naimie of your internet service provider,
Ve page you Binked 1 our siie e,
Fages you iewait on the sile

®

b. User Enfered Informaiion

Vistlors 1o our websile can regisier in purchase products and services, When you
register. we will regises! some peraonal information such as hame, 4ddress, amail and
oiber relavant infarmation, sy fnancial information we collest is used andy fo bifl you
fos the sany yau purchased If you puechase by dreth card, this Infarmation may be
foiwardid in yau crodit cant provides

For ather types of registrations, wa will ask Tor The refevant information. Yeu may aiso
e asked to distlose personal Information (o ua se that we can provide assistance and
infrmatinn io youu Far example, such data may be wairanted m order 10 pravide
ondine techrenal suppurt end iroubloshooting, Retlen-X Studios, 110 dpes ot coplac
Yo by dhirent mall or {elophons 10! any teason unfess requesied

We wilt not disctose persansily entitanis intomanon we collect frorm g o dheo
partios withait yoir DRSS sernnl 10 Yhe adent peesssary meinding

w T fuddhit your service reqaeses for services.
» o petect oliselves froi hability

e Tovespond tolegsl preoess o Sorply WAl

in connection with a maiger, soguisition, o lguidation of the company.

= iyt S 1 i igE F cany e
5 Freves Staffies WL Riinghee

Sign Up Mow
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DECISION

The Federal Trade Commission (“Commission”) initiated an investigation of certain acts
and practices of the Respondents named in the caption. The Commission’s Bureau of Consumer
Protection (“BCP”) prepared and furnished to Respondents a draft Complaint. BCP proposed to
present the draft Complaint to the Commission for its consideration. Ifissued by the Commission,
the draft Complaint would charge the Respondents with violations of the Federal Trade
Commission Act and the Children’s Online Privacy Protection Rule.

Respondents and BCP thereafter executed an Agreement Containing Consent Order
(“Consent Agreement”). The Consent Agreement includes: 1) statements by Respondents that
they neither admit nor deny any of the allegations in the Complaint, except as specifically stated
in this Decision and Order, and that only for purposes of this action, they admit the facts necessary
to establish jurisdiction; and 2) waivers and other provisions as required by the Commission’s
Rules.

The Commission considered the matter and determined that it had reason to believe that
Respondents have violated the Federal Trade Commission Act and the Children’s Online Privacy
Protection Rule, and that a Complaint should issue stating its charges in that respect. The
Commission accepted the executed Consent Agreement and placed it on the public record for a
period of 30 days for the receipt and consideration of public comments. The Commission duly
considered any comments received from interested persons pursuant to Section 2.34 of its Rules,
16 C.F.R. § 2.34. Now, in further conformity with the procedure prescribed in Rule 2.34, the
Commission issues its Complaint, makes the following Findings, and issues the following Order:

Findings
1. The Respondents are:

a. Respondent Retina-X Studios, LLC, a Florida limited liability company
with its principal place of business at 731 Duval Station Road, Suite 107,
Box 203, Jacksonville, Florida 32218.

b. Respondent James N. Johns, Jr. the registered agent and sole member of
Respondent Retina-X Studios, LLC. Individually or in concert with others,
he formulates, directs, or controls the policies, acts, or practices of Retina-
X Studios, LLC. His principal place of business is the same as that of
Retina-X Studios, LLC.

2. The Commission has jurisdiction over the subject matter of this proceeding and
over the Respondents, and the proceeding is in the public interest.
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ORDER

Definitions

For the purpose of this Order, the following definitions apply:

A.

B.

“Child” or “Children” means an individual under the age of 13.

“Clear(ly) and Conspicuous(ly)” means that a required disclosure is difficult to miss
(i.e., easily noticeable) and easily understandable by ordinary consumers, including
in all of the following ways:

1.

In any communication that is solely visual or solely audible, the disclosure
must be made through the same means through which the communication
is presented. In any communication made through both visual and audible
means, such as a television advertisement, the disclosure must be presented
simultaneously in both the visual and audible portions of the
communication even if the representation requiring the disclosure is made
in only one means.

A visual disclosure, by its size, contrast, location, the length of time it
appears, and other characteristics, must stand out from any accompanying
text or other visual elements so that it is easily noticed, read, and
understood.

An audible disclosure, including by telephone or streaming video, must be
delivered in a volume, speed, and cadence sufficient for ordinary consumers
to easily hear and understand it.

In any communication using an interactive electronic medium, such as the
Internet or software, the disclosure must be unavoidable.

The disclosure must use diction and syntax understandable to ordinary
consumers and must appear in each language in which the representation
that requires the disclosure appears.

The disclosure must comply with these requirements in each medium
through which it is received, including all electronic devices and face-to-
face communications.

The disclosure must not be contradicted or mitigated by, or inconsistent
with, anything else in the communication.

When the representation or sales practice targets a specific audience, such
as Children, the elderly, or the terminally ill, “ordinary consumers” includes
reasonable members of that group.
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“Collects” or “Collection” means, for the purposes of Provision III of this Order,
the gathering of any Personal Information from a Child by any means, including
but not limited to:

1. Requesting, prompting, or encouraging a Child to submit Personal
Information online;

2. Enabling a Child to make Personal Information publicly available in
1dentifiable form; or

3. Passive tracking of a Child online.

“Covered Business” means Corporate Respondent, any business that Corporate
Respondent controls, directly or indirectly, and any business that Individual
Respondent controls, directly or indirectly.

“Covered Incident” means any instance in which any United States federal, state,
or local law or regulation requires a Covered Business or Individual Respondent to
notify any U.S. federal, state, or local government entity that information collected
or received, directly or indirectly, by a Covered Business from or about an
individual consumer was, or is reasonably believed to have been, accessed or
acquired without authorization.

“Disclose” or “Disclosure” means, with respect to Personal Information:

1. The release of Personal Information Collected by an operator from a Child
in identifiable form for any purpose, except where an operator provides such
information to a person who provides Support for the Internal Operations
of the Web Site or Online Service; and

2. Making Personal Information Collected by an operator from a Child
publicly available in identifiable form by any means, including but not
limited to a public posting through the Internet, or through a personal home
page or screen posted on a Web site or online service; a pen pal service; an
electronic mail service; a message board; or a chat room.

“Internet” means collectively the myriad of computer and telecommunication
facilities, including equipment and operating software, which comprises the
interconnected world-wide network of networks that employ the Transmission
Control Protocol/Internet Protocol, or any predecessor or successor protocols to
such protocol, to communicate information of all kinds by wire, radio, or other
methods of transmission.

“Jailbreak(ing) or Root(ing)” includes any action that bypasses a restriction by the
Mobile Device manufacturer or operating system.
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“Mobile Device” means any portable computing device that operates using a
mobile operating system, including but not limited to, any smartphone, tablet,
wearable, or sensor, or any periphery of any portable computing device.

“Monitoring Product or Service” means any software application, program, or code
that that can be installed on a user’s Mobile Device to track or monitor that user’s
activities on the Mobile Device, including but not limited to, the user’s text
messages, web browser history, geolocation, and photos.

“Online Contact Information” means an email address or any other substantially
similar identifier that permits direct contact with a person online, including but not
limited to, an instant messaging user identifier, a voice over internet protocol
(VOIP) identifier, or a video chat identifier.

“Operator” means any person who operates a Web site located on the Internet or an
online service and who Collects or maintains Personal Information from or about
the users of or visitors to such Web site or online service, or on whose behalf such
information is Collected or maintained, or offers products or services for sale
through the Web site or online service, where such Web site or online service is
operated for commercial purposes involving commerce among the several States,
or with one or more foreign nations; in any territory of the United States or in the
District of Columbia, or between any such territory and another such territory or
any State or foreign nation; or between the District of Columbia and any State,
territory, or foreign nation.

“Parent” includes a legal guardian.

“Person” means any individual, partnership, corporation, trust, estate, cooperative,
association, or other entity.

“Personal Information” means individually identifiable information from or about
an individual consumer, including:

1. A first and last name;

2. A home or other physical address;

3. An email address;

4. A telephone number;

5. A Social Security number;

6. A driver’s license or other government issues identification number;

7. A financial account number;



10.

11.

12.

13.

14.

15.
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Credit or debit card information;
Date of birth;

Online Contact Information as defined in 16 C.F.R. § 312.2;

A screen or user name where it functions in the same manner as Online
Contact Information, as defined in 16 C.F.R. § 312.2;

A persistent identifier that can be used to recognize a user over time and
across different Web sites or online services. Such persistent identifier
includes, but is not limited to, a customer number held in a cookie, an
Internet Protocol (IP) address, a processor or device serial number, or
unique device identifier;

A photograph, video, or audio file;

Geolocation information sufficient to identify street name and name of a
city of town; or

Information concerning a Child or the parents of that Child that the Operator
Collects online from the Child and combines with an identifier described in
this section.

“Respondents” means Corporate Respondent and Individual Respondent,
individually, collectively, or in any combination.

1.

2.

“Corporate Respondent” means Retina-X Studios, LLC, and its successors
and assigns.

“Individual Respondent” means James N. Johns, Jr.

“Support for the Internal Operations of the Web Site or Online Service” means:

1.

Those activities necessary to:

a. Maintain or analyze the functioning of the Web site or online
service;

b. Perform network communications;

c. Authenticate users of, or personalize the content on, the Web site or

online service;

d. Serve contextual advertising on the Web site or online service or cap
the frequency of advertising;
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e. Protect the security or integrity of the user, Web site, or online
service;
f. Ensure legal or regulatory compliance; or

g. Fulfill a request of a Child as permitted by 16 C.F.R. §§ 312.5(c)(3)
and (4).

So long as the information Collected for the activities listed in paragraphs
(1)(a) — (g) of this definition is not used or disclosed to contact a specific
individual, including through behavioral advertising, to amass a profile on
a specific individual, or for any other purpose.

R. “Web site or online service directed to Children” means a commercial Web site or
online service, or portion thereof, that is targeted to Children.

1.

In determining whether a Web site or online service, or a portion thereof, is
directed to Children, the Commission will consider its subject matter, visual
content, user of animated characters or Child-oriented activities and
incentives, music or other audio content, age of models, presence of Child
celebrities or celebrities who appeal to Children, language or other
characteristics of the Web site or online service, we well as whether
advertising promoting or appearing on the Web site or online service is
directed to Children. The Commission will also consider competent and
reliable empirical evidence regarding audience composition, and evidence
regarding the intended audience.

A Web site or online service shall be deemed directed to Children when it
has actual knowledge that it is Collecting Personal Information directly
from users of another Web site or online service directed to Children.

A Web site or online service that is directed to Children under this criteria
set forth in paragraph (1) of this definition, but that does not target Children
as its primary audience, shall not be deemed directed to Children if it:

a. Does not Collect Personal Information from any visitor prior to
Collecting age information; and

b. Prevents the Collection, use, or disclosure or Personal Information
from visitors who identify themselves as under age 13 without first
complying with the notice and parental consent provisions of 16
C.F.R. Part 312, attached hereto as Appendix A.

A Web site or online service shall not be deemed directed to Children solely
because it refers or links to a commercial Web site or online service directed
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to Children by using information location tools, including a directory,
index, reference, pointer, or hypertext link

MONITORING PRODUCTS AND SERVICES

IT IS ORDERED that Respondents, and Respondents’ officers, agents, employees, and
attorneys, and all other persons in active concert or participation with any of them, who receive
actual notice of this Order, whether acting directly or indirectly, are permanently restrained and
enjoined from, or assisting others in, promoting, selling, or distributing a Monitoring Product or
Service unless Respondents comply with the following:

A.

Mobile Device Security: No Monitoring Product or Service’s functionality may
require circumventing security protections implemented by the Mobile Device
operating system or manufacturer, such as by Jailbreaking or Rooting a Mobile
Device.

Registration Attestation and Documentation: Prior to the sale or distribution of
any Monitoring Product or Service, Respondents must obtain:

1.

An express written attestation from the purchaser that it will use the
Monitoring Product or Service for legitimate and lawful purposes by
authorized users.

a. The express written attestation must state the legitimate and lawful
purpose for which the purchaser is using the device, which may
include only the following:

1. Parent monitoring a minor Child;

11. Employer monitoring an employee who has provided
express written consent to being monitored; or

1il. Adult monitoring another adult who has provided express
written consent to being monitored;

b. Respondents cannot provide purchasers with written attestation
language;
c. Respondents cannot suggest, direct, or otherwise assist, purchasers

in submitting fraudulent written attestations; and

Documentation proving that the purchaser is an authorized user on the
monitored Mobile Device’s service carrier account.

Icon Notice: The Monitoring Product or Service must display an application icon,
accompanied by the name of the Monitoring Product or Service adjacent to the
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application icon. The consumer must be able to click on the application icon to a
page on which Respondents present a Clear and Conspicuous notice stating:

I. The name and material functions of the Monitoring Product or Service;

2. That the Monitoring Product or Service is running on the user’s Mobile
Device; and

3. Where and how the user can contact Respondents for additional

information, or to resolve an issue of improper installation of the
Monitoring Product or Service.

Exception to the Icon Notice Requirement:

1. Respondents may program the Monitoring Product or Service to allow the
purchaser of the Monitoring Product or Service to disable the Icon Notice
only if the purchaser attests, prior to installation, that the purchaser is the
legal guardian or parent of a minor Child, and that the Monitoring Software
or Product will be installed on a Mobile Device predominantly used by the
minor Child.

II. ADDITIONAL WARNINGS AND NOTICES

IT IS FURTHER ORDERED that Respondents, and Respondents’ officers, agents,
employees, and attorneys, and all other persons in active concert or participation with any of them,
who receive actual notice of this Order, whether acting directly or indirectly, are permanently
restrained and enjoined from, or assisting others in, promoting, selling, or distributing Monitoring
Products or Services unless Respondents provide the purchaser with the following notices:

A.

Home Page Notice: The home page of any Internet website advertising the
Monitoring Product or Service must Clearly and Conspicuously provide notice that
the Monitoring Product or Service may only be used for legitimate and lawful
purposes by authorized users, and that installing or using the Monitoring Product
or Service for any other purpose may violate local, state, and/or federal law. The
foregoing notice must be placed such that it can be viewed on the screen first seen
by a potential purchaser who lands on the home page.

Purchase Page Notice: Respondents may not complete the sale of a Monitoring
Product or Service unless Respondents provide the purchaser with Clear and
Conspicuous notice the Monitoring Product or Service may only be used for
legitimate and lawful purposes by authorized users, and that installing or using the
Monitoring Product or Service for any other purpose may violate local, state, and/or
federal law.
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III. INJUNCTION CONCERNING THE COLLECTION OF PERSONAL
INFORMATION

IT IS FURTHER ORDERED that Respondents, and Respondents’ officers, agents,
employees, and attorneys, and all other persons in active concert or participation with any of them,
who receive actual notice of this Order, whether acting directly or indirectly, in connection with
being an operator of any Web site or online service directed to Children or of any Web site or
online service with actual knowledge that it is Collecting or maintaining Personal Information
from a Child, are hereby permanently restrained and enjoined from violating the Children’s
Privacy Protection Rule, 16 C.F.R. Part 312, including but not limited to failing to establish and
maintain reasonable procedures to protect the confidentiality, security, and integrity of Personal
Information from Children.

A copy of the Children’s Online Privacy Protection Rule, 16 C.F.R. Part 312, is attached
hereto as Appendix A.

IV.  PROHIBITION AGAINST MISREPRESENTATIONS

IT IS FURTHER ORDERED that Respondents, and Respondents’ officers, agents,
employees, and attorneys, and all other persons in active concert or participation with any of them,
who receive actual notice of this Order, whether acting directly or indirectly, in connection with
any product or service, are hereby permanently restrained and enjoined from misrepresenting,
expressly or by implication, the extent to which Respondents maintain and protect the privacy,
security, confidentiality, or integrity of Personal Information.

V. DATA DELETION

IT IS FURTHER ORDERED that within one hundred twenty (120) days after entry of
this Order, Respondents and Respondents’ offers, agents, employees, and attorneys, and all other
persons in active concert or participation with any of them, who receive actual notice of this Order,
must destroy all Personal Information collected from a Monitoring Product or Service prior to
entry of this Order. Provided, however, that such Personal Information need not be destroyed, and
may be disclosed, to the extent requested by a government agency or required by law, regulation,
or court order, including without limitation as required by rules applicable to the safeguarding of
evidence in pending litigation.

VI. MANDATED INFORMATION SECURITY PROGRAM

IT IS FURTHER ORDERED that each Covered Business shall not transfer, sell, share,
collect, maintain, or store Personal Information unless it establishes and implements, and thereafter
maintains, a comprehensive information security program (“Information Security Program™) that
protects the security, confidentiality, and integrity of such Personal Information. To satisfy this
requirement, each Covered Business must, at a minimum:

A. Document in writing the content, implementation, and maintenance of the
Information Security Program,;
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Provide the written program and any evaluations thereof or updates thereto to its
board of directors or governing body or, if no such board or equivalent governing
body exists, to a senior officer responsible for its information security program at
least once every twelve months and promptly after any Covered Incident;

Designate a qualified employee or employees to coordinate and be responsible for
the Information Security Program;

Assess and document, at least once every twelve months and promptly following a
Covered Incident, internal and external risks to the security, confidentiality, or
integrity of Personal Information that could result in the unauthorized disclosure,
misuse, loss, theft, alteration, destruction, or other compromise of such
information,;

Design, implement, maintain, and document safeguards that control for the internal
and external risks to the security, confidentiality, or integrity of Personal
Information identified in response to sub-Provision VI.D. Each safeguard shall be
based on the volume and sensitivity of the Personal Information that is at risk, and
the likelihood that the risk could be realized and result in the unauthorized access,
collection, use, alteration, destruction, or disclosure of the Personal Information.
Respondents’ safeguards shall also include:

1. Technical measures to monitor all of Respondents’ networks and all
systems and assets within those networks to identify data security events,
including unauthorized attempts to exfiltrate Personal Information from
those networks;

2. Technical measures to secure Respondents’ web applications and mobile
applications and address well-known and reasonably foreseeable
vulnerabilities, such as cross-site scripting, structured query language
injection, and other risks identified by Respondents through risk
assessments and/or penetration testing;

3. Data access controls for all databases storing Personal Information,
including by, at a minimum, (a) requiring authentication to access them, and
(b) limiting employee or service provider access to what is needed to
perform that employee’s job function;

4. Encryption of all Personal Information on Respondents’ computer
networks; and

5. Establishing and enforcing policies and procedures to ensure that all service
providers with access to Respondents’ network or access to Personal
Information are adhering to Respondents’ Information Security Program.



VII.

RETINA-X STUDIOS, LLC 261

Decision and Order

Assess, at least once every twelve (12) months and promptly following a Covered
Incident, the sufficiency of any safeguards in place to address the risks to the
security, confidentiality, or integrity of Personal Information, and modify the
Information Security Program based on the results.

Test and monitor the effectiveness of the safeguards at least once every twelve
months and promptly following a Covered Incident, and modify the Information
Security Program based on the results. Such testing shall include vulnerability
testing of each of Respondents’ network(s) once every four (4) months and
promptly after any Covered Incident, and penetration testing of each Covered
Business’s network(s) at least once every twelve (12) months and promptly after
any Covered Incident;

Select and retain service providers capable of safeguarding Personal Information
they receive from each Covered Business, and contractually require service
providers to implement and maintain safeguards for Personal Information; and

Evaluate and adjust the Information Security Program in light of any changes to
Respondents’ operations or business arrangements, a Covered Incident, or any
other circumstances that Respondents know or have reason to know may have an
impact on the effectiveness of the Information Security Program. At a minimum,
each Covered Business must evaluate the Information Security Program at least
once every twelve (12) months and modify the Information Security Program
based on the results.

INFORMATION SECURITY ASSESSMENTS BY A THIRD PARTY

IT IS FURTHER ORDERED that, in connection with compliance with Provision VI of
this Order titled Mandated Information Security Program, Respondents must obtain initial and
biennial assessments (“Assessments™):

A.

The Assessments must be obtained from a qualified, objective, independent third-
party professional (“Assessor’’), who: (1) uses procedures and standards generally
accepted in the profession; (2) conducts an independent review of the Information
Security Program; and (3) retains all documents relevant to each Assessment for
five (5) years after completion of such Assessment and will provide such
documents to the Commission within ten (10) days of receipt of a written request
from a representative of the Commission. No documents may be withheld on the
basis of a claim of confidentiality, proprietary or trade secrets, work product,
attorney client privilege, statutory exemption, or any similar claim.

For each Assessment, Respondents shall provide the Associate Director for
Enforcement for the Bureau of Consumer Protection at the Federal Trade
Commission with the name and affiliation of the person selected to conduct the
Assessment, which the Associate Director shall have the authority to approve in his
or her sole discretion.
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The reporting period for the Assessments must cover: (1) the first one hundred
eighty (180) days after the issuance date of the Order for the initial Assessment;
and (2) each 2-year period thereafter for twenty (20) years after issuance of the
Order for the biennial Assessments.

Each Assessment must: (1) determine whether each Covered Business has
implemented and maintained the Information Security Program required by
Provision VI of this Order, titled Mandated Information Security Program; (2)
assess the effectiveness of each Covered Business’s implementation and
maintenance of sub-Provisions VI.A-I; (3) identify any gaps or weaknesses in the
Information Security Program; and (4) identify specific evidence (including, but
not limited to, documents reviewed, sampling and testing performed, and
interviews conducted) examined to make such determinations, assessments, and
identifications, and explain why the evidence that the Assessor examined is
sufficient to justify the Assessor’s findings. No finding of any Assessment shall
rely solely on assertions or attestations by a Covered Business’s management. The
Assessment shall be signed by the Assessor and shall state that the Assessor
conducted an independent review of the Information Security Program, and did not
rely solely on assertions or attestations by a Covered Business’s management.

Each Assessment must be completed within sixty (60) days after the end of the
reporting period to which the Assessment applies. Unless otherwise directed by a
Commission representative in writing, Respondents must submit the initial
Assessment to the Commission within ten (10) days after the Assessment has been
completed via email to DEbrief@ftc.gov or by overnight courier (not the U.S.
Postal Service) to Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW,
Washington, DC 20580. The subject line must begin, “In re Retina-X Studios,
LLC, FTC File No. 172 3118.” All subsequent biennial Assessments shall be
retained by Respondents until the order is terminated and provided to the Associate
Director for Enforcement within ten (10) days of request.

VIII. COOPERATION WITH THIRD PARTY INFORMATION SECURITY

ASSESSOR

IT IS FURTHER ORDERED that Respondents, whether acting directly or indirectly, in
connection with any Assessment required by Provision VII of this Order titled Information
Security Assessments by a Third Party, must:

A.

Disclose all material facts to the Assessor, and not misrepresent in any manner,
expressly or by implication, any fact material to the Assessor’s: (1) determination
of whether Respondents have implemented and maintained the Information
Security Program required by Provision VI of this Order, titled Mandated
Information Security Program; (2) assessment of the effectiveness of the
implementation and maintenance of sub-Provisions VI.A-I; or (3) identification of
any gaps or weaknesses in the Information Security Program; and
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Provide or otherwise make available to the Assessor all information and material
in their possession, custody, or control that is relevant to the Assessment for which
there is no reasonable claim of privilege.

IX. ANNUAL CERTIFICATION

IT IS FURTHER ORDERED that in connection with compliance with Provision VI of
this Order titled Mandated Information Security Program, Respondents shall:

A.

One year after the issuance date of this Order, and each year thereafter, provide the
Commission with a certification from a senior corporate manager, or, if no such
senior corporate manager exists, a senior officer of each Covered Business
responsible for each Covered Business’s Information Security Program that: (1)
each Covered Business has established, implemented, and maintained the
requirements of this Order; (2) each Covered Business is not aware of any material
noncompliance that has not been (a) corrected or (b) disclosed to the Commission;
and (3) includes a brief description of any Covered Incident. The certification must
be based on the personal knowledge of the senior corporate manager, senior officer,
or subject matter experts upon whom the senior corporate manager or senior officer
reasonably relies in making the certification.

Unless otherwise directed by a Commission representative in writing, submit all
annual certifications to the Commission pursuant to this Order via email to
DEbrief@ftc.gov or by overnight courier (not the U.S. Postal Service) to Associate
Director for Enforcement, Burecau of Consumer Protection, Federal Trade
Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580. The subject
line must begin, “Retina-X Studios, LLC, FTC File No. 172 3118, Docket No. C-
47117

X. COVERED INCIDENT REPORTS

IT IS FURTHER ORDERED that Respondents, for any Covered Business, within a
reasonable time after the date of discovery of a Covered Incident, but in any event no later than 10
days after the date the Covered Business, or any of the Covered Business’s clients, first notifies
any U.S. federal, state, or local government entity of the Covered Incident, must submit a report
to the Commission. The report must include, to the extent possible:

A.

The date, estimated date, or estimated date range when the Covered Incident
occurred;

A description of the facts relating to the Covered Incident, including the causes and
scope of the Covered Incident, if known;
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C. A description of each type of information that triggered the notification obligation
to the U.S. federal, state, or local government entity;

D. The number of consumers whose information triggered the notification obligation
to the U.S. federal, state, or local government entity;

E. The acts that the Covered Business has taken to date to remediate the Covered
Incident and protect Personal Information from further exposure or access, and
protect affected individuals from identity theft or other harm that may result from
the Covered Incident; and

F. A representative copy of each materially different notice required by U.S. federal,
state, or local law or regulation and sent by the Covered Business or any of its
clients to consumers or to any U.S. federal, state, or local government entity.

Unless otherwise directed by a Commission representative in writing, all Covered Incident reports
to the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov or sent by overnight
courier (not the U.S. Postal Service) to Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580.
The subject line must begin, “Retina-X Studios, LLC, FTC File No. 172 3118, Docket No. C-
4711.°

XI. ORDER ACKNOWLEDGMENTS

IT IS FURTHER ORDERED that Respondents obtain acknowledgments of receipt of
this Order:

A. Each Respondent, within seven (7) days of entry of this Order, must submit to the
Commission an acknowledgment of receipt of this Order sworn under penalty of

perjury.

B. For ten (10) years after entry of this Order, the Individual Respondent, for any
business that such Respondent, individually or collectively with any other
Respondent, is the majority owner or controls directly or indirectly, and the
Corporate Respondent, must deliver a copy a copy of this Order to: (1) all
principals, officers, directors, and LLC managers and members; (2) all employees
having managerial responsibilities for conduct related to the subject matter of the
Order, and all agents and representatives who participate in conduct related to the
subject matter of the Order; and (3) any business entity resulting from any change
in structure as set forth in the Provision titled Compliance Reporting. Delivery
must occur within seven (7) days of entry of this Order for current personnel. For
all others, delivery must occur before they assume their responsibilities.

C. From each individual or entity to which a Respondent delivered a copy of this
Order, that Respondent must obtain, within thirty (30) days, a signed and dated
acknowledgment of receipt of this Order.
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XII. COMPLIANCE REPORT AND NOTICES

IT IS FURTHER ORDERED that Respondents make timely submissions to the

Commission:

A. One year after entry of this Order, each Respondent must submit a compliance
report, sworn under penalty of perjury, in which:

1.

Each Respondent must: (a) identify the primary physical, postal, and email
address and telephone number, as designated points of contact, which
representatives of the Commission and Plaintiff may use to communicate
with Respondent; (b) identify all of the Respondents’ businesses by all of
their names, telephone numbers, and physical, postal, email, and Internet
addresses; (c) describe the activities of each business, including the goods
and services offered, the means of advertising, marketing, and sales, and the
involvement of any other Respondent (which Individual Respondent must
describe if he knows or should know due to his own involvement); (d)
describe in detail whether and how that Respondent is in compliance with
each Provision of this Order, including a discussion of all of the changes
Respondents made to comply with the Order; and (e) provide a copy of each
Order Acknowledgment obtained pursuant to this Order, unless previously
submitted to the Commission.

Additionally, the Individual Respondent must: (a) identify all telephone
numbers and all physical, postal, email and Internet addresses, including all
residences; (b) identify all business activities, including any business for
which Individual Respondent performs services whether as an employee or
otherwise and any entity in which Individual Respondent has any ownership
interest; and (c) describe in detail Individual Respondent’s involvement in
each such business, including title, role, responsibilities, participation,
authority, control, and any ownership.

B. For 10 years after the issuance date of this Order, each Respondent must submit a
compliance notice, sworn under penalty of perjury, within fourteen (14) days of
any changes in the following:

1.

Each Respondent must report any change in: (a) any designated point of
contact; or (b) the structure of Corporate Respondent or any entity that
Respondent has any ownership interest in or control directly or indirectly
that may affect compliance obligations arising under this Order, including:
creation, merger, sale, or dissolution of the entity or any subsidiary, parent,
or affiliate that engages in any acts or practices subject to this Order.

Additionally, Individual Respondent must report any change in: (a) name,
including aliases or fictitious name, or residence address; or (b) title or role
in any business activity, including (i) any business for which Individual
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Respondent performs services whether as an employee or otherwise and (ii)
any entity in which Individual Respondent has any ownership interest and
over which Individual Respondent has direct or indirect control. For each
such business activity, also identify its name, physical address, and any
Internet address.

Each Respondent must submit to the Commission notice of the filing of any
bankruptcy petition, insolvency proceeding, or similar proceeding by or against
such Respondent within fourteen (14) days of its filing.

Any submission to the Commission required by this Order to sworn under penalty
of perjury must be true and accurate and comply with 28 U.S.C. § 1746, such as by
concluding: “I declare under penalty of perjury under the laws of the United States
of America that the foregoing is true and correct. Executed on: ” and
supplying the date, signatory’s full name, title (if applicable), and signature.

Unless otherwise directed by a Commission representative in writing, all
submissions to the Commission pursuant to this Order must be emailed to
DEbrief(@ftc.gov or sent by overnight courier (not the U.S. Postal Service) to:
Associate Director for Enforcement, Bureau of Consumer Protection, Federal
Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580. The
subject line must begin: “United States v. Retina-X Studios, LLC, FTC File No.
172 3118, Docket No. C-4711.”

XIII. RECORDKEEPING

IT IS FURTHER ORDERED that Respondents must create certain records for ten (10)
years after entry of this Order, and retain each such record for 5 years. Specifically, Corporate
Respondent and Individual Respondent, for any business that such Respondent, individually or
collectively with any other Respondent, is a majority owner or controls directly or indirectly, must
create and retain the following records:

A.

Accounting records showing the revenues from all goods or services sold, the costs
incurred in generating those revenues, and resulting net profit or loss;

Personnel records showing, for each person providing services, whether as an
employee or otherwise, that person’s: name; address; telephone numbers; job title
or position; dates of service; and (if applicable) the reason for termination;

Copies or records of all consumer complaints and refund requests, whether received
directly or indirectly, such as through a third party, and any response;

For five (5) years after the date of preparation of each Assessment required by this
Order, all materials and evidence that the Assessor considered, reviewed, relied
upon or examined to prepare the Assessment, whether prepared by or on behalf of
Respondents, including all plans, reports, studies, reviews, audits, audit trails,
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policies, training materials, and assessments, and any other materials concerning
Respondents’ compliance with related Provisions of this Order, for the compliance
period covered by such Assessment;

All records necessary to demonstrate full compliance with each provision of this
Order, including all submissions to the Commission; and

A copy of each unique advertisement or other marketing material.

XIV. COMPLIANCE MONITORING

IT IS FURTHER ORDERED that, for the purpose of monitoring Respondents’
compliance with this Order:

A.

Within ten (10) days of receipt of a written request from a representative of the
Commission, each Respondent must submit additional compliance reports or other
requested information, which must be sworn under penalty of perjury; appear for
depositions; and produce documents for inspection and copying.

For matters concerning this Order, representatives of the Commission are
authorized to communicate directly with each Respondent. Respondents must
permit representatives of the Commission to interview any employee or other
person affiliated with any Respondent who has agreed to such an interview. The
interviewee may have counsel present.

The Commission may use all other lawful means, including posing, through its
representatives as consumers, suppliers, or other individuals or entities, to
Respondent s or any individual or entity affiliated with Respondents, without the
necessity of identification of prior notice. Nothing in this Order limits the
Commission’s lawful use of compulsory process, pursuant to Sections 9 and 20 of
the FTC Act, 15 U.S.C. §§ 49, 57b-1.

Upon written request from a representative of the Commission, any consumer
reporting agency must furnish consumer reports concerning the Individual
Respondent, pursuant to Section 604(2) of the Fair Credit Reporting Act, 15 U.S.C.
§1681b(a)(2).

XV. ORDER EFFECTIVE DATES

IT IS FURTHER ORDERED that this Order is final and effective upon the date of its
publication on the Commission’s website (ftc.gov) as a final order. This Order will terminate
March 26, 2040, or twenty (20) years from the most recent date that the United States or the
Commission files a complaint (with or without an accompanying settlement) in federal court
alleging any violation of this Order, whichever comes later; provided, however, that the filing of
such a complaint will not affect the duration of:
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A. Any Provision in this Order that terminates in less than twenty (20) years;

The Order’s application to any Respondent that is not named as a defendant in such
complaint; and

C. This Order is such complaint is filed after the Order has terminated pursuant to this
Provision.

Provided, further, that if such complaint is dismissed or a federal court rules that the Respondent
did not violate any Provision of the Order, and the dismissal or ruling is either not appealed or
upheld on appeal, then the Order will terminate according to this Provision as though the complaint
had never been filed, except that the Order will not terminate between the date such complaint is
filed and the later of the deadline for appealing such dismissal or ruling and the date such dismissal
or ruling is upheld on appeal.

By the Commission.
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Attachment A

Federal Register/ Vol. 78, No. 12/ Thursday, January 17, 2013/ Rules and Regulations

average firm-wide billing rate (partners
and associates) in 2011 was 5403, the
average partner rate was 5482, and the
average associate rate was 5303.

The Commission believes it
reasonable to assume that the workload
among law firm partners and associates
for COPPA compliance questions could
be competently addressed and
afficiently distributed among attorneys
at varying levels of seniority, but would
be weighted most heavily to more junior
attorneys. Thus, assuming an
apportionment of two-thirds of such
work is done by associates, and one-
third by pariners, a weighted average
tied to the average firm-wide associate
and average firm-wide partner rates,
respactively, in the Notional Law
Tournal 2011 survey would be about
%365 per hour. The Commission
believes that this rate B which is very
near the mean of TIA s stated range of
purported hourly rates that its members
typically pay to en counsel for

FP}L:I::x:meplinncEch:mst[nns B is an
appropriate measure to calculate the
cost of legal assistance for operators to
comply with the final Rule
amendments, 3%

TIA also states that the 2012 SNFEM
astimate of $42 per hour for technical
support is too low, and that engaging
axpert technical onnel can, on
average, involve hourly costs that range
From $72 to $108.%7 Similar to TIA's
hours estimate, discussed above, the
Commission believes that TIA's estimate
may have been based on implementing
requirements that, ultimately, the
Commission has determined not to
adopt. For exa.mFle. technical personnel
will mot need to “ensure” the security
procedures of third parties; operators
that have baen eligilﬂe to u.seF;mail plus
for parental consents will not be
required to implement new systems to
replace it. It is unclear whether TIA's
sstimete for technical suppaort is based
on the types of disclosure-related tasks
that the final Rule amendments would
actually require, other tasks that the
final Rule amendments would not
raqquire, or non-disclosure tasks not
covered by the PEA. Moreover, unlike
its estimate for lawver assistance, TIA's

6 Cf. Civil Division of tha United Statas
Attomey's Offica for the Distnict of Columhbiz,
Unitad Statas Atomay's Offica, District of
Calumhbia, Laffay Matrix B 2003-2013, available ot
hitp-{fwww jizstion govfuson/defdivision s/

Laffey Muoinix 2003-201 3 pdf (updated “Lafoy
Matrix” for calculating “reasonable™ atiormays foas
in suits in which foe shifting is authorized can ba
evidence of prevailing markat mates for Litigation.
counsal in the Washington, D ancs; mtas in tabla
range from £245 par hour for maost junicr asseciatas
o $505 par hour for most ssnior partners).

7 Toy Industry Association (commant 80, 2012
SNPRM), at 18,

estimates for technical labor are not
accompanied by an adequate
explanation of why estimates for
technical support drawn from BLS
statistics are not an appropriate basis for
the FTC's PRA analysis. Accordingly,
the Commission believes it is reasonable
to retain the 2012 SNPEM estimate of
#42 per hour for technical assistance
based on BLS data.

Thus, for the 180 new operators par
year not previously accounted for under
the FTC's currently cleared estimates,
10,800 cumulative disclosure hours
would be composed of 9,000 hours of
legal assistance and 1,800 hours of
technical support. Applied to hourly
rates of £365 and 542, respectively,
associated labor costs for the 180 new
operators potentially subject to the

roposed amendments would be
EEBED.EUD (i.e., §3,285,000 for legal
support plus $75,600 for technical
support].

Similarly, for the estimated 2,910
existing operators covered by the final
Rule amendmeants, 58,200 cumulative
disclosure hours would consist of
48 500 hours of legal assistance and
9,700 hours for technical support.
Applied at hourly rates of 3365 and 342,
respactively, associated labor costs
would total $18,100,800 (ie.,
$17,702,500 for legal support plus
$407 400 for technical support).
Cumulatively, estimated labor costs for
new and existing operators subject to
the final Rule amendments is
$21,470,500.

(2) Reporting

The Commission staff assumes that
the tasks to prepare sugmented safe
harbor program applications occasioned
by the final Rule amendments will be
performed primarily by lawvyers, at a
mean labor rate of $180 an hour. ™8
Thus, applied to an assumed industry
total of 120 hours Parjruu: for this task,
incremental associated yearly labor
costs would total $21,600.

1% Bassd an G staff's with
proviously approved safo harbor programes. staff
anticipates that most of tha lagal tasks associated
with safe harbor programs will ba parformed by in-
houss counsal. CF. Toy Industry Association
[comment &1, 20012 SNPEM], at 19 [regicnal BLE
slatistios for lawyar wages can support estimatas of
tha leval of in-house lagal support likaly to ba
raguired on an ongoing basis). Moreover, na
oHmants ward recedved in responsa to tha
Fobruary 9, 2011 and May 31, 2011 Fedoral
Register notices (76 FR at 7211 and 76 FR 21 31334,
raspactively, ovaileble aof hitp:/feww. gpo. gov)fdaes’
phg/FR-2011-02-09/pdfi2011-2004_pdf and hitp-/
www_gpo.govyfisys phkg/FR-200 1 -05-31/pd {201 1-
13357 padfl, which sssumaod 2 labor mito of $150 por
hour for lawyars or similar profassionals to prapans
and submit 2 new safa harbar application. Nor was
that challengad in tha commants responding to tha
2011 NPRM.

The Commission staff assumes
perindic reports will be prepared by
compliance officers, at a labor rate of
£28 per hour.*® Applied to an assumed
industry total of 600 hours per year for
this task, associated yearly labor costs
would be $16.800.

Cumulatively, labor costs for the
above-noted reporting requirements
total approximately 38,400 per year.

. Non-Labor/Capital Costs

Because both operators and safe
harbor programs will already be
equipped with the computer equipment
and software necessary to comply with
the Rule's new notice requirements, the
final Rule amendments should not
impoze any additional capital or other
non-lahor costs, 409

List of Subjects in 16 CFR Part 312

Children, Communications, Consumear
protection, Electronic mail, Email,
Internet, Online service, Privacy, Record
retention, Safety, science and
technology. Trade practices, Web site,
Youth.

| ﬁc.cx:lrd[ngly, for the reasons stated
above, the Federal Trade Commission
revises part 312 of Title 16 of the Code
of Federal Regulations to read as
follows:

PART 312—CHILDREN'S ONLINE
PRIVACY PROTECTION RULE

Hec.

312.1  Scope of regulations in this part.

312.2 Definitions.

312.3 Regulation of unfair or deceptive acts
or practices in connection with the
collection, use, andfor disclosure of
personal information from and about
children on the Intermet.

312.4 Motice

312.5 Parental consent.

312.6 Ripght of nt to review personal
inluﬁljunﬁﬁdﬁd by a r.hFJ!]d.
312.7 Prohibition against conditioning a
child's icipation on collection of

personal information.

R S Burmau of Labor Statistics Naticnal
Compansation Survey: ODocupational Earmings in
the Unitad States, 2000, 2t Tabla 2, aveilable ot
http:Siwww bls goviecsfoos/spiroth 1477 pdf. This
rata bas not been conlested.

A NCTA commanisd that the Commission filed
to considar costs “mlzted 10 mdaveloping child-
directed Web sitas™ that oparators would be
“foroad™ to incur as a msult of the proposad Rula
amandmants, including for “new squipmant and
softwarn equired by the axpandod mgulstory
mgima.” NCTA [comment 113, 2011 NPREM), at 23,
Similarly, TIA commanied that tha proposad Rule
amancmants wouald antzil *increassd monatary
costs with respact to technology acquisition and
implemontation * * *." Toy Industry Association
[comment 163, 2011 NPFEM), at 17, Theasa
commants, howevar, do not spacify projectad costs
or which Rula amendments would entail tha
assarted costs.
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312.8 Confidentiality, security, and
integrity of personal information
collected from children.

3120 Enforcement.

312.10 Data retention and deletion

irements.

31211 Safe harbor programs.

312.12  Voluntary Commission Approval
Processes.

312.13  Severability.

Authority: 15 U.5.C. 65016508,

§31241 Scope of regulations in this part.

This part implements the Children’s
Online Privacy Protection Act of 1008,
(15 U.5.C. 6501, et seg.,) which
prohibits unfair or deceptive acts or
practices in connection with the
collection, use, and/or disclosure of
personal information from and about
children on the Internet.

§32.2 Definitions.

Child means an individual under the
age of 13.

Collects or collection means the

thering of any personal information

m a child by any means, including
but not limited to:

(1) Requesting. prompting, or
encouraging a child to submit personal
information online;

(2] Enabling a child to make personal
information publicly available in
identifiable form. An operator shall not
be considered to have collected personal
information under this paragraph if it
takes reasonable measures to delete all
or virtually all parsonal information
from a child’s postings before they are
made public and also to delete such
information from its records; or

(3] Passive tracking of a child online.

Commission means the Federal Trade
Commission.

Delete means to remove parsonal
information such that it is not
maintained in retrievable form and
cannot be retrieved in the normal course
of business.

Disclose or disclosure means, with
respect to personal information:

(1) The release of personal
information collected by an operator
from a child in identifiable form for any
purposs, except where an operator
provides such information to a person
who provides supﬁrnrt for the internal
operations of the Web site or online
service; and

(2] Making personal information
collected by an operator from a child
publicly available in identifiable form
by any means, including but not limited
to a public posting through the Internet,
or through a personal home page or
soreen posted on a Web site or online
service; 8 pen pal service; an electronic
mail service; a message board; or a chat
UKL,

Federal agency means an agency, as
that term [ﬁa[ﬁeﬂ in SactiuieEE%r[‘ll of
title 5, United States Code.

Internet means collectively the
myriad of computer and
telecommunications facilities, including
equipment and operating software,
which comprise the interconnected
world-wide network of networks that
employ the Transmission Control
Protocol/Internet Protocol, or any
predecessor or successor protocols to
such protocol, to communicate
information of all kinds by wire, radio,
or other methods of transmission.

Obtaining verifisble consent means
making any reasonable affort (taki
into consideration available ta:hn];fng}r]
to ensure that before personal
information is collected from a child, a
parent of the child:

(1) Receives notice of the operator’s
personal information collection, use,
and disclosure practices; and

(2) Authorizes any collection, use,
andfor disclosure of the personal
information.

Online contoct informafion means an
email address or any other substantially
similar identifier that permits direct
contact with a person online, including
but not limited to, an instant messaging
user identifier, a voice over internet
protocol (VOIP) identifier, or a videao
chat user identifier.

Operator means any person who
operates a Web site located on the
Internet or an online service and who
collects or maintains onal
information from or aﬁ;t the users of
or visitors to such Web site or online
service, or on whose behalf such
information is collected or maintained,
or offers products or services for sale
through Liut Web site or online service,
where such Web site or online service
is oparated for commercial purposes
involving commerce among the several
States or with 1 or more foreign nations;
in any territory of the United States or
in the District of Columbia, or betwesn
any such territory and another such
territory or any State or foreign nation;
or batween the District of Columbia and
any State, territory, or foreign nation.
This definition does not include any
nonprofit entity that would otherwise be
exempt from coverage under Section 5
of the Federal Trade Commission Act
(15 1L5.C. 45). Persongl information is
collected or maintained on behalf of an
operator when:

(1)1t is collected or maintained by an
agent or service provider of the oparator;

or

(2] The operator benefits by allowing
another person to collect personal
information directly from users of such
Web site or online service.

Parent includes a legal guardian.

Person means any individual,
partnership, corporation, trust. estate,
:u-;@-erut[ve, association, or other entity.

rsonal information means
individually identifishle information
about an individual collected online,
including;

(1) A first and last name:

(2) A home or other physical address
including street name and name of a
city or town;

3) Online contact information as
defined in this section;

[4) A screen or user name where it
functions in the same manner as online
contact information, as defined in this
section;

(5) A telephone number;

(6) A Social Security number;

(7) A persistent identifier that can be
used to recognize a user over time and
across different Web sites or online
sarvices. Such persistent identifier
includes, but is not limited to, a
customer number held in a cookie, an
Internet Protocol (IP) address, a
processor or device serial number, or
unigque device identifier;

[;} A photograph, video, or audio file
where such file contains a child’s image
or volcs;

[9) Geolocation information sufficient
to identify street name and name of a
city or town; or

10] Information concerning the child
or the parents of that child that the
operator collects online from the child
and combines with an identifier
described in this definition.

Helease of personal information
maans the sharing, selling, renting, or
transfer of personal information to any
third party.

Suppaort for the internal operations of
the Pﬁeb site or online service means:

(1) Those activities necessary to:

(i) Maintain or analyze the
functioning of the Web site or online
SETVICE;

(i) Perform network communications;

[i1i) Authenticate users of, or
personalize the content on, the Web site
or online service;

(iv] Sarve contextual advertising on
the Web site or online service or cap the
frequency of advertising;

(v) Protact the security or integrity of
the user, Web site, or online service;

(vi) Ensure legal or regulatory
compliance; or

(v1i) Fulfill a request of a child as
permitted by §312.5(c)(3] and (4];

(2) 5o long as The information
collected for the activities listed in
paragraphs (1){i}-{vii) of this definition
1= not used or disclosed to contact a
specific individual, including through
behavioral advertising, to amass a
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profile on a specific individual, or for
any other purpose.

Third parfy means any person who is
not:

(1) An operator with respact to the
collection or maintenance of personal
information on the Web site or online
service; or

(2] A person who provides support for
the internal operations of the Web site
or online service and who does not use
or disclose information protected under
this part for any other purpose.

Web zite or online service directed to
children means & commercial Web site
or online service, or portion thereof, that

is targeted to children.

(1] In determining whether 8 Web site
or online service, or a portion thereof,
is directed to children, the Commission
will consider its subject matter, visual
content, use of animated characters or
child-oriented activities and incentives,
music or other audio content. age of
maodels, presence of child celebrities or
celebrities who appeal to children,
la.nﬁu,a,ga or other characteristics of the
Web site or online service, as well as
whather udvaﬂ[s[ﬁ omoting or
appearing on the Web site or online
service is directed to children. The
Commission will also consider
competent and reliable empirical
evidence regarding audience
compaosition, and evidence regarding
the intended audience.

(2] A Web site or online service shall
be deemed directed to children when it
has actual knowledge that it is
collecting personal information directly
from users of another Weh site or online
service directed to children.

(3] A Web site or online service that
is directed to children under the criteria
set forth in paragraph (1) of this
definition, but that does not target
children as its primary audience, shall
not be deemed directed to children if it:

(i) Does not collect personal
information from any visitor prior to
collecting age information; and

(i) Prevents the collection, use, or
disclosure of personal information from
visitors who identify themselves as
under age 13 without first complying
with the notice and parental consent
provisions of this part.

(4] A Web site or online service shall
not be deemed directed to children
solaly becanse it refers or links to a
commercial Web site or online service
directed to children by using
information location tools, including a
directory, index, reference, pointer, or

hypertext link.

53123 Regulation of unfair or deceptive
acts or practices in connection with the
collection, use, andior disclosure of

information from and about
children on the Internet.

Ceneral requirements. It shall be
unlawful for any operator of a Web site
or online service directed to children, or
any operator that has actual knowledge
that it is collecting or maintaini
parsonal information from a child, to
collect personal information from a
child in 8 manner that violates the
regulations prescribed under this part.
CGanerally, under this part, an operator
musk:

(a) Provide notice on the Web site or
online service of what information it
collects from children, how it uses such
information, and its disclosure practices
for such information (§ 312.4(b));

(b) Obtain verifiable parental consent
prior to any collection, use, andfor
disclosure of parsonal information from
children (§ 312.5);

(c] Provide a reasonable means for a
parent to review the personal
information collected from a child and
to refuse to permit its further use or
maintenance (§312.6);

(d) Mot condition a child's
participation in a game, the offering of
a prize, or another activity on the child
disclosing more personal information
than is reasonably necessary to
participate in such activity ($ 312.7);
and

(2] Establish and maintain reasonable
procedures to protect the
confidentiality, security, and integrity of
parsonal information collected from
children (§ 312.8).

§3124 Notice.

(a) Ceneral principles of notice. It
shall be the obligation of the operator to
provide notice and obtain verifiable
parental consent prior to collecting,
using, or disclosing personal
information from children. Such notice
must be clearly and understandably
written, complete, and must contain no
unrelated, confusing, or contradictory
materials.

(b) Direct notice fo the parent. An
operator must make reasonable efforts,
taking into account available
technology, to ensure that a parent of a
child receives direct notice of the
operator’s practices with regard to the
collection. use, or disclosure of personal
information from children, including
notice of any material change in the
collection, use, or disclosure practices
to which the parent has previously
consented.

(c) Content of the direct notice to the
parent—{1) Content of the direct notice
to the parent under § 312.5(c)(1) (Notice

to Obtain Parent’s Affirmative Consent
to the Collection, Use, or hzclosure of
a Child’s Personal Information). This
direct notice shall set forth:

(i) That the operator has collected the
parent’s online contact information from
the child, and, if such is the case, the
name of the child or the parent, in order
to obtain the parent's consent;

(ii) That the parent’s consent is
required for the collection, use, or
disclosure of such information, and that
the operator will not collect, use, or
disclose any personal information from
the child if the parent does not provide
such consent;

(i1i) The additional items of personal
information the operator intends to
collect from the child, or the potential
opportunities for the disclosure of
parsonal information, should the parent
provide consent:

(iv] A hyperlink to the operator’s
online notice of its information
practices required under paragraph (d)
of this section;

(v) The means by which the parent
can provide verifisble consent to the
collection, use, and disclosure of the
information; and

(wi) That if the parent does not
provide consent within a reasonable
tima from the date the direct notice was
sant, the operator will delete the
parent’s online contact information from
its records.

(2) Content of the direct notice to the
parent under § 312.5(c){2) (Voluntary
Naotice to Parent of a Child’s Online
Activities Nof Involving the Collection,
L'ze or Disclosure of Personal
Information). Where an operator
chooses to notify a parent of a child's
participation in a ‘.’FBIJ site or online
sarvice, and where such site or service
doaes not collect any personal
information other than the parent’s
online contact information, the direct
notice shall set forth:

(i) That the operator has collected the
parent’s online contact information from
the child in order to provide notice to,
and subsequently update the parent
about, a child's participation in a Web
site or online service that does not
otherwise collect, use, or disclose
children’s personal information:

(i1} That the parent’s online contact
information will not be used or
disclosed for any other purpose;

(i1i) That the parent may refuse to

ermit the child's participation in the

ah site or online service and may
rBquir\B the deletion of the parent’s
online contact information, and how the
parent can do so; and

(iv] A hyperlink to the operator’s
online notice of its information

271
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practices required under paragraph (d)
of this section.

(3) Content of the direct notice to the
parent under § 312 .5(ci(4] (Notice to a
Parent of Operator’s Intent to
Communicate with the Child Multiple
Times). This direct notice shall set forth:

(i) That the operator has collected the
child’s online contact information from
the child in order to provide multiple
onling communications to the child;

(ii) That the operator has collected the
parent’s online contact information from
the child in order to notify the parent
that the child has registered to receive
multiple online communications from
the oparator;

(iii) That the online contact
information collected from the child
will not be used for any other purpose,
disclosed, or combined with any other
information collected from the child;

[iv] That the parent may refuse to
permit further contact with the child
and require the deletion of the parent’s
and child’s online contact information,
and how the parent can do so;

(v] That if the parent fails to respond
to this direct notice, the operator may
use the online contact information
collected from the child for the purposs
stated in the direct notice; and

[vi] A hyperlink to the operator’s
onling notice of its information
practices required under paragraph (d)
of this section.

(4] Content of the direct notice to the
parent required under § 312.5(c)(5]
{Notice to a Parent In Order to Protect
a Child's Safety). This direct notice shall
set forth:

(i) That the operator has collected the
name and the online contact
information of the child and the parent
in order to protect the safety of a child;

(ii) That the information will not be
used or disclosed for any purpose
unrelated to the child's safaty;

(iii) That the parent may refuse to

it the use, and require the deletion,
Eﬁ; information :;T?mtad, and how
the parent can do so;

(i¥] That if the parent fails to respond
to this direct notice, the operator may
use the information for the purpose
stated in the direct notice; and

[v] A hyperlink to the operator’s
onling notice of its information
practices required under paragraph (d)
of this section.

[d} Notice on the Web site or online
service. In addition to the direct notice
to the parent, an operator must post a
prominent and clearly labeled link to an
onling notice of its information
practices with regard to children on the
home or landing page or screen of its
Weh site or online service, and, at each
area of the Web site or online service

where personal information is collected
from children. The link must be in close
proximity to the requests for
information in each such area. An
operator of a general audience Web site
or onling service that has a separate
children’s area must post a link to a
notice of its information practices with
regard to children on the home or
landing page or screen of the children’s
Ared. TDE-B complete, the online notice
of the Web site or online service's
information practices must state the
following:

(1) The name, address, telephone
number, and email address of all
operators collecting or maintaining
personal information from children
through the Web site or online service.
Provided thot: The operators of 8 Web
site or online service may list the name,
address, phone number, and email
address of one operator who will
respond to all inquiries from parents
concerning the operators’ privacy
policies and use of children's
information, as long as the names of all
the operators collecting or maintaining
personal information from children
through the Web site or online service
are also listed in the notice;

(2] A description of what information
the operator collects from children,
including whether the Web site or
online service enables a child to make
I:a'rsl:mul information publicly available;

ow the operator uses such information;
and, the operator's disclosure practices
for such information; and

(3] That the parent can review or have
daleted the child’s personal
information, end refuse to permit
further collection or use of the child’s
information, and state the procedures
for doing so.

§325 Parental consent.

(a) Ceneral requirements. (1) An
oparator is required to obtain verifisble
parental consent before any collection,
usa, or disclosure of personal
information from children, including
consent to any material change in the
collection, use, or disclosure practices
to which the parent has previously
consented.

(2] An operator must give the parent
the option to consent to the collection
and use of the child's personal
information without consenting to
disclosure of hizs or her personal
information to third ies.

(b) Methods for verifichle parental
consent. (1) An oparator must make
reasonable efforts to obtain verifiable
parental consent, taking into
consideration available technology. Any
method to obtain verifiable parental
consent must be reasonably caloulated.

in light of available technology, to
ensure that the I:a'rsl:m providing
consent is the child's parent. (2]
Existing methods to obtain verifiable
parental consent that satisfy the
requirements of this paragraph include:
E“}[] Providing a consent form to be
signed by the parent and returned to the
operator by postal mail, facsimile, or
electronic scan;

(11} Requiring & parent, in connection
with a monetary transaction, to use a
credit card, debit card, or other online
payment system that provides
notification of each discrete transaction
to the primary account holder;

(i1i) Having a parent call a toll-free
telephone number staffed by trained
parsonnal;

(iv] Having a parent connect to
trained personnel via video-conference;

(v) Verifying a parent’s identity by
checking a form of government-issued
identification against databases of such
information, where the parent’s
identification is deleted by the operator
from its records promptly after such
verification is complete; or

(vi] Provided that, an operator that
does not “disclose™ (s defined by
§312.2) children's personal information,
may use an email coupled with
additional steps to provide assurances
that the person providing the consent is
the parent. Such additional steps
include: Sending a confirmatory email
to the parent following receipt of
consent, or obtaining a postal address or
telephone number from the parent and
:nnErmin,g the parent’s consent by letter
or telephone call. An operator that uses
this method must provide notice that
the parent can revoke any consent given
in response to the earlier email.

(3) Safe harbor approval of parental
consent methods. A safe harbor program
approved by the Commission under
§312.11 may approve its member
operators” use of a parental consent
method not currently enumerated in
paragraph (b}(2] of this section where
the safe harbor program determines that
such parental consent method meets the
requirements of paragraph (b)(1) of this
sarction.

(c) Em‘fﬁans to prior parental
consant. Verifiable parental consent is
required prior to any collection, use, or
disclosure of personal information from
a child except as set forth in this

aragraph:
F ﬁlfr ere the sole purpose of
collecting the name or online contact
information of the parent or child is to
provide notice and obtain parental
consent under §312.4(c)(1). If the
operator has not obtained parental
consent after a reasonable time from the
date of the information collection, the
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operator must delete such information
from its records;

(2) Where the purpose of collecting a
parent’s online contact information is to
provide voluntary notice to, and
subsequently update the parent about,
the child's participation in a Web site or
onling service that does not otherwise
collect, use, or disclose children’s
personal information. In such cases, the
parent's online contact information may
not be used or disclosed for any other
purposs. In such cases, the operator
must make reasonable efforts, taking
into consideration available technology,
to ensure that the parent receives notice
as described in & 312.4(c)(2);

[3) Where the sole purposs of
collecting online contact information
from a child iz to respond directly on a
one-time basis to a specific request from
the child, and where such information
is not used to re-contact the child or for
any other purpose. is not disclosed, and
is delsted by the operator from its
records promptly after responding to the
child’s request;

(4] Where the purpose of collecting a
child’s and a parent’s online contact
information is to respond directly more
than once to the child's specific request,
and where such information is not used
for any other purpose, disclosed, or
combined w[ti any other information
collected from the child. In such cases,
the operator must make reasonahble
afforts, taking into consideration
available technology, to ensure that the

nt receives notice as described in
£312.4(c)(3). An operator will not be
deemed to have made reasonable efforts
to ensure that a parent receives notice
where the notice to the parent was
unable to be deliverad;

(5] Where the purpose of collecting &
child’s and a parent’s name and online
contact information, is to protect the
safety of a child, and where such
information is not used or disclosed for
any purpose unrelated to the child’s
safety. In such cases, the operator must
make reasonable efforts, taking into
consideration available technology. to
provide a parent with notice as
described in § 312.4(c)(4);

(6) Where the purpose of collecting a
child’s name and online contact
information is to:

(i) Protect the security or integrity of
its Weh site or online service;

(ii) Take precautions against liability;

(111} Respond to judicial process; or

[1v] To iﬂe extent permitted under
other provisions of law, to provide
information to law enforcement
agencies or for an investigation on a
matter related to public safety; and
whera such information is not be used
for any other purpose:

(7) Where an operator collects a
persistent identifier and no other
personal information and such identifier
15 used for the sole purpose of providing
support for the internal operations of
the Web site or online service. In such
case, there also shall be no obligation to
provide notice under § 312.4; or

(B) Where an operator covered under
paragraph (2] of the definition of Web
site or online service directed to
children in § 312.2 collects a persistent
identifier and no other personal
information from a user who
affirmatively interacts with the operator
and whose previous registration with
that operator indicates that such user is
not a child. In such case, there also shall
be no obligation to provide notice under
§312.4.

§312.6 Right of parent to review personal
information provided by a child.

(a) Upon request of a parent whose
child has provided personal information
to & Web site or online service, the
operator of that Web site or online
service is required to provide to that
parent the following:

(1) A description of the specific types
or categories of personal information
collected from children by the operator,
such as name, address, telephone
number, email address, hobbies, and
extracurricular activities;

(2] The opportunity at any time to
refuse to permit the operator’s further
use or future online collection of
personal information from that child,
and to direct the operator to delste the
child's personal information; and

(3) Motwithstanding any other
provision of law, 8 means of reviewing
any personal information collected from
the child. The means employed by the
oparator to carry out this provision
musk:

(i) Ensure that the requestor iz a
parent of that child, taking into account
available technology; and

(i) Mot be unduly burdensome to the
parent.

(b) Meither an oparator nor the
operator's agent shall be held liable
under any Federal or State law for any
disclosure made in good faith and
following reasonahle proceduras in
responding to a request for disclosure of
personal information under this section.

[c) Subject to the limitations set forth
in §312.7, an operator may terminate
any service provided to a child whose
parent has refused, under paragraph
[a)(?) of this section, to permit the
oparator's further use or collection of
personal information from his or her
child or has directed the operator to
dalete the child’s personal information.

§312.7 Prohibition against conditioning a
child’s participation on collection of
personal information

An operator is prohibited from
conditioning a child’s participation in a
game, the offering of a prize, or another
activity on the child's disclosing more
personal information than is reasonably
necessary to participate in such activity.
§312.8 Confidentiality, security. and
integrity of personal information collected
from children.

The operator must establish and
maintain reasonable edures to
protect the confidentiality, security, and
integrity of personal information
collected from children. The operator
must also take reasonable steps to
release children's personal information
only to service providers and third
parties who are capable of maintaining
the confidentiality, security and
integrity of such information, and who
provide assurances that they will
maintain the information in such a
manner.

§312.9 Enforcement.

Subject to sections 6503 and 6305 of
the Children’s Online Privacy Protection
Act of 1998, a violation of a regulation
prescribed under section 6502 [a) of this
Act shall be treated as a violation of &
rule defining an unfair or deceptive act
or practice prescribed under section
18{a){1)(E) of the Federal Trade
Commission Act (15 ULS.C.
57ala)(1)(B)).

531210 Data retention and deletion
requirements.

An operator of a Web site or online
sarvice shall retain personal information
collected online from a child for only as
long as i= reasonably necessary to [uijrﬂll
the purpose for which the information
was collected. The operator must delete
such information using reasonable
measures to protect against
unauthorized access to, or use of, the
information in connection with its
deletion.

5312141 Safe harbor programs.

(a] In general. Industry groups or
other ons may apply to the
Com mﬁ?nn for a};:lpfgvzl of zalf-
regulatory program guidelines ("'safe
hE!lErhucr prryngprurﬁ;"]. e application
shall be filed with the Commission’s
Office of the Secretary. The Commission
will publish in the Federal Register a
document seeking public comment on
the application. The Commission shall
issue a written determination within
180 days of the filing of the application.

(k) Criteria for approval of 53.2'—
regulatory program guidelines. Proposed

safe harbor programs must demonstrate
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that they meet the following
formance standards:

(1) Program requirements that ensure
operators subject to the self-regulatory
program guidelines [ subject
c-paratucrsg'] provide substantially the
same or greater protections for children
as those contained in §§ 312.2 through
312.8, and 312.10.

(2) An effective, mandato
meachanism for the inda'psn?;nt
assessment of sulject operators”
compliance with the self-regulatory
program guidelines. At a minimum, this
meachanism must include a
comprehensive review by the safe
harhor program, to be conducted not
less than annually, of each subject
operator's information policies,
practices, and representations. The
assessment mechanism required under
this purﬂz&ph can be provided by an
independent enforcement program, such
as a seal program.

[3) Disciplinary actions for subject
operators’ non-compliance with self-

ulatory m guidelines. This
?fﬂmuhg‘;mdafd may be zatisfied

}r[i] Mandatory, public reporting of any
action taken against subject operators by
the industry group issuing the salf-

ulatory guidelines;
ii) Consumer redress:

(iii}) Voluntary payments to the United
States Treasury in connection with an
industry-directed program for violators
of the self-regulatory guidelines;

(iv) Refarral to the énmmisﬁ[nn of
operators who engage in a IFE.‘tLB‘ITl or
practice of violating the self-regulatory
guidelines; or

[v) Any other equally effective action.

() Aequest for Commission approval
of self-regulatory program guidelines. A
Elmpusad safe harbor program’s quII:.'lESt

r approval shall be accompanied by
the following:

(1A dalaﬁ-sd explanation of the
apqllir.unl’s business model, and the
technological capabilities and
mechanisms that will be used for initial
and continuing assessment of subject
operators’ fitness for membership in the
zafe harbor program;

(2) A copy of the full text of the
guidelines for which approval is sought
and any accompanying commentary;

(3) A comparison of each provision of
§8312.2 through 312.8, and 312.10 with
the corresponding provisions of the
puidelines; and

[4) A statement explaining:

(i) How the self-regulatory qcr AN
guidelines, including the applicable
assessment mechanizms, meet the

uirements of this part; and
I-ﬂ‘:[lii] How the assessment mechanisms
and compliance consequences required

under paragraphs (b){2) and (b)(3)
pmv[dﬂ 'BE['BEL‘LI:.'B enforcement of the
requirements of this part.

d) Heporting and recordkeeping
requirements. Approved safe harbor
programs shall:

(1] By July 1, 2014, and annually
thereafier, submit a report to the
Commission containing, at a minimum,
an aggregated summary of the results of
the independent assessments conducted
under paragraph (b}(2] of this section, a
description uiPan}r dizciplinary action
taken against any subject operator under
paragraph (b){3) of this section, and a
description of any approvals of member
operators’ use of a parental consent
mechanism, pursuant to §312.5[b){4);

(2] Prnmplﬂr respond to Commission
requasts for additional information; and

) Maintain for a period not less than
three years, and upon request make
available to the Commission for
inspection and copying:

[H‘E:cnnsumer mﬁplaﬁnt& alleging
violations of the guidelines by subject
operators;

(i1) Records of disciplinary actions
taken against subject operators; and

[[ii]algasults of the independent
assessments of subject operators’
compliance required under paragraph
(b)(2) of this section.

(&) Post-approval modifications fo

solf-regulot 0 uidelines.
ﬁpj]r:rrrzgvad si?'; ﬁ::ﬁ:impr?:gnms must
submit proposed changes to their
guidelines for review and approval by
the Commission in the manner required
for initial approval of guidelines under
paragraph (c)(2] of this section. The
statement required under paragraph
(£)(4) of this section must describe how
the proposed changes affect existing
provisions of the guidelines.

(£} Hevocation of approval of self-
regulatory program guidelines. The
Commission reserves the right to revoke
any approval granted under this section
if at any time it determines that the
approved self-regulatory program
guidelines or their implementation do
not meet the requirements of this part.
Safe harbor programs that were
approved prior to the publication of the
Final Rule amendments must, by March
1, 2013, submit proposed modifications
to their guidelines that would bring
them into complience with such
amendments, or their approval shall be
revoked.

(g) Operators” parficipation in a safe
harbor m. An operator will be
deemed to be in compliance with the
requirements of §§ 312.2 through 312.8,
and 312.10 if that oparator complies
with Commission-approved safe harbor
program guidelines. In considering
whether to initiate an investigation or

bring an enforcement action against a
subject operator for violations of this
part, the Commission will take into
account the history of the subject
opaerator's participation in the safe
harbor program, whether the subject
operator has taken action to remedy
such non-compliance, and whether the
operator's non-compliance resulted in
any one of the disciplinary actions set

forth in paragraph (b)(3).
5312412 Voluntary Commission Approwal
Processes.

(a) Parental consent methods. An
interested party may file a written
request for Commission approval of
parantal consent methods not currently
enumerated in §312.5(b). To be
considered for approval, a party must
provide a detailed description of the
proposed parental consent methods,
together with an analysis of how the
methods meet § 312.5(b)(1). The request
shall be filed with the Commission’s
Office of the Secretary. The Commission
will publish in the Federal Register a
document seeking public comment on
the request. The Commission shall issue
a written determination within 120 days
of the filing of the request; and

(b) Support for internal operations of
the Web site or online service. An
interested party may file a written
request for Commission approval of
additional activities to be included
within the definition of support for
internal operations. To be considered
for approval, a party must provide a
detailed justification why such activities
should be deemed support for internal
operations, and an analysis of their
potantial effects on children’s online
privacy. The request shall be filed with
the Commission's Office of the
Sacretary. The Commission will publish
in the Federal Register a document
seeking public comment on the request.
The Commission shall issue a written
determination within 120 days of the
filing of the request.

§312.43 Severability.

The provisions of this part are
separate and severable from one
another. If any provision is stayed or
determined to be invalid, it is the
Commission’s intention that the
remaining provisions shall continue in
affect.
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By direction of the Commission,
Commissioner Rosch abstaining, and
Commissioner Ohlhausen dissenting.
Donald S. Clark,

Secrelary.
Dissenting Statement of Commissioner
Maureen K. Ohlhausen

I'voted against adopting the amendments
to the Children's Online Privacy Protection
Act [COPPA) Rule because 1 believe a core
provision of the amendments exceads the
sr.l:&l;:uf the authority granted us by Congress
in PA, the statute that underlies and
authorizes the Rulesm Before | explain my
concerns, | wish to commend the
Commission staff for their careful
consideration of the multitude of issues
raised by the numerous comments in this

eeding. Much of the language of the
amendments is designed to preserve
flexibility for the industry while striving o
protect children's privacy, a goal 1 support
strongly. The final osed amendments
largely strike the ri lance between
pritecting children's privacy online and
avoiding undue burdens on providers of
children’s online content services. The
staff's great expertise in the area of children's
privacy and deep understanding of the values
at stake in this matter have been invaluable
in my consideration of these important
issues.

In QOPPA Congress defined who is an
operator and thereby set the outer boundary
for the statute’s and the COPPA Rule's
reach.*** It is undisputed that COPPA places
atfligations on operators of Web sites or
online services directed to children or
operators with actual knowledge that they are
collecting personal information from

4 15 UL5.C. 6601-G6506.

42 COPPA, 15 USC. 6501(2), dafincs tha tarmm
“oparator” as “any parsan who oparatas a Wab sita
lpcatad on the Intarnat or an anline sarvice and who
collacts or maintzins parsonal information from or
about wsers of ar visitors 1o such Wab site ar onlina
sarvioa, ar on whoss bahalf such information is
collactad and maintainad * * *7 As stated in the
Stziemant of Basis and Purposa for the original
COPPA Rula, “Tha definition of "oparator” is of
ceatral imponanoe becausa it delermines who is
covared by tha Act and tha Rule.” Childran’s
Oalina Privacy Protection Rule 64 FE 50888, 598401
(Mowv. 3, 1999) [Enal nla).

children. The statute provides, "It is
unlawful for an operator of a Web site or
online service directed to children, or any
operator that has actual knowledge that it is
collecting persomal information from a child,
to collect personal information from a child
in a manner that violates the regulations
ibed [by the FT(L." aua

The Statement of Basis and Purpose for the
amendments [SBP) discusses concerns that
the current COPPA Rule may not cover child-
directed Web sites or services that do not
themselves collect children’s personal
information but may ine te third-party
plug-ins that collect such information 404 for
the plug-ins” use but do not collect or
maintain the information for, or share it with,
the child-directed site or service. To address
these concerns, the amendments add a new
proviso to the definition of operator in the
COPPA Bule: "Personal information is
collected or maintained on behalf of an
operator when: (a) it is collected or
maintained by an agent or service ider of
the np-a'alur?‘;r fhﬁme operator bem by
allowing another person to collect personal
information directly from users of such Web
site or online service.”” 40

The proposed amendments construe the
term “on whose behalf such information is
collected and maintained” to reach child-
directed Web sites or services that merely
derive from a third-party plug-in some kind
of benefit, which may well be unrelated to
the collection and use of children’s

45 (150 ss02(=](1).

AMF tha third-party plugs-ins ara child-directad
or have actual knowladge that they am collecting
childmn’s parsanal information thay ame almeady
axprassly covamd by tha COPPA statute. Thus, as
tha 5BF noies, a babavioral advartising network: that
targats childran under the aga of 13 is almady
doamad an opamtor. The amandmant must
tharafors ba aimed at reaching third-party plug-ins
that ara aithar not child-directad or do oot hava
artuzl knowledge that thay am collecting children’s
parsanal information, which misas a quastion about
what harm this amandmant will sddrass. For
axample. it appaars that this sama type of harm
could cocur through ganarl asdience Wab sites
and pnline servicas collecting and using visitors®
parsanal information without knowing whather
same of the data is childmn's parsanal information,
which is a practice that COPPA and tha
amendmants do not prohibit.

485 (FR 312.2 [Definitions).

information (e.g., content, functionality, or
advertising revenue). I find that this
proviso—which would extend COPPA
obligations to entities that do not collect
personal information from children or have
access to or control of such information
collected by a third-party does not comport
with the plain meaning of the statutory
dafinition of an operator in COPPA, which
covers only entities “'on whose behalf such
information is collected and maintained.” 406
In other words, [ do not believe that the fact
that a child-directed site or online service
receives any kind of benefit from using a
plug-in is equivalent to the collection of
persomal information by the third-party plug-
in on behalf of the child-directed site or
online service,

As the Supreme Court has directed, an

ency “'must give effect to the
Eaﬂ%iguuusl?expressed intent of
Congress.” 457 Thus, regardless of the policy
justifications offered, | cannot support
expanding the definition of the term
“operator’” beyond the statulory parametess
set by Congress in COPPA.

I therefors respectfully dissent.

[FR Doc. 2012-31341 Filad 1-18-13; 8:45 am]
BILLING CODE &TE-01-F

A This expanded definition of oparator roversas
the Commission's pravious conclsion that tha
appropriata tast for detarmining an entity's status a5
an opermtor is to “look at tha antity™s relationship
to tha datz collected.™ using factors such as “who
vwns andfor contrals tha information, who pays for
its collection and maintananca, the pre-axisting
contractuzl ralationships regarding collection and
mainienanca of the information, and tha rola of tha
Wab site ar onlina sarvica in collecting andfor
maintaining the information (Le., whathar the sita
participates in collaction or is marely & conduwit
through which tha information Aows to anathar
antity.]” Children’s Onlina Privacy Protection Rula
64 FR 50888, 50803, 53891 (Nov. 3, 1999] (fnal
rulal].

A1 Chevron v. Noturel Resowroes Defense
Cowrcil, Inc., 467 1.5, 837, 84243 (1984) [“Whan
a courl raviaws an agency's canstruction of tha
statuie which it administars, it is confronied with
two questions. First, always. is the gquesticn
whathar Congress has directly spoken to the precisa
question at issue. If tha intent of Congress is claar,
that is the and of the matier; for tha court, 25 wall
as the agency, must give afect to the
umnamhiguously axprassad intant of Congrass.”).
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ANALYSIS OF CONSENT ORDER TO AID PUBLIC COMMENT

The Federal Trade Commission ("Commission") has accepted, subject to final approval,
an agreement containing a consent order from Retina-X Studios, LLC ("Retina-X") and individual
Respondent James N. Johns, Jr. (collectively, "Respondents").

The proposed consent order (" proposed order") has been placed on the public record for
thirty (30) days for receipt of comments by interested persons. Comments received during this
period will become part of the public record. After thirty (30) days, the Commission again will
review the agreement and the comments received, and will decide whether it should withdraw
from the agreement or make final the agreement's proposed order.

From 2007 to 2018 Retina-X developed and sold various products and services, each with
the means to allow a purchaser to monitor, often surreptitiously, another person's activities on that
person's mobile device. James N. Johns, Jr. is the registered agent and sole member of Retina-X.
Individually or in concert with others, Mr. Johns controlled or had the authority to control, or
participated in the acts and practices alleged in the proposed complaint.

Respondents' mobile device monitoring products and services included MobileSpy,
PhoneSheriff, and TeenShield. These monitoring products and services had varying capabilities
and costs. Purchasers were often required to jailbreak or root (i.e., actions to bypass various
restrictions implemented by the operating system on and/or the manufacturer of mobile devices)
the device user's mobile device prior to installing Respondents' monitoring products and services.
Jailbreaking or rooting a mobile device exposes a mobile device to various security vulnerabilities
and likely invalidates any warranty that a mobile device manufacturer or carrier provides.

All of Respondents' monitoring products and services required that the purchaser have
physical access to the device user's mobile device, and could remotely monitor the device user's
activities from an online dashboard. By default, Respondents' monitoring products and services
disclosed to the device user that they were being monitored (e.g., an icon on, cl monitored mobile
device). However, purchasers could turn off this feature so that the monitoring products and
services could run surreptitiously, meaning that the device user was unaware that he or she was
being monitored . Respondents provided purchasers with instructions on how to remove the icon
that would confirm that monitoring products and services were installed on a particular mobile
device.

Device users surreptitiously monitored by Respondents ' monitoring products and services
could not uninstall or remove Respondents' monitoring products and services because they did not
know that they were being monitored. Device users often had no way of knowing that Respondents'
monitoring products and services were being used on their phone. Respondents did not take any
steps to ensure that purchasers would use Respondents' monitoring products and services for
legitimate purposes, such as to monitor employees or children.

Moreover, Respondents did not take steps to secure the personal information collected from
purchasers and device users being monitored. Respondents outsourced most of their product
development and maintenance to a service provider. Respondents engaged in a number of practices
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that, taken together, failed to provide reasonable data security to protect the personal information
collected from consumers. As a result of these unreasonable data security practices, Respondents
were breached twice.

The Commission proposed 5-count complaint alleges that Respondents violated Section
5(a) of the Federal Trade Commission Act and the Children's Online Privacy Protection Rule. The
first count alleges that Respondents unfairly sold monitoring products and services that required
jailbreaking or rooting, without taking reasonable steps to ensure that the monitoring products and
services would only be used for legitimate and lawful purposes by the purchaser.

The second to fourth counts allege that Respondents deceived consumers about
Respondents' data security practices by falsely representing that consumers' personal information
collected through MobileSpy, PhoneSheriff, and TeenShield, and stored in Respondents' databases
was confidential, private, and safe. The fifth count alleges that Respondents violated the Children's
Online Privacy Protection Rule by failing to establish and maintain reasonable procedures to
protect the confidentiality, security, and integrity of personal information collected from children
through the TeenShield product. Respondents failed to implement appropriate security procedures
to protect the personal information collected from consumers, including children, such as by: (1)
failing to adopt, implement, or maintain security standards, policies, procedures or practices; (2)
failing to conduct security testing of mobile applications that could be exploited to gain
unauthorized access to consumers' sensitive personal information for well-known and reasonably
foreseeable vulnerabilities; (3) failing to contractually require their service providers to adopt and
implement information security standards, policies, procedures or practices; (4) failing to perform
adequate oversight of service providers; and (5) failing to adopt and implement written information
security standards, policies, procedures, or practices that would apply to the oversight of their
service providers.

The proposed order contains provisions designed to prevent Respondents from engaging
in the same or similar acts or practices in the future.

Part I of the proposed order prohibits Respondents from selling a monitoring product
unless: (1) the monitoring product does not circumvent security protections implemented by the
mobile device operating system or manufacturer; (2) prior to the sale of the monitoring product,
express written attestation is obtained from the purchaser that the monitoring product stating that
the monitoring product will be used for legitimate and lawful purposes; and (3) documentation is
obtained proving that the purchaser is an authorized user on the monitored mobile device's service
carrier account. The proposed order also requires that Respondents display an application icon,
including the name of the monitoring product, when the monitoring product is on the mobile

device. Moreover, a clear and conspicuous notice must be presented when the application icon is
clicked.

Part II of the order restrains Respondents from distributing monitoring products unless
Respondents have: (1) a home page notice stating that the monitoring product may only be used
for legitimate and lawful purposes by authorized users; and (2) a purchase page notice stating that
the monitoring product may only be used for legitimate and lawful purposes by authorized users,
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and that installing or using the monitoring product for any other purpose may violate local, state,
and/or federal law.

Part III of the proposed order prohibits Respondents from violating the Children's Online
Privacy Protection Rule. Part IV of the proposed order prohibits Respondents from
misrepresenting the extent to which Respondents maintain and protect the privacy, security,
confidentiality, or integrity of consumers' personal information. Part V requires that Respondents'
delete all personal information collected from a monitoring product prior to entry of the proposed
order within 120 days.

Part VI of the proposed order prohibits Respondents, and any business that a Respondent
controls, directly, or indirectly, from transferring, selling, sharing, collecting, maintaining, or
storing personal information unless Respondents establish and implement, and thereafter maintain,
a comprehensive information security program that protects the security confidentiality, and
integrity of such personal information. Part VII requires Respondents to obtain initial and biennial
data security assessments for twenty years. Part VIII of the proposed order requires Respondents
to disclose all material facts to the assessor and prohibits Respondents from misrepresenting any
fact material to the assessments required by Part VII. Part IX requires Respondents to submit an
annual certification from a senior corporate manager (or senior officer responsible for its
information security program), that Respondents have implemented the requirements of the
proposed order, are not aware of any material noncompliance that has not been corrected or
disclosed to the Commission, and includes a brief description of any covered incident involving
unauthorized access to or acquisition of personal information. Part X requires Respondents to
submit a report to the Commission of their discovery of any covered incident.

Parts XI through XIV of the proposed order are reporting and compliance provisions,
which including recordkeeping requirements and provisions requiring Respondents to provide
information or documents necessary for the Commission to monitor compliance. Part XV states
that the proposed order will remain in effect for 20 years, with certain exceptions.

The purpose of this analysis is to aid public comment on the proposed order. It is not
intended to constitute an official interpretation of the complaint or proposed order, or to modify in
any way the proposed order's terms.



AGNATEN, SE 279

Complaint

IN THE MATTER OF

AGNATEN SE,
VETERINARY SPECIALISTS OF NORTH AMERICA, LLC,
AND
NVA PARENT INC.

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF SECTION 5 OF THE FEDERAL
TRADE COMMISSION ACT AND SECTION 7 OF THE CLAYTON ACT

Docket No. C-4707; File No. 191 0160
Complaint, February 14, 2020 — Decision, April 9, 2020

This consent order addresses the $5 billion acquisition by Agnaten SE of all assets of NV A Parent Inc. in violation of
Section 7 of the Clayton Act and Section 5 of the Federal Trade Commission Act. The complaint alleges that the
Acquisition would reduce the number of specialty providers of internal medicine, oncology, and ophthalmology
service in all of the relevant markets and significantly increase concentration in each market. The Acquisition
eliminates head-to-head competition between Compassion First and NVA in the provision of specialty and emergency
veterinary services. The consent order requires Respondents to divest, within 10 days after the Acquisition Date, the
Divestiture Clinics to MedVet and that Respondent Agnaten shall not acquire Respondent NV A until it has obtained
for all the Divestiture Clinics.

Participants
For the Commission: Michael R. Barnett.

For the Respondents: Matthew P. Hendrickson and Jessica N. Schneider, Skadden, Arps,
Slate, Meagher & Flom LLP; Katherine A. Rocco and Muran Zhu, Kirkland & Ellis LLP.

COMPLAINT

Pursuant to the Clayton Act and the Federal Trade Commission Act, and its authority
thereunder, the Federal Trade Commission (“Commission”), having reason to believe that
Respondents Agnaten SE, the owner of Veterinary Specialists of North America, LLC and
Compassion-First Pet Hospitals (“Compassion First”), a corporation subject to the jurisdiction of
the Commission, has agreed to acquire Respondent NVA Parent Inc. (“NVA”), a corporation
subject to the jurisdiction of the Commission, in violation of Section 5 of the Federal Trade
Commission Act (“FTC Act”), as amended, 15 U.S.C. § 45, that such acquisition, if consummated,
would violate Section 7 of the Clayton Act, as amended, 15 U.S.C. § 18, and Section 5 of the FTC
Act, as amended, 15 U.S.C. § 45, and it appearing to the Commission that a proceeding in respect
thereof would be in the public interest, hereby issues its Complaint, stating its charges as follows

I. RESPONDENTS

1. Respondent Compassion First is a private corporation organized, existing, and
doing business under and by virtue of the laws of Austria, with its office and principal place of
business located at Rooseveltplaz 4-5/Top 10, A-1090 Vienna, Austria, with its United States



