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IN THE MATTER OF 

FLO HEALTH, INC. 

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF SECTION 5 OF THE FEDERAL 

TRADE COMMISSION ACT 

Docket No. C-4747; File No. 192 3133 

Complaint, June 17, 2021 – Decision, June 17, 2021 

This consent order addresses Flo Health, Inc.’s mobile application called the Flo Period & Ovulation Tracker, which 
collects and stores menstruation and fertility information about millions of users worldwide. The complaint alleges 

that Flo Health violated of Section 5(a) of the Federal Trade Commission Act by misrepresenting their use and 

disclosure of consumer’s personal information, and compliance with the Privacy Shield Principles of Notice, 
Choice, Accountability for Onward Transfers, and Purpose Limitation. The consent order requires Flo Health to ask 

any party other than Flo Health, its service providers, or subcontractors, that has received “Health Information” 
about “Covered App Users” to destroy such information; and prohibits Flo Health from making false or deceptive 

statements regarding: (1) the purposes for which Flo Health or any entity to whom it discloses, collects, maintains, 

or uses personal information, including identifiable health information; (2) the extent to which consumers may 

exercise control over Flo Health’s access, collection, maintenance, use, disclosure, or deletion of such information; 
(3) the extent to which Flo Health complies with any privacy, security, or compliance program, including the 

Privacy Shield; and (4) the extent to which Flo Health collects, maintains, uses, discloses, deletes, or permits or 

denies access to any Covered Information, or the extent to which Flo Health protects the availability, confidentiality, 

or integrity of Covered Information. 

Participants 

For the Commission: Elisa Jillson and Miles Plant. 

For the Respondents: David Kantrowitz and Brenda Sharton, Goodwin Procter LLP. 

COMPLAINT 

The Federal Trade Commission (“FTC”), having reason to believe that Flo Health, Inc., a 
corporation (“Respondent”), has violated the provisions of the Federal Trade Commission Act, 

and it appearing to the Commission that this proceeding is in the public interest, alleges: 

1. Respondent Flo Health, Inc. (“Flo Health”) is a Delaware corporation with its 
principal office or place of business at 1013 Centre Road, Suite 403-B, Wilmington, Delaware 

19805. 

2. Respondent has developed, advertised, offered for sale, sold, and distributed the 

Flo Period & Ovulation Tracker, a mobile application (“app”) powered by artificial intelligence 

that functions as an ovulation calendar, period tracker, and pregnancy guide (“Flo App”). 

3. Millions of women use the Flo App, giving Respondent details of their 

menstruations and gynecological health on the promise that the app will help predict ovulation 

and aid in pregnancy and childbirth. These users trust Respondent with intimate details of their 

reproductive health because Respondent repeatedly promised to protect the information and keep 
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it secret. Indeed, Respondent’s privacy policies stated, time and again, that Respondent would 

not share users’ health details with anyone. 

4. In fact, beginning in 2016, Respondent handed users’ health information out to 
numerous third parties, including Google, LLC (“Google”); Google’s separate marketing service, 
Fabric (“Fabric”); Facebook, Inc., through its Facebook Analytics tool (“Facebook”); marketing 
firm AppsFlyer, Inc. (“AppsFlyer”); and analytics firm Flurry, Inc. (“Flurry”). And Respondent 

took no action to limit what these companies could do with the users’ information. Rather, they 
merely agreed to each company’s standard terms of service.  By doing so, Respondent gave these 
third parties the ability to use Flo App users’ personal health information expansively, including 

for advertising. 

5. Respondent shared women’s personal health information with these third parties 
for years, while at the same time promising them privacy. It was not until February 2019, when 

the Wall Street Journal revealed the practice, that Respondent halted sharing the data. Indeed, 

Respondent stopped sharing users’ health information with Facebook the day after the exposé. 

6. Upon learning that Respondent had turned some data related to their 

menstruations, pregnancies, and childbirths over to these third parties, hundreds of users wrote to 

Respondent, stating that they were “outraged,” “incredibly upset,” “disturbed,” “appalled,” and 
“very angry.” Indeed, they felt “victimized” and “violated” by Respondent’s actions. 

7. The acts and practices of Respondent alleged in this complaint have been in or 

affecting commerce, as “commerce” is defined in Section 4 of the Federal Trade Commission 
Act. 

Flo App 

8. Since at least 2016, Respondent has made the Flo App available to users for free 

download from the Apple App Store and the Google Play Store. In the product description 

available on the Apple App Store, Respondent describes the Flo App as “a smart and simple 

period tracker, helpful pregnancy week by week app, accurate ovulation and fertility calendar 

and PMS symptoms tracker for women all over the world.” 

9. The Flo App is one of the most popular health and fitness apps available to 

consumers. Since 2016, more than 100 million users have downloaded the Flo App, including 

more than 16 million users across the United States and more than 19 million users in the 

European Union (“EU”) and Switzerland. In 2019, the Flo App was the most downloaded health 
and fitness app in the Apple App store, and was the “App of the Day” in the Apple App Store in 
over 30 countries. 

10. During the relevant time period, Respondent contracted with dozens of third-party 

firms to provide, among other things, various marketing and analytics services in connection 

with the Flo App. These firms included Facebook’s analytics division, Google’s analytics 
division, Fabric, AppsFlyer, and Flurry. Respondent did not contractually limit how these third 
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parties could use data they received from the Flo App. In fact, the Terms of Service governing 

the agreements permitted the third parties to use the data for their own purposes. 

11. Respondent encourages women to input vast quantities of health information into 

the Flo App: “Log your menstruation days in a handy period calendar, ovulation and fertility 
tracker, schedule menstrual cycle reminders, record moods and PMS symptoms, use a due date 

calculator, follow a pregnancy calendar ....” By doing so, Respondent tells users, you can “take 
full control of your health.” 

12. By encouraging millions of women to input extensive information about their 

bodies and mental and physical health, Respondent has collected personal information about 

consumers, including name, email address, date of birth, place of residence, dates of menstrual 

cycles, when pregnancies started and ended, menstrual and pregnancy-related symptoms, weight, 

and temperature. 

Respondent’s Repeated Deceptive Statements to Flo App Users About Health Data 

13. Between 2017 and 2019, Respondent repeatedly promised users that the Flo App 

would keep their health data private, and that Respondent would only use Flo App users’ data to 
provide the Flo App’s services. Many users entrusted Respondent with their health information 

in part because they believed that Respondent would treat it according to Respondent’s privacy 

policies. 

14. Specifically, in privacy policies in effect between August 28, 2017 and February 

19, 2019, Respondent explained that it “may share certain” personal data with third parties, but 

only for purposes of operating and servicing the Flo App.  The privacy policies defined “personal 

data” broadly to include “information about your health.” However, the privacy policies then 
asserted that any information shared with third parties “exclud[ed] information regarding your 

marked cycles, pregnancy, symptoms, notes and other information that is entered by you and 

that you do not elect to share.” (emphasis added). 

15. In the privacy policies described in Paragraph 14, Respondent also promised that 

third parties could not use Flo App users’ personal information “for any other purpose except to 
provide services in connection with the App.” 

16. In addition to stating that Respondent would not share “information regarding 

your marked cycles, pregnancy, [or] symptoms ...” with any third parties (as described in 

Paragraph 14), privacy policies in effect between May 28, 2018 and February 19, 2019 

specifically promised that Respondent would not disclose “any data related to health” to either 
AppsFlyer or Flurry. 

a. “AppsFlyer is a mobile marketing platform. We may share certain non-

identifiable information about you and some Personal Data (but never 

any data related to health) in order to carry out marketing activities and 

provide you better and more targeted, tailor-made service.” (emphasis 

added) 
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b. “We may share certain non-identifiable information about you and some 

Personal Data (but never any data related to health) with Flurry.” 
(emphasis added) 

17. The privacy policies described in Paragraph 16 also singled out Facebook, 

Google, and Fabric, claiming that these third parties would only receive “non-personally 

identifiable information,” “Personal Data like device identifiers,” or “device identifiers.” 
Specifically, Respondent’s privacy policies stated as follows: 

a. “We use Facebook Analytics and Google Analytics tools to track installs 

of our App. Normally, Facebook and Google collect only non-personally 

identifiable information, though some Personal Data like device 

identifiers may be transferred to Facebook ....” (emphasis added). 

b. “Fabric may use device identifiers that are stored on your mobile device 

and allow us to analyze your use of the App in order to improve our app 

feature [sic].” (emphasis added). 

For Years, Respondent Disclosed Health Data About Millions of App Users to 

Facebook, Google, and Other Third Parties 

18. Like most app developers, Respondent tracks “Standard App Events,” records of 

routine app functions, such as launching or closing the app, as well as “Custom Apps Events,” 
records of user-app interactions unique to the Flo App. For example, when a user enters 

menstruation dates, Respondent records the user’s interaction with that feature as a Custom App 

Event. Respondent analyzes Custom App Events to improve the Flo App’s functionality and 

identify which features are likely to interest new users. 

19. Respondent gave each Custom App Event a descriptive title. For example, when 

a user enters the week of her pregnancy, Respondent records the Custom App Event 

“R_PREGNANCY_WEEK_CHOSEN.” When a user selects a feature to receive menstruation 

reminders in the “wanting to get pregnant branch” of the app, Respondent records the Custom 
App Event “P_ACCEPT_PUSHES_PERIOD.” Consequently, many of Respondent’s Custom 
App Events convey information about users’ menstruation, fertility, or pregnancies. 

20. Despite its repeated representations between 2017 and 2019 that it would keep 

users’ health data secret, Respondent disclosed health information to various third parties. In 
fact, as far back as June 2016, Respondent integrated into the Flo App software development 

tools, known as software development kits (“SDKs”), from the numerous third-party marketing 

and analytics firms mentioned above, including Facebook, Flurry, Fabric, AppsFlyer, and 

Google. These SDKs gathered the unique advertising or device identifiers and Custom App 

Events of the millions of Flo App users. By including sensitive health information in the titles of 

the Custom App Events, Respondent conveyed the health information of millions of users to 

these third parties for years. This directly contradicted Respondent’s statements in its privacy 

policies that it would not divulge such information. Specifically, Respondent disclosed Custom 

App Event information to: 
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a. Facebook from June 2016 to February 2019; 

b. Flurry from June 2016 to February 2019; 

c. Fabric from November 2016 to February 2019; 

d. AppsFlyer from May 2018 to February 2019; and 

e. Google from September 2018 to February 2019. 

21. Besides breaking promises to Flo App users, Respondent’s disclosures violated 

several of the third parties’ own terms of service or use—terms to which Respondent had agreed: 

a. Facebook’s Business Tools Terms stated: “You will not share Customer 

Data with us that you know or reasonably should know ... includes 

health, financial information, or other categories of sensitive information 

(including any information defined as sensitive under applicable law).” 
(emphasis added). 

b. AppsFlyer’s Terms of Use stated: “AppsFlyer strictly prohibits you 

from using the Services to collect or otherwise enable the collection of 

any Restricted Data.  You hereby warrant that you shall not configure the 

Codes or Services to collect any Restricted Data through the Services.” 
The Terms of Use defined “Restricted Data” to include “any health 

information.” (emphasis added). 

22. Despite representing in the privacy policies described in Paragraphs 14 and 15 

that it would restrict how third parties could use Flo App users’ personal data, Respondent 

merely agreed to these third parties’ stock terms of service, several of which permitted the third 
party to use any information obtained from Flo App users for the third party’s own purposes, 
including, in certain cases, for advertising and product improvement: 

a. Facebook’s Business Tools Terms stated: “We use [aggregated] Event 
Data to personalize the features and content (including ads and 

recommendations) we show people on and off our Facebook Company 

Products .... We may also use Event Data ... for research and development 

purposes, and to ... improve the Facebook Company Products.” That 

“Event Data” includes Custom App Events. 

b. Google Analytics’s Terms of Service stated: “Google and its wholly 
owned subsidiaries may retain and use ... information collected in [Flo 

Health’s] use of the service.” 

c. AppsFlyer’s Terms of Use stated: “You hereby allow AppsFlyer to 
collect, store, use and process Customer Data,” where “Customer Data” 
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was defined to include “data concerning the characteristics and activities” 
of app users. 

d. The Fabric Software and Services Agreement stated: “[Flo Health] 

acknowledges and agrees that Google [Fabric] may use Usage Data for its 

own business purposes,” where “Usage Data” was defined to mean “all 
information, data and other content, not including any [identifying data], 

received by Google related to [Flo Health]’s use of the Fabric Technology. 

23. As a result, at least one of these third parties (Facebook) used Flo App event data 

(which Facebook did not know included users’ personal and health data) for its own purposes, 

including its own research and development purposes. 

24. On February 22, 2019, the Wall Street Journal reported that it was able to 

intercept unencrypted identifying health information transmitted by the Flo App to Facebook. 

The Wall Street Journal reported that this information included a unique advertising identifier, 

the user’s intention to get pregnant, and when the user was having her period. 

25. Following publication of the Wall Street Journal’s story, Respondent received 

more than 300 complaints from Flo App users about the unauthorized disclosures of health 

information to Facebook.  For example, users stated: 

a. “I’m absolutely [sic] disgusted at this invasion of my most personal 

information.” 

b. “This is private personal data and I feel disgusted that you are now making 

this data available to third parties.” 

c. “Why would you EVER think it is ok to share that personal, private 
information with a third [sic] party?” 

26. More than 100 Flo App users asked Respondent to delete their accounts and/or 

data or told the company they were deleting, or would delete, the Flo App. 

Respondent’s Violation of the Privacy Shield Principles 

27. Respondent has been a participant in the EU-U.S. Privacy Shield (“Privacy 
Shield”) and the U.S.-Swiss Privacy Shield framework since August 12, 2018. In privacy 

policies effective from August 6, 2018 through the present, Respondent has represented that it 

participates in the EU-U.S. Privacy Shield framework and the U.S.-Swiss Privacy Shield 

framework. Specifically, since August 6, 2018, Respondent’s privacy policies have stated:  

“[W]e comply with the EU-U.S. Privacy Shield Framework and Swiss-U.S. Privacy Shield 

Framework as set forth by the U.S. Department of Commerce regarding the collection, use, and 

retention of personal information transferred from the EU and Switzerland to the United States. 

We have certified to the Department of Commerce that we adhere to the Privacy Shield 

Principles.” 
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28. The Department of Commerce (“Commerce”) and the European Commission 
negotiated the Privacy Shield to provide a mechanism for companies to transfer personal data 

from the European Union to the United States in a manner consistent with the requirements of 

European Union law on data protection. Enacted in 1995, the European Union Data Protection 

Directive (the “Directive”) set forth European Union requirements for the protection of personal 

data. Among other things, it required European Union Member States to implement legislation 

that prohibits the transfer of personal data outside the European Union, with exceptions, unless 

the European Commission has made a determination that the recipient jurisdiction’s laws ensure 

the protection of such personal data. This determination commonly referred to as meeting the 

European Union’s “Adequacy Standard.” 

29. The European Union has since enacted a new data protection regime, the General 

Data Protection Regulation (“GDPR”), which took effect as of May 25, 2018, and contains 

similar provisions on data transfers. The GDPR explicitly recognizes European Commission 

adequacy determinations in effect as of that date. Unlike the Directive, the GDPR is directly 

applicable and generally does not require member states to enact implementing legislation. 

30. To satisfy the European Union Adequacy Standard for certain commercial 

transfers, Commerce and the European Commission negotiated the Privacy Shield, which the 

European Commission determined was adequate by written decision in July 2016, and took 

effect August 1, 2016. Thus, the Privacy Shield allows for the lawful transfer of personal data 

from the European Union to those companies in the United States that participate in Privacy 

Shield. 

31. The Swiss-U.S. Privacy Shield Framework is identical to the EU-U.S. Privacy 

Shield Framework and is consistent with the requirements of the Swiss Federal Act on Data 

Protection. 

32. To join the EU-U.S. and/or Swiss-U.S. Privacy Shield Framework, a company 

must self-certify to Commerce that it complies with the Privacy Shield Principles, and to related 

requirements that have been deemed to meet the European Union’s Adequacy Standard.  

Participating companies must annually re-certify their compliance. 

33. The Privacy Shield expressly provides that, while decisions by organizations to 

“enter the Privacy Shield are entirely voluntary, effective compliance is compulsory: 
organizations that self-certify to the Department and publicly declare their commitment to adhere 

to the Principles must comply fully with the Principles.” (emphasis added). 

34. Companies under the jurisdiction of the FTC are eligible to join the EU-U.S. 

and/or Swiss-U.S. Privacy Shield Framework. Both frameworks warn companies that claim to 

have self-certified to the Privacy Shield Principles that failure to comply or otherwise to “fully 

implement” the Privacy Shield Principles “is enforceable under Section 5 of the Federal Trade 
Commission Act.” 
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Respondent’s Failure to Provide Adequate Notice for 
Third-Party Use of Health Information for 

Advertising and Other Purposes 

35. Privacy Shield Principle 1, “Notice,” requires organizations to inform individuals 

about, among other things, “the type or identity of third parties to which it discloses personal 
information, and the purposes for which it does so.” Principle 1(a)(vi). It provides further:  

“This notice must be provided in clear and conspicuous language when individuals are first 
asked to provide personal information to the organization or as soon thereafter as is practicable, 

but in any event before the organization uses such information for a purpose other than that for 

which it was originally collected or processed by the transferring organization or discloses it for 

the first time to a third party.”  Principle 1(b). 

36. Respondent did not provide notice in clear and conspicuous language about the 

purposes for which it disclosed health information to third parties. When users in the European 

Union, Switzerland, Norway, Lichtenstein, and Iceland opened the Flo App for the first time, 

they were greeted by a “Welcome” screen that provided that by using the Flo App, the user 

consented to Respondent’s aforementioned privacy policies and terms of use. 

37. However, as described in Paragraphs 20-23, Respondent disclosed users’ health 
information to numerous third parties authorized to use the data for advertising (among other 

uses). At no point did Respondent inform users that their health data could be used for these 

third parties’ purposes. 

Respondent’s Failure to Provide Adequate Choice 

for Third-Party Use of Health Information for 

Advertising, Product Improvement, and Other Purposes 

38. Privacy Shield Principle 2, “Choice,” requires organizations to “offer individuals 

the opportunity to choose (opt out) whether their personal information is ... to be used for a 

purpose that is materially different from the purpose(s) for which it was originally collected or 

subsequently authorized by the individuals.”  Principle 2(a). 

39. The Choice Principle specifies further: “Individuals must be provided with clear, 

conspicuous, and readily available mechanisms to exercise choice.” Id. 

40. This Principle also requires opt-in consent for disclosures of “sensitive 

information (i.e., personal information specifying medical or health conditions ...).” Principle 
2(c). Specifically, Principle 2(c) requires that “organizations must obtain affirmative express 
consent (opt in) from individuals if such information is to be [] disclosed to a third party ...” Id. 

41. Respondent did not offer users the opportunity to opt out of whether their 

personal information would be used for a materially different purpose than the purposes for 

which it was originally collected or subsequently authorized. Specifically, Respondent told App 

users that their health information would only be used to provide the Flo App functions.  
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Respondent did not offer Flo App users the opportunity to opt out of the use of their health 

information by third parties for advertising, product improvement, and other purposes. 

42. Respondent did not obtain Flo App users’ affirmative express opt-in consent for 

disclosures of health information to third parties, including Facebook, Google, Flurry, Fabric, 

and AppsFlyer. To the contrary, as described in Paragraphs 13-14 and 16, Respondent reassured 

Flo App users that the Flo App would not disclose health information to third parties. 

43. Respondent did not offer individuals a clear, conspicuous, and readily available 

mechanism to exercise choice. The aforementioned privacy policy provided misleading 

information, which prevented users from exercising choice. 

Respondent’s Failure to Provide for 
Accountability for Onward Transfers 

44. Privacy Shield Principle 3, “Accountability for Onward Transfer,” requires 
organizations that transfer personal data to a third party acting as an agent to, among other 

things, “(i) transfer such data only for limited and specified purposes, (ii) ascertain that the agent 
is obligated to provide at least the same level of privacy protection as is required by the 

Principles, [and] (iii) take reasonable and appropriate steps to ensure that the agent effectively 

processes the personal information transferred in a manner consistent with the organization’s 

obligations under the Principles.”  Principle 3(b). 

45. To the extent Respondent considered AppsFlyer, Fabric, Facebook, Flurry, and 

Google to be its agents, Respondent violated Principle 3 because it did not transfer Flo App 

users’ health data to third parties acting as Respondent’s agents only for limited and specified 
purposes. To the contrary, as described in Paragraphs 20 and 22, Respondent transferred health 

information to numerous third parties that Respondent considered its agents under broad 

contracts that permitted use of the data received for wide-ranging purposes, including the third 

parties’ advertising and product improvement. 

46. Respondent also violated Principle 3 because it did not obligate third parties that 

Respondent considered its agents to provide the same level of privacy protection as is required 

by the Principles. Specifically, Respondent transferred users’ health information to AppsFlyer, 
Fabric, Facebook, Flurry, and Google, without requiring these third parties to provide the same 

level of privacy protection for this data as is required by the Principles. 

47. Respondent also violated Principle 3 because it did not take reasonable and 

appropriate steps to ensure processing of users’ information consistent with the Principles. 
Specifically, as described in Paragraph 22, Respondent did not require third parties it considered 

agents, including Facebook, Google, Fabric, and AppsFlyer, to sign any contract acknowledging 

that they could or would receive Flo App users’ health information or requiring processing 
consistent with the sensitivity of this information. To the contrary, as described in Paragraph 21, 

Respondent agreed to terms of service that specifically prohibited disclosures of health 

information to Facebook and AppsFlyer. 
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48. As a result, these third parties were not even aware that they had received Flo App 

users’ health data and, therefore, could not process the data in a manner consistent with its 

sensitivity. 

Respondent’s Failure to Abide by 
the Principle of Purpose Limitation 

49. Privacy Shield Principle 5, “Data Integrity and Purpose Limitation,” provides, in 

part: “An organization may not process personal information in a way that is incompatible with 
the purposes for which it has been collected or subsequently authorized by the individual.” 
Principle 5(a). 

50. Respondent collected health information from Flo App users for the purpose of 

providing the Flo App’s functions. By disclosing Flo App users’ health information to third 

parties under contracts that permitted those third parties to use the data for advertising, product 

improvement and other purposes, Respondent processed Flo App users’ health information in a 
way that was incompatible with the purposes for which it has been collected. 

Count I 

Privacy Misrepresentation – Disclosures of Health Information 

51. As described in Paragraphs 13-14 and 16, Respondent represented, directly or 

indirectly, expressly or by implication, that the Flo App would not disclose, without consumers’ 
consent, their health information to third parties in general, and to AppsFlyer and Flurry in 

particular. 

52. In fact, as set forth in Paragraph 20, Respondent did disclose consumers’ health 

information to Facebook, Google, Fabric, Flurry, and AppsFlyer. Therefore, the representations 

set forth in Paragraph 51 are false or misleading. 

Count II 

Privacy Misrepresentation – Disclosures Beyond Identifiers 

53. As described in Paragraph 17, Respondent represented, directly or indirectly, 

expressly or by implication, that it would only disclose non-personally identifiable information, 

device identifiers, and personal data “like device identifiers” to Fabric, Google, and Facebook. 

54. In fact, as set forth in Paragraph 20, Respondent did not only disclose non-

personally identifiable information, device identifiers, and personal data “like device identifiers” 

to Fabric, Google, and Facebook. Respondent also conveyed users’ health information to 

Google, Facebook, and Fabric. Therefore, the representations set forth in Paragraph 53 are false 

or misleading. 
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Count III 

Privacy Misrepresentation – Failure to Limit Third-Party Use 

55. As described in Paragraphs 14-15, Respondent represented, directly or indirectly, 

expressly or by implication, that third parties could not use Flo App users’ personal information 

“for any other purpose except to provide services in connection with the App.” 

56. In fact, as set forth in Paragraph 22, third parties could use Flo App users’ 
personal information for purposes other than providing services in connection with the app. 

Respondent entered into agreements with third parties Facebook, Google, AppsFlyer, and Fabric 

that permitted them to use Flo App users’ personal information for the third parties’ own 

purposes, including for advertising and product improvement. Furthermore, as set forth in 

Paragraph 23, from June 2016 to February 2019, at least one third party (Facebook) used the Flo 

App users’ personal information for its own purposes, including its own research and 
development purposes. Therefore, the representations set forth in Paragraph 55 are false or 

misleading. 

Count IV 

Misrepresentation Regarding Notice 

57. As described in Paragraph 27, Respondent has represented, directly or indirectly, 

expressly or by implication, that it adheres to the Privacy Shield Framework Principles, 

including the principle of Notice. 

58. In fact, as described in Paragraphs 36-37, Respondent did not adhere to the 

Privacy Shield Principle of Notice. Therefore, the representation set forth in Paragraph 57 is 

false or misleading. 

Count V 

Misrepresentation Regarding Choice 

59. As described in Paragraph 27, Respondent has represented, directly or indirectly, 

expressly or by implication, that it adheres to the Privacy Shield Framework Principles, 

including the principle of Choice. 

60. In fact, as described in Paragraphs 41-43, Respondent did not adhere to the 

Privacy Shield Principle of Choice. Therefore, the representation set forth in Paragraph 59 is 

false or misleading. 

Count VI 

Misrepresentation Regarding Accountability for Onward Transfers 

61. As described in Paragraph 27, Respondent has represented, directly or indirectly, 

expressly or by implication, that it adheres to the Privacy Shield Framework Principles, 

including the principle of Accountability for Onward Transfers. 
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62. In fact, as described in Paragraphs 45-48, Respondent did not adhere to the 

Privacy Shield Principle of Accountability for Onward Transfers. Therefore, the representation 

set forth in Paragraph 61 is false or misleading. 

Count VII 

Misrepresentation Regarding Data Integrity and Purpose Limitation 

63. As described in Paragraph 27, Respondent has represented, directly or indirectly, 

expressly or by implication, that it adheres to the Privacy Shield Framework Principles, 

including the principle of Data Integrity and Purpose Limitation. 

64. In fact, as described in Paragraph 50, Respondent did not adhere to the Privacy 

Shield Principle of Data Integrity and Purpose Limitation. Therefore, the representation set forth 

in Paragraph 63 is false or misleading. 

Violations of Section 5 

65. The acts and practices of Respondent as alleged in this complaint constitute unfair 

or deceptive acts or practices, in or affecting commerce in violation of Section 5(a) of the 

Federal Trade Commission Act. 

THEREFORE, the Federal Trade Commission this 17th day of June 2021, has issued 

this complaint against Respondent. 

By the Commission. 

DECISION 

The Federal Trade Commission (“Commission”) initiated an investigation of certain acts 

and practices of the Respondent named in the caption. The Commission’s Bureau of Consumer 
Protection (“BCP”) prepared and furnished to Respondent a draft Complaint. BCP proposed to 
present the draft Complaint to the Commission for its consideration. If issued by the 

Commission, the draft Complaint would charge the Respondent with violations of the Federal 

Trade Commission Act. 

Respondent and BCP thereafter executed an Agreement Containing Consent Order 

(“Consent Agreement”). The Consent Agreement includes: 1) statements by Respondent that it 
neither admits nor denies any of the allegations in the Complaint, except as specifically stated in 

this Decision and Order, and that only for purposes of this action, it admits the facts necessary to 

establish jurisdiction; and 2) waivers and other provisions as required by the Commission’s 

Rules. 
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The Commission considered the matter and determined that it had reason to believe that 

Respondent has violated the Federal Trade Commission Act, and that a Complaint should issue 

stating its charges in that respect. The Commission accepted the executed Consent Agreement 

and placed it on the public record for a period of thirty (30) days for the receipt and consideration 

of public comments. The Commission duly considered any comments received from interested 

persons pursuant to Section 2.34 of its Rules, 16 C.F.R. § 2.34. Now, in further conformity with 

the procedure prescribed in Rule 2.34, the Commission issues its Complaint, makes the 

following Findings, and issues the following Order: 

Findings 

1. The Respondent is Flo Health, Inc. (“Flo Health”), a Delaware corporation with 

its principal office or place of business at 1013 Centre Road, Suite 403-B, 

Wilmington, Delaware 19805. 

2. The Commission has jurisdiction over the subject matter of this proceeding and 

over the Respondent, and the proceeding is in the public interest. 

ORDER 

Definitions 

For purposes of this Order, the following definitions apply: 

A. “Clearly and Conspicuously” means that a required disclosure is difficult to miss 
(i.e., easily noticeable) and easily understandable by ordinary consumers, 

including in all of the following ways: 

1. In any communication that is solely visual or solely audible, the disclosure 

must be made through the same means through which the communication 

is presented. In any communication made through both visual and audible 

means, such as a television advertisement, the disclosure must be 

presented simultaneously in both the visual and audible portions of the 

communication even if the representation requiring the disclosure 

(“triggering representation”) is made through only one means. 

2. A visual disclosure, by its size, contrast, location, the length of time it 

appears, and other characteristics, must stand out from any accompanying 

text or other visual elements so that it is easily noticed, read, and 

understood. 

3. An audible disclosure, including by telephone or streaming video, must be 

delivered in a volume, speed, and cadence sufficient for ordinary 

consumers to hear it easily and understand it. 
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4. In any communication using an interactive electronic medium, such as the 

Internet or software, the disclosure must be unavoidable. 

5. The disclosure must use diction and syntax understandable to ordinary 

consumers and must appear in each language in which the triggering 

representation appears. 

6. The disclosure must comply with these requirements in each medium 

through which it is received, including all electronic devices and face-to-

face communications. 

7. The disclosure must not be contradicted or mitigated by, or inconsistent 

with, anything else in the communication. 

8. When the representation or sales practice targets a specific audience, such 

as children, the elderly, or the terminally ill, “ordinary consumers” 
includes reasonable members of that group. 

B. “Covered App User” means any individual who downloaded and used 

Respondent’s mobile application Flo Period & Ovulation Tracker between June 
30, 2016 and February 23, 2019. 

C. “Covered Incident” means any instance in which Respondent discloses Health 

Information to a Third Party without first receiving that consumer’s affirmative 
express consent. 

D. “Covered Information” means information from or about an individual consumer, 
including but not limited to: (a) a first and last name; (b) a physical address; (c) 

an email address or other online contact information, such as a user identifier or a 

screen name; (d) a telephone number; (e) a Social Security number; (f) a driver’s 
license or other government-issued identification number; (g) a financial 

institution account number; (h) credit or debit card information; (i) a persistent 

identifier, such as a customer number held in a “cookie,” a static Internet Protocol 

(“IP”) address, a mobile device ID, or processor serial number; (j) Health 

Information; or (k) any information combined with any of (a) through (j) above. 

E. “Health Information” means individually identifiable information from or about 

an individual consumer relating to health, including but not limited to information 

concerning fertility, menstruation, sexual activity, pregnancy, and childbirth. 

F. “Respondent” means Flo Health, a corporation, and its successors and assigns. 

G. “Third Party” means any individual or entity other than: (1) Respondent; (2) a 

service provider of Respondent that: (i) uses or receives Covered Information 

collected by or on behalf of Respondent for and at the direction of the Respondent 

and no other individual or entity, (ii) does not disclose the data, or any 
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individually identifiable information derived from such data, to any individual or 

entity other than Respondent or a subcontractor to such service provider bound to 

data processing terms no less restrictive than terms to which the service provider 

is bound, and (iii) does not use the data for any other purpose; or (3) any entity 

that uses Covered Information only as reasonably necessary: (i) to comply with 

applicable law, regulation, or legal process, (ii) to enforce Respondent’s terms of 

use, or (iii) to detect, prevent, or mitigate fraud or security vulnerabilities. 

Provisions 

I. Prohibition against Misrepresentations about Information Privacy 

IT IS ORDERED that Respondent, Respondent’s officers, agents, employees, and 

attorneys, and all other persons in active concert or participation with either of them, who receive 

actual notice of this Order, whether acting directly or indirectly, in connection with any product 

or service must not misrepresent in any manner, expressly or by implication: 

A. the purposes for which Respondent or any entity to whom it discloses Covered 

Information collects, maintains, uses, or discloses Covered Information; 

B. the extent to which consumers may exercise control over Respondent’s collection, 

maintenance, use, disclosure, or deletion of Covered Information, and the steps a 

consumer must take to implement such controls; 

C. the extent to which Respondent is a member of, adheres to, complies with, is 

certified by, is endorsed by, or otherwise participates in any privacy, security, or 

any other compliance program sponsored by a government or any self-regulatory 

or standard-setting organization, including the EU-U.S. Privacy Shield and the 

U.S.-Swiss Privacy Shield framework; and 

D. the extent to which Respondent collects, maintains, uses, discloses, deletes, or 

permits or denies access to any Covered Information, or the extent to which 

Respondent protects the availability, confidentiality, or integrity of any Covered 

Information. 

II Data Deletion 

IT IS FURTHER ORDERED that, on or before thirty (30) days after the date of the 

filing of this Order, Respondent and Respondent’s officers, agents, employees, and attorneys, 
and all other persons in active concert or participation with any of them, who receive actual 

notice of this Order, must instruct any Third Party that has received Health Information from 

Respondent belonging to any Covered App User to destroy such information. 
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III. Notice to Users 

IT IS FURTHER ORDERED that on or before fourteen (14) days after the date of the 

filing of this Order, Respondent must post Clearly and Conspicuously on Respondent’s website, 

https://flo.health/, an exact copy of the notice attached hereto as Exhibit A (“Notice”) and email 
the Notice to all Covered App Users, provided however, that if Respondent does not have email 

information for any Covered App User, Respondent must send the Notice to that Covered App 

User through Respondent’s primary means of communicating with that user (such as a 
notification within Respondent’s mobile application). Respondent shall not include with the 
Notice any other information, documents, or attachments. 

IV. Notice and Affirmative Express Consent 

IT IS FURTHER ORDERED that Respondent and Respondent’s officers, agents, 
employees, and attorneys, and all other persons in active concert or participation with any of 

them, who receive actual notice of this Order, in connection with any product or service, prior to 

disclosing any consumer’s Health Information to any Third Party, must: 

A. Clearly and Conspicuously disclose to the consumer, separate and apart from any 

“privacy policy,” “terms of use” page, or other similar document: (1) the 

categories of Health Information that will be disclosed to such Third Parties, (2) 

the identities of such Third Parties, and (3) all purposes for Respondent’s 

disclosure of such Health Information, including how it may be used by each 

Third Party; and 

B. obtain the consumer’s affirmative express consent. 

V. Compliance Review 

IT IS FURTHER ORDERED that, within 180 days after the issuance date of this Order, 

Respondent must obtain an outside review of certain of its practices (the “Compliance Review”): 

A. The Compliance Review must be completed by a qualified, objective, 

independent third- party professional, who: (1) uses procedures and standards 

generally accepted in the profession; (2) conducts an independent review of 

compliance with the EU-U.S. Privacy Shield Framework Principles (the 

“Principles”), attached hereto as Exhibit B; and (3) retains all documents relevant 
to the Compliance Review for five (5) years after completion and will provide 

such documents to the Commission within ten (10) days of receipt of a written 

request from a representative of the Commission.  No documents may be withheld 

on the basis of a claim of confidentiality, proprietary or trade secrets, work 

product protection, attorney-client privilege, statutory exemption, or any similar 

claim. 

B. Respondent shall provide the Associate Director of Enforcement for the Bureau of 

Consumer Protection at the Commission with the name, affiliation, and resume of 

https://flo.health


    

   

 

    

 

 

     

  

       

  

        

     

   

  

 

  

    

 

  

    

    

        

     

   

  

   

      

   

    

  

      

  

 

     

    

    

  

     

  

   

  

 

 

      

  

900 FEDERAL TRADE COMMISSION DECISIONS 

VOLUME 171 

Decision and Order 

each person selected to conduct the Compliance Review, which the Associate 

Director shall have the authority to approve in his sole discretion. 

C. The reporting period for the Compliance Review must cover the first 180 days 

after the issuance date of the Order. 

D. The Compliance Review must (1) determine whether Respondent has maintained 

compliance with the Principles attached hereto as Exhibit B; (2) determine 

whether Respondent’s privacy practices are consistent with its privacy policy; (3) 
determine whether Respondent adequately informs individuals about the 

mechanisms through which they may pursue complaints regarding Respondent’s 

privacy practices; (4) identify any gaps or weaknesses in the privacy practices 

assessed; and (5) identify specific evidence (including, but not limited to, 

documents reviewed, sampling and technical testing performed, and interviews 

conducted) examined to make such determinations and identifications, and 

explain why the evidence examined is sufficient to justify the findings. No 

finding of the Compliance Review shall rely solely on assertions or attestations by 

Respondent’s management. The Compliance Review shall be signed by the lead 
professional who performs the review and shall state that he or she conducted an 

independent review of Respondent’s privacy practices, and did not rely solely on 
assertions or attestations by Respondent’s management. 

E. Unless otherwise directed by a Commission representative in writing, Respondent 

must submit the Compliance Review to the Commission within ten (10) days after 

the Compliance Review has been completed via email to DEbrief@ftc.gov or by 

overnight courier (not the U.S. Postal Service) to: Associate Director for 

Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 600 

Pennsylvania Avenue NW, Washington, DC 20580. The subject line must begin: 

“In re Flo Health, Inc., LLC, FTC File No. 1923133.” 

VI. Cooperation with Compliance Reviewer 

IT IS FURTHER ORDERED that Respondent, whether acting directly or indirectly, in 

connection with the Compliance Review required by Provision V of this Order, must disclose all 

material facts to the individual(s) conducting the Compliance Review (the “Reviewer”), and 
must not misrepresent in any manner, expressly or by implication, any fact material to the 

Reviewer’s determination whether Respondent (1) has maintained compliance with the 
Principles attached hereto as Exhibit B; (2) has engaged in privacy practices consistent with its 

privacy policy; (3) adequately informs individuals about the mechanisms through which they 

may pursue complaints regarding Respondent’s privacy practices; or (4) has any gaps or 

weaknesses in its privacy practices. 

VII. Certification 

IT IS FURTHER ORDERED that, in connection with Provisions I through VI of this 

Order, Respondent must: 

mailto:DEbrief@ftc.gov
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A. Within 180 days after the issuance date of this Order, provide the Commission 

with a certification from a senior corporate manager, or, if no such senior 

corporate manager exists, a senior officer of Respondent responsible for 

Respondent’s privacy practices that Resondent: (1) has established, implemented, 

and maintained the requirements of this Order; and (2) is not aware of any 

material noncompliance that has not been (a) corrected or (b) disclosed to the 

Commission. The certification must be based on the personal knowledge of the 

senior corporate manager, senior officer, or subject matter experts upon whom the 

senior corporate manager or senior officer reasonably relies in making the 

certification. 

B. Unless otherwise directed by a Commission representative in writing, submit the 

certification to the Commission pursuant to this Order via email to 

DEbrief@ftc.gov or by overnight courier (not the U.S. Postal Service) to: 

Associate Director for Enforcement, Bureau of Consumer Protection, Federal 

Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580. The 

subject line must begin:  “In re Flo Health, Inc., LLC, FTC File No. 1923133.” 

VIII. Covered Incident Reports 

IT IS FURTHER ORDERED that Respondent, within thirty (30) days after that 

Respondent’s discovery of a Covered Incident, must submit a report to the Commission. The 
report must include, to the extent possible: 

A. The date, estimated date, or estimated date range when the Covered Incident 

occurred; 

B. A description of the facts relating to the Covered Incident, including the causes 

and scope of the Covered Incident, if known; 

C. The number of consumers whose information was affected; 

D. The acts that Respondent has taken to date to remediate the Covered Incident and 

protect Health Information from further disclosure, exposure or access, and 

protect affected individuals from identity theft or other harm that may result from 

the Covered Incident; and 

E. A representative copy of any materially different notice sent by Respondent to 

consumers or to any U.S. federal, state, or local government entity. 

Unless otherwise directed by a Commission representative in writing, all Covered Incident 

reports to the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov or sent by 

overnight courier (not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau 

of Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, 

Washington, DC 20580. The subject line must begin: “In re Flo Health, Inc., LLC, FTC File 
No. 1923133.” 

mailto:DEbrief@ftc.gov
mailto:DEbrief@ftc.gov
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IX. Acknowledgments of the Order 

IT IS FURTHER ORDERED that Respondent obtain acknowledgments of receipt of 

this Order: 

A. Respondent, within ten (10) days after the effective date of this Order, must 

submit to the Commission an acknowledgment of receipt of this Order sworn 

under penalty of perjury. 

B. For five (5) years after the issuance date of this Order, Respondent, must deliver a 

copy of this Order to: (1) all principals, officers, directors, and LLC managers 

and members; (2) all employees having managerial responsibilities for conduct 

related to the subject matter of the Order, and all agents and representatives who 

participate in conduct related to the subject matter of the Order; and (3) any 

business entity resulting from any change in structure as set forth in the Provision 

titled Compliance Reports and Notices. Delivery must occur within ten (10) days 

after the effective date of this Order for current personnel. For all others, delivery 

must occur before they assume their responsibilities. 

C. From each individual or entity to which Respondent delivered a copy of this 

Order, Respondent must obtain, within thirty (30) days, a signed and dated 

acknowledgment of receipt of this Order. 

X. Compliance Reports and Notices 

IT IS FURTHER ORDERED that Respondent makes timely submissions to the 

Commission: 

A. Sixty (60) days after the issuance date of this Order, and annually thereafter for 

five (5) more years, Respondent must submit a compliance report, sworn under 

penalty of perjury, in which Respondent must: (a) identify the primary physical, 

postal, and email address and telephone number, as designated points of contact, 

which representatives of the Commission, may use to communicate with 

Respondent; (b) identify all of Respondent’s businesses by all of their names, 

telephone numbers, and physical, postal, email, and Internet addresses; (c) 

describe the activities of each business, including the services offered, what 

Covered Information is collected, and how Covered Information is used and 

disclosed to third parties; (d) describe in detail whether and how Respondent is in 

compliance with each Provision of this Order, including a discussion of all of the 

changes Respondent made to comply with the Order; and (e) provide a copy of 

each Acknowledgment of the Order obtained pursuant to this Order, unless 

previously submitted to the Commission. 

B. Respondent must submit a compliance notice, sworn under penalty of perjury, 

within fourteen (14) days of any change in: (a) any designated point of contact or 

(b) the structure of Respondent or any entity Respondent has any ownership 
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interest in or control directly or indirectly that may affect compliance obligations 

arising under this Order, including: creation, merger, sale, or dissolution of the 

entity or any subsidiary, parent, or affiliate that engages in any acts or practices 

subject to this Order. 

C. Respondent must submit notice of the filing of any bankruptcy petition, 

insolvency proceeding, or similar proceeding by or against Respondent within 

fourteen (14) days of its filing. 

D. Any submission to the Commission required by this Order to be sworn under 

penalty of perjury must be true and accurate and comply with 28 U.S.C. § 1746, 

such as by concluding: “I declare under penalty of perjury under the laws of the 
United States of America that the foregoing is true and correct. Executed on: 

___________” and supplying the date, signatory’s full name, title (if applicable), 
and signature. 

E. Unless otherwise directed by a Commission representative in writing, all 

submissions to the Commission pursuant to this Order must be emailed to 

DEbrief@ftc.gov or sent by overnight courier (not the U.S. Postal Service) to: 

Associate Director for Enforcement, Bureau of Consumer Protection, Federal 

Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580. The 

subject line must begin:  In re Flo Health, Inc., a corporation. 

XI. Recordkeeping 

IT IS FURTHER ORDERED that Respondent must create certain records for twenty 

(20) years after the issuance date of the Order, and retain each such records for five (5) years, 

unless otherwise specified below. Specifically, Respondent must create and retain the following 

records: 

A. accounting records showing the revenues from all goods or services sold, the 

costs incurred in generating those revenues, and resulting net profit or loss; 

B. personnel records showing, for each person providing services in relation to any 

aspect of the Order, whether as an employee or otherwise, that person’s: name, 

addresses, telephone numbers, job title or position, dates of service, and (if 

applicable) the reason for termination; 

C. copies or records of all consumer complaints and refund requests sent to 

Respondent, and any response; 

D. all records necessary to demonstrate full compliance with each provision of this 

Order, including all submissions to the Commission; 

E. a copy of each unique advertisement or other marketing material making a 

representation subject to this Order; 

mailto:DEbrief@ftc.gov
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F. a copy of each widely disseminated representation by Respondent that describes 

the extent to which Respondent maintains or protects the privacy, security and 

confidentiality of any Covered Information, including any representation 

concerning a change in any website or other service controlled by Respondent that 

relates to the privacy, security, and confidentiality of Covered Information; 

G. for five (5) years after the date of preparation of the Compliance Review required 

by this Order, all materials relied upon to prepare the Compliance Review, 

whether prepared by or on behalf of Respondent, including all plans, reports, 

studies, reviews, audits, audit trails, policies, training materials, assessments, and 

any other materials concerning Respondent’s compliance with related Provisions 

of this Order, for the compliance period covered by the Compliance Review. 

XII. Compliance Monitoring 

IT IS FURTHER ORDERED that, for the purpose of monitoring Respondent’s 

compliance with this Order: 

A. Within ten (10) days of receipt of a written request from a representative of the 

Commission, Respondent must: submit additional compliance reports or other 

requested information, which must be sworn under penalty of perjury, and 

produce records for inspection and copying. 

B. For matters concerning this Order, representatives of the Commission are 

authorized to communicate directly with Respondent. Respondent must permit 

representatives of the Commission to interview anyone affiliated with Respondent 

who has agreed to such an interview. The interviewee may have counsel present. 

C. The Commission may use all other lawful means, including posing through its 

representatives as consumers, suppliers, or other individuals or entities, to 

Respondent or any individual or entity affiliated with Respondent, without the 

necessity of identification or prior notice. Nothing in this Order limits the 

Commission’s lawful use of compulsory process, pursuant to Sections 9 and 20 of 
the FTC Act, 15 U.S.C. §§ 49, 57b-1. 

XIII. Order Effective Dates 

IT IS FURTHER ORDERED that this Order is final and effective upon the date of its 

publication on the Commission’s website (ftc.gov) as a final order. This Order will terminate 
twenty (20) years from the date of its issuance (which date may be stated at the end of this Order, 

near the Commission’s seal), or twenty (20) years from the most recent date that the United 
States or the Commission files a complaint (with or without an accompanying settlement) in 

federal court alleging any violation of this Order, whichever comes later; provided, however, that 

the filing of such a complaint will not affect the duration of: 

A. Any Provision in this Order that terminates in less than twenty (20) years; 
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B. This Order if such complaint is filed after the Order has terminated pursuant to 

this Provision. 

Provided, further, that if such complaint is dismissed or a federal court rules that Respondent did 

not violate any provision of the Order, and the dismissal or ruling is either not appealed or 

upheld on appeal, then the Order will terminate according to this Provision as though the 

complaint had never been filed, except that the Order will not terminate between the date such 

complaint is filed and the later of the deadline for appealing such dismissal or ruling and the date 

such dismissal or ruling is upheld on appeal. 

By the Commission. 

Exhibit A 

Dear [Customer]: 

Between June 1, 2016 and February 23, 2019, the company that makes the Flo Period & 

Ovulation Tracker app sent an identifying number related to you and information about your 

period and pregnancy to companies that help us measure and analyze trends, usage, and activities 

on the app, including the analytics divisions of Facebook, Flurry, Fabric, and Google. No 

information was shared with the social media divisions of these companies. We did not share 

your name, address, or birthday with anyone at any time. 

We do not currently, and will not, share any information about your health with any company 

unless we get your permission. We recently entered into a settlement with the Federal Trade 

Commission, the nation’s consumer protection agency, to resolve allegations that sharing this 
information was inconsistent with the promises we made to you. Learn more about the settlement 

at [to be determined]. This page also includes links to resources for consumers to help them 

evaluate the risks and benefits of sharing information with health apps. 

If you have any questions or concerns, please contact us at privacy@flo.health. 

mailto:privacy@flo.health
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Exhibit B 
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SEPARATE STATEMENT OF COMMISSIONER NOAH JOSHUA PHILLIPS 

Despite representing that it would not share its users’ health details with anyone, Flo 
Health, Inc. (“Flo”) allegedly did so. As charged in the complaint, Flo coded app events, a 

mechanism by which app developers use third-party analytics to track how users use their apps, 

with words like “Pregnancy”, and then shared them with analytics divisions of third parties 
including Facebook and Google.1 I support this complaint and consent, which sends an important 

message about the care that app developers must take to level with users about how they share 

user data. 

I write to respond to the vision my colleagues articulate about when the Commission 

should use consumer notice in our data security and privacy enforcement program. 

The order that we place on the public record for comment requires Flo to seek deletion of 

data it improperly shared with third parties; obtain users’ affirmative express consent before 

sharing their health information with third parties; report to the Commission future unauthorized 

disclosures; obtain an outside assessment of its privacy practices; and provide the following 

notice to consumers: 

Between June 1, 2016 and February 23, 2019, the company that makes the Flo Period & 

Ovulation Tracker app sent an identifying number related to you and information about 

your period and pregnancy to companies that help us measure and analyze trends, usage, 

and activities on the app, including the analytics divisions of Facebook, Flurry, Fabric, 

and Google. No information was shared with the social media divisions of these 

companies. We did not share your name, address, or birthday with anyone at any time.2 

In championing the consumer notice remedy in their concurring statement, 

Commissioners Chopra and Slaughter propose that the Commission no longer assess each case 

on its particular merits when determining when to order consumer notice.3 Rather, they assert 

that “the Commission should presumptively seek notice provisions in privacy and data security 

matters, especially in matters that do not include redress for victims.”4 I disagree with that 

approach. 

1 The Complaint does not challenge the use of third-party analytics services, upon which developers routinely rely. 

Because Flo Health coded events with names like “R_Pregnancy_Week_Chosen”, rather than something generic 
like “Event 1”, the events conveyed health information. The Wall Street Journal reported this conveyance on 
February 22, 2019, and the next day Flo Health ceased its conduct. 

2 Consent, Exhibit A. 

3 Commissioners Chopra and Slaughter also assert that the “plain language” of the Health Breach Notification Rule 

covers Flo. I disagree. We have never applied the Rule to a health app such as Flo in the past, in part because the 

language of the Rule is not so plain. And I do not support announcing such a novel interpretation of the Rule here, in 

the context of an enforcement action. See Joint Statement of Comm’r Chopra and Comm’r Slaughter, In re Flo 

Health, File No. 1923133 (Jan. 13, 2021). 

4 Id. 
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The Commission has used notice requirements to prevent ongoing harm to consumers 

and to enable them to remediate the effects of harm suffered. To that end, the Commission has 

required consumer notice in cases where: 

• consumers’ health or safety is at risk;5 

• consumers are subject to recurring charges that they may be unaware of;6 

• consumers have a financial or legal interest that needs to be protected;7 

• notice is necessary to prevent the ongoing dissemination of deceptive 

information;8 or 

• consumers on their own would not have been able to discover or determine the 

illegal behavior and would not know to take remedial action.9 

Using these guidelines, the Commission has found consumer notice appropriate in some 

privacy and data security cases as well, such as when there was a need to inform consumers 

about ongoing data collection and sharing10 or to correct a deceptive data breach notification.11 

On the data security front, where it can be critical that consumers know that sensitive 

information has been breached or exposed, a panoply of state breach notification laws require 

notice to consumers. 

5 For example, in Daniel Chapter One, No. 9329 (Jan. 25, 2010) https://www ftc.gov/enforcement/cases-

proceedings/082-3085/daniel-chapter-one, the final order required the respondent to notify consumers that the 

company’s cancer treatment claims regarding its dietary supplements were deceptive, and the supplements could 
actually interfere with cancer treatment. 

6 For example, in the stipulated final order in FTC v. Lumos Labs, Inc., No. 3:16-cv-0001, at 12-13, 22-23 (C.D. 

Cal. Jan. 8, 2016), the required notices described the FTC’s allegations and explained how to cancel service. 

7 In FTC v. American Financial Benefits Center, No. 4:18-cv-00806 (N.D. Cal. Feb. 7, 2018), consumers were 

notified that their recurring payments to the company were not being used to pay off their student loans. 

8 In FTC v. Applied Food Sciences, Inc., No. 1:14-cv-00851 at 12, 21 (W.D. Tex. Sept. 10, 2014), a wholesaler of 

dietary supplement ingredients distributed misleading information to supplement makers, touting the results of a 

clinical study that the FTC’s investigation had shown to be botched. The company was required to notify all 
supplement makers who had received the misleading information that the FTC did not find the study credible. 

9 For example, in Oracle Corp., No. C-4571 (Mar. 29, 2016), https://www ftc.gov/enforcement/cases-

proceedings/132-3115/oracle-corporation-matter, the settlement required Oracle to notify consumers about certain 

data security risks and explain how to protect their personal information by deleting older versions of Java. 

10 Unrollme Inc., No. C-4692 (Dec. 17, 2019), https://www.ftc.gov/enforcement/cases-proceedings/172-

3139/unrollme-inc-matter. 

11 Unrollme Inc., No. C-4692 (Dec. 17, 2019), https://www.ftc.gov/enforcement/cases-proceedings/172-

3139/unrollme-inc-matter. 

https://www.ftc.gov/enforcement/cases-proceedings/172
https://www.ftc.gov/enforcement/cases-proceedings/172
https://ftc.gov/enforcement/cases
https://www
https://ftc.gov/enforcement/cases
https://www
https://notification.11
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When warranted, notice to consumers can be an important tool. But neither the 

Commission, nor any of the 50 states with data breach notification laws, have taken the position 

of requiring consumer notice for the mere sake of the notice itself. Commissioners Chopra and 

Slaughter stress that notice is warranted especially where redress is not paid to consumers. How 

consumer notice substitutes for redress, an equitable mechanism to return to consumers what 

they have lost, is not clear. Nor is it clear what, if anything, limits this approach to notice to data 

security and privacy cases. To the extent notice is intended as a penalty, I disagree. My view is 

that we should target notice as a means to help consumers take action to protect themselves. 

Contacting consumers when there is no remedial action that they can take runs the risk of 

undermining consumer trust and needlessly overwhelming consumers.12 

12 I am also concerned about the possibility of notice fatigue. For example, in the context of security warnings on 

mobile devices, there is evidence of a decreased neurological response after repeated exposure to warnings. See, 

e.g., Anthony Vance et al., Tuning Out Security Warnings: A Longitudinal Examination of Habituation Through 

fMRI, Eye Tracking, and Field Experiments, 42 MIS Quarterly, No. 2, June 2018, at 1, 

https://misq.org/skin/frontend/default/misq/pdf/appendices/2018/V42I1Appendices/14124 RA VanceJenkins.pdf. 

https://misq.org/skin/frontend/default/misq/pdf/appendices/2018/V42I1Appendices/14124
https://consumers.12
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Concurring and Dissenting Statement 

JOINT STATEMENT OF COMMISSIONER ROHIT CHOPRA AND COMMISSIONER 

REBECCA KELLY SLAUGHTER CONCURRING IN PART, DISSENTING IN PART 

Today, the FTC is ordering Flo Health, Inc. (“Flo”) to notify consumers that it has been 
charged with sharing consumers’ menstruation and fertility information without their consent. 

This proposed settlement is a change for the FTC, which has never before ordered notice of a 

privacy action. We commend the agency’s staff for securing this relief and for addressing Flo’s 
concerning practices. 

While we are pleased to see this change, we are disappointed that the Commission is not 

using all of its tools to hold accountable those who abuse and misuse personal data. We believe 

that Flo’s conduct violated the Health Breach Notification Rule, yet the Commission’s proposed 
complaint fails to include this allegation. The rule helps ensure that consumers are informed 

when their data is misused, and firms like Flo should not be ignoring it. 

Importance of Notice 

Flo Health is the developer of a popular mobile app that collects menstruation and 

fertility information from millions of users worldwide. As detailed in the Commission’s 
complaint, Flo promised these users that it would not disclose their sensitive information to third 

parties, but did so anyway – sharing it with Facebook, Google, and others.1 This alleged conduct 

broke user trust, and it broke the law. 

In addition to requiring Flo to improve its privacy practices, the FTC’s proposed order 
directs Flo to notify its users of this serious breach. Notice confers a number of benefits in cases 

like this one. Consumers deserve to know when a company made false privacy promises, so they 

can modify their usage or switch services. Notice also informs how consumers review a service, 

and whether they will recommend it to others. Finally, notice accords consumers the dignity of 

knowing what happened. For all these reasons, the Commission should presumptively seek 

notice provisions in privacy and data security matters, especially in matters that do not include 

redress for victims.2 

1 Compl., In the Matter of Flo Health, Inc., Docket No. 1923133, ¶¶ 13-24. 

2 In a separate statement, Commissioner Phillips argues that notice should be limited to circumstances under which 

it can “help consumers take action to protect themselves.” See Separate Statement of Commissioner Noah Joshua 

Phillips In the Matter of Flo Health, Inc. Comm’n File No. 1923133 at 2 (Jan. 13, 2021). In our view, the notice 
requirement here squarely meets that test, as consumers can switch to more privacy-protecting services or adjust 

their data-sharing behavior with companies that act unlawfully. Commissioner Phillips further suggests that notice is 

no substitute for redress. We agree. But when redress is not ordered, notice at least ensures consumers are aware of 

the FTC’s action, which might otherwise be achieved through a redress check. Finally, Commissioner Phillips 
argues that consumers may not read all notices. This is a valid concern, and notice is no substitute for other 

remedies, such as admissions of liability or substantive limits on the collection, use, and abuse of personal data. 
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Health Breach Notification Rule 

The Commission must also ensure it is vigorously enforcing the laws on the books. 

Congress has entrusted the FTC with promulgating and enforcing the Health Breach Notification 

Rule, one of only a handful of federal privacy laws protecting consumers. The rule requires 

vendors of unsecured health information, including mobile health apps, to notify users and the 

FTC if there has been an unauthorized disclosure. Although the FTC has advised mobile health 

apps to examine their obligations under the rule,3 including through the use of an interactive 

tool,4 the FTC has never brought an action to enforce it.5 

In our view, the FTC should have charged Flo with violating the Health Breach 

Notification Rule. Under the rule, Flo was obligated to notify its users after it allegedly shared 

their health information with Facebook, Google, and others without their authorization.6 Flo did 

not do so, making the company liable under the rule.7 

The Health Breach Notification Rule was first issued more than a decade ago, but the 

explosion in connected health apps make its requirements more important than ever. While we 

3 Mobile Health App Developers: FTC Best Practices, FED. TRADE COMM’N, https://www ftc.gov/tips-

advice/business-center/guidance/mobile-health-app-developers-ftc-best-practices (last visited on Jul. 31, 2020). 

4 Mobile Health Apps Interactive Tool, FED. TRADE COMM’N, https://www ftc.gov/tips-advice/business-

center/guidance/mobile-health-apps-interactive-tool (last visited on Jul. 31, 2020). 

5 Commissioner Phillips suggests that enforcing the rule against Flo would be “novel.” Phillips Statement, supra 

note 2, at 1. But, this could be said of any enforcement action in this context, since the Commission has never 

enforced the Health Breach Notification Rule. If there is concern that Flo did not know it was violating the rule, that 

would be relevant to the question of whether Flo is liable for civil penalties. See 15 U.S.C. § 45(m)(1)(A). Flo’s lack 
of knowledge about the rule’s requirements would not be relevant to the question of whether the Commission could 

charge Flo with a violation. 

6 See Compl., supra note 1, ¶¶ 18-24. The FTC’s Health Breach Notification Rule covers (a) health care providers 
that (b) store unsecured, personally identifiable health information that (c) can be drawn from multiple sources, and 

the rule is triggered when such entities experience a “breach of security.” See 16 C.F.R. § 318. Under the definitions 

cross-referenced by the Rule, Flo – which markets itself as a “health assistant” – is a “health care provider,” in that it 

“furnish[es] health care services and supplies.” See 16 C.F.R. § 318.2(e); 42 U.S.C. § 1320d(6), d(3). Additionally, 

Flo stores personally identifiable health information that is not secured according to an HHS-approved method, and 

that can be drawn from multiple source. See 16 C.F.R. § 318.2(i); Fitness Trackers and Apps, FLO HEALTH, 

https://flo health/faq/fitness-trackers-and-apps (last visited on Jan. 6, 2020) (instructing users on how to sync Flo 

with other apps). When Flo, according to the complaint, disclosed sensitive health information without users’ 
authorization, this was a “breach of security” under the rule 16 C.F.R. § 318.2(a) (defining “breach of security” as 

“acquisition of [PHR identifiable health information] without the authorization of the individual.”) 

7 See 16 C.F.R. § 318.7 (stating that a violation of the rule constitutes a violation of a trade regulation rule). 

Notably, California’s recent action against a similar fertility-tracking app charged with similar privacy violations 

included a $250,000 civil penalty. Press Release, Cal. Att’y Gen., Attorney General Becerra Announces Landmark 
Settlement Against Glow, Inc. – Fertility App Risked Exposing Millions of Women’s Personal and Medical 
Information (Sep. 17, 2020), https://oag.ca.gov/news/press-releases/attorney-general-becerra-announces-landmark-

settlement-against-glow-inc-%E2%80%93. 

https://oag.ca.gov/news/press-releases/attorney-general-becerra-announces-landmark
https://flo
https://ftc.gov/tips-advice/business
https://www
https://ftc.gov/tips
https://www
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would prefer to see substantive limits on firms’ ability to collect and monetize our personal 

information, the rule at least ensures that services like Flo need to come clean when they 

experience privacy or security breaches. Over time, this may induce firms to take greater care in 

collecting and monetizing our most sensitive information. 

Conclusion 

We are pleased to see a notice provision in today’s proposed order, but there is much 
more the FTC can do to protect consumers’ data, and hold accountable those who abuse it. 

Where Congress has given us rulemaking authority, we should use it.8 And where we have rules 

already on the books, we should enforce them. Here, the Health Breach Notification Rule will 

have its intended effect only if the FTC is willing to enforce it. 

We believe enforcing the rule was warranted here, and we respectfully dissent from the 

Commission’s failure to do so. Particularly as we seek more authority from Congress in 

the privacy space, it is critical we demonstrate we are prepared to use the authorities we already 

have. 

8 We have previously articulated opportunities to make use of our existing authorities when it comes to data 

protection. See Statement of Commissioner Rohit Chopra Regarding the Report to Congress on the FTC’s Use of Its 
Authorities to Protect Consumer Privacy and Security, Comm’n File P065404 (June 18, 2020), 

https://www.ftc.gov/public-statements/2020/06/statement-commissioner-rohit-chopra-regarding-report-congress-

ftcs-use-its; Remarks of Commissioner Rebecca Kelly Slaughter at Silicon Flatirons, The Near Future of U.S. 

Privacy Law, University of Colorado Law School (Sep. 6, 2019), 

https://www.ftc.gov/system/files/documents/public statements/1543396/slaughter silicon flatirons remarks 9-6-

19.pdf. 

https://www.ftc.gov/system/files/documents/public
https://www.ftc.gov/public-statements/2020/06/statement-commissioner-rohit-chopra-regarding-report-congress
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ANALYSIS OF CONSENT ORDER TO AID PUBLIC COMMENT 

The Federal Trade Commission (the “Commission”) has accepted, subject to final 
approval, an agreement containing a consent order from Flo Health, Inc. (“Respondent” or “Flo 
Health”). 

The proposed consent order (“Proposed Order”) has been placed on the public record for 
thirty (30) days for receipt of comments by interested persons. Comments received during this 

period will become part of the public record. After thirty (30) days, the Commission will again 

review the agreement, along with any comments received, and will decide whether it should 

withdraw from the agreement and take appropriate action or make final the Proposed Order. 

This matter involves Flo Health, a technology start-up that develops and distributes a 

mobile application called the Flo Period & Ovulation Tracker (“App”), which collects and stores 
menstruation and fertility information about millions of users worldwide. Respondent has been a 

participant in the EU-U.S. Privacy Shield (“Privacy Shield”) and the U.S.-Swiss Privacy Shield 

framework since August 12, 2018. 

The Commission’s proposed complaint alleges that Flo Health deceived consumers, in 
violation of Section 5(a) of the Federal Trade Commission Act, in seven ways: 

• First, the complaint alleges that Flo Health represented that it would not disclose 

“information regarding … marked cycles, pregnancy, symptoms, notes …” to any 

third parties, or disclose “any data related to health” to particular third parties. In 

fact, Flo Health disclosed custom app events—records of individual users’ 
interactions with various features of the App, which conveyed identifying 

information about App users’ menstrual cycles, fertility, and pregnancies—to 

various third-party marketing and analytics firms. 

• Second, the complaint alleges that Flo Health represented that it would only 

disclose device identifiers or personal data “like” device identifiers to certain third 
parties. In fact, in addition to disclosing device and advertising identifiers, Flo 

Health also disclosed custom app events conveying health information to those 

parties. 

• Third, the complaint alleges that Flo Health represented that third parties would 

not use Flo App users’ personal information “for any purpose except to provide 
services in connection with the App.” In fact, Flo Health agreed to terms with 
multiple third parties that permitted these third parties to use Flo App users’ 
personal health information for the third parties’ own purposes, including for 
advertising and product improvement. Indeed, from June 2016 to February 2019, 

one of the third parties (Facebook, Inc.) used Flo App users’ personal health 

information for its own purposes, including its own research and product 

development. 
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Analysis to Aid Public Comment 

• Counts IV through VII allege misrepresentations of compliance with the Privacy 

Shield Principles of Notice (Count IV), Choice (Count V), Accountability for 

Onward Transfers (Count VI), and Purpose Limitation (Count VII). Count IV 

alleges that Flo Health represented compliance with the Privacy Shield 

frameworks, when in fact it did not give Flo App users notice about to whom their 

data would be disclosed and for what purposes. Count V alleges that Flo Health 

disclosed this information without providing Flo App users with choice with 

respect to these disclosures or the purposes for which the data could be processed 

(e.g., Facebook’s advertising). Count VI alleges that Flo Health failed to limit by 
contract the third parties’ use of users’ health data or require by contract the third 
parties’ compliance with the Privacy Shield principles. And Count VII alleges 
that Flo Health processed users’ health data in a manner incompatible with the 
purposes for which it had been collected because Flo disclosed the data to third 

parties under contracts permitting them to use the data for their own purposes. 

The Proposed Order contains injunctive provisions addressing the alleged deceptive 

conduct. Part I prohibits Flo Health from making false or deceptive statements regarding: (1) 

the purposes for which Flo Health or any entity to whom it discloses Covered Information (i.e., 

personal information, including identifiable health information) collects, maintains, uses, or 

discloses such information; (2) the extent to which consumers may exercise control over Flo 

Health’s access, collection, maintenance, use, disclosure, or deletion of Covered Information; (3) 
the extent to which Flo Health complies with any privacy, security, or compliance program, 

including the Privacy Shield; and (4) the extent to which Flo Health collects, maintains, uses, 

discloses, deletes, or permits or denies access to any Covered Information, or the extent to which 

Flo Health protects the availability, confidentiality, or integrity of Covered Information. 

Part II of the Proposed Order requires Flo Health to ask any “Third Party” (i.e., any party 

other than Flo Health, its service providers, or subcontractors) that has received “Health 

Information” about “Covered App Users” to destroy such information. 

Part III of the Proposed Order requires that Flo provide notice to users and the public that 

it shared certain information about users’ periods and pregnancies with the data analytics 

divisions (but not the social media divisions) of a number of third parties, including Facebook, 

Flurry, Fabric, and Google. 

Part IV of the Proposed Order requires that, before disclosing any consumer’s health 
information to a third party, Flo Health must provide notice and obtain express affirmative 

consent, including informing the user of the categories of information to be disclosed, the 

identities of the third parties, and how the information will be used. 

Part V of the Proposed Order requires an outside “Compliance Review,” conducted 

within 180 days after entry of the Proposed Order, to verify any attestations and assertions Flo 

Health made pursuant to the EU-U.S. Privacy Shield or the U.S.-Swiss Privacy Shield 

framework. 
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Part VI of the Proposed Order requires Flo Health to cooperate with the Compliance 

Reviewer and Part VII requires that a senior manager of Flo Health certify Flo Health’s 
compliance with the Proposed Order. 

Part VIII of the Proposed Order requires notification of the Commission following any 

“Covered Incident,” which includes any incident in which Flo Health disclosed individually 

identifiable Health Information from or about a consumer to a third party without first receiving 

the consumer’s affirmative express consent. 

Parts IX through XII of the Proposed Order are reporting and compliance provisions, 

which include recordkeeping requirements and provisions requiring Flo Health to provide 

information or documents necessary for the Commission to monitor compliance with the 

Proposed Order. Part XIII states that the Proposed Order will remain in effect for twenty (20) 

years, with certain exceptions. 

The purpose of this analysis is to aid public comment on the Proposed Order. It is not 

intended to constitute an official interpretation of the complaint or Proposed Order, or to modify 

in any way the Proposed Order’s terms. 



   

 

 

  

 

 

  

 

  

 

  

 
      

   

 

     

     

 

         

         

         

            

          

    

          

       

        

             

             

          

      

         

     

       

         

               

    

 

 

 

  

  

 

      

 

    

 

    

   

  

951 KUSHLY INDUSTRIES LLC 

Complaint 

IN THE MATTER OF 

KUSHLY INDUSTRIES LLC 

AND 

CODY ALT 

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF SECTIONS 5 AND 12 OF THE 

FEDERAL TRADE COMMISSION ACT 

Docket No. C-4749; File No. 202 3111 

Complaint, June 29, 2021– Decision, June 29, 2021 

This consent order addresses Kushly Industries LLC’s advertising of products containing cannabidiol. The 

complaint alleges that Respondents violated Sections 5(a) and 12 of the Federal Trade Commission Act by 

disseminating false and unsubstantiated advertisements that claimed that: (1) CBD Products effectively treat, 

mitigate, or cure diseases or health conditions including: sleep disorders, including insomnia and narcolepsy; 

psychiatric disorders, including depression, bipolar disorder, post-traumatic stress disorder, psychosis, and anorexia 

nervosa; cancer; multiple sclerosis; Parkinson’s disease; hypertension; Alzheimer’s disease; acne, psoriasis, eczema; 

arthritis; muscle spasms; pain resulting from endometriosis; and dysmenorrhea; and (2) studies or scientific research 

prove that CBD Products effectively treat, mitigate, or cure multiple sclerosis, general anxiety disorder, post-

traumatic stress disorder, panic disorder, obsessive-compulsive disorder and social anxiety disorder, depression, 

cancer, sleep disorders, hypertension, Parkinson’s disease, Alzheimer’s disease, acne, psoriasis, and eczema, and 
improve sleep. The consent order prohibits Respondents from making any representation about the efficacy of any 

covered product, including that such product effectively treats, mitigates, or cures diseases or health conditions 

including: sleep disorders, including insomnia and narcolepsy; headaches; psychiatric disorders, including 

depression, bipolar disorder, general anxiety disorder, panic disorder, obsessive-compulsive disorder and social 

anxiety disorder; post-traumatic stress disorder, psychosis, and anorexia nervosa; cancer; multiple sclerosis; chronic 

drowsiness; Parkinson’s disease; hypertension; Alzheimer’s disease; acne, psoriasis, eczema; arthritis; muscle 
spasms; pain resulting from endometriosis; and dysmenorrhea, unless the representation is non-misleading, 

including that, at the time such representation is made, they possess and rely upon competent and reliable scientific 

evidence that substantiates that the representation is true. 

Participants 

For the Commission: Luis Gallegos and Reid Tepfer. 

For the Respondents: David Rossiter Callaway, Goodwin Procter LLP. 

COMPLAINT 

The Federal Trade Commission, having reason to believe that Kushly Industries LLC, a 

limited liability company, and Cody Alt, individually and as an officer of Kushly Industries LLC 

(collectively, “Respondents”), have violated the provisions of the Federal Trade Commission 

Act, and it appearing to the Commission that this proceeding is in the public interest, alleges: 

1. Respondent Kushly Industries LLC (“Kushly”) is an Arizona limited liability 
company with its principal office or place of business at East Rancho Vista Drive, #3014, 

Scottsdale, Arizona 85251. 


