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This consent order addresses Dun & Bradstreet, Inc.’s sale of paid CreditBuilder and related products.  The complaint 

alleges that several of D&B’s CreditBuilder sales and renewal practices are deceptive, and that certain conduct was 

unfair in violation of Section 5(a) of the Federal Trade Commission Act.  The consent order prohibits D&B from 

misrepresenting: (1) that using D&B’s product is likely to allow a business to have its previously unreported 

commercial payment experiences added to its credit report; (2) that D&B will actively assist a business in adding its 

unreported commercial payment experiences to its credit report; (3) that using D&B’s product is likely to help a 

business build or improve its credit report; (4) the ease with which information or payment experiences can be added 

to a business’s credit report; and (5) that D&B’s product is needed when it is not, and that a product will enable a 

prospective customer to have a “complete” file. 

 

Participants 

 

For the Commission: Dana C. Barragate, and Harris A. Senturia. 

 

For the Respondents: Rachel Mossman, Richard Schwed, and Christina Urhausen, 

Shearman & Sterling LLP. 

COMPLAINT 

The Federal Trade Commission, having reason to believe that Dun & Bradstreet, Inc., a 

corporation, has violated the provisions of the Federal Trade Commission Act, and it appearing to 

the Commission that this proceeding is in the public interest, alleges: 

1. Respondent Dun & Bradstreet, Inc. (“D&B”), also doing business as D&B, is a 

Delaware corporation with its principal office or place of business at 101 John F. Kennedy 

Parkway, Short Hills, NJ 07078.  D&B is a wholly owned subsidiary of The Dun & Bradstreet 

Corporation. 

2. From at least May 2015, Respondent has advertised, marketed, offered for sale, 

sold, and distributed products to small and mid-sized business consumers, including products 

Respondent claims will help a business monitor, manage, and build its business credit report.  

Respondent claims that the products offer a business an easy way to provide D&B with positive 

payment history, otherwise unreported by D&B, to improve the business’s credit report.  In fact, 

Respondent rejects a majority of the submissions, and thousands of businesses that have paid for 

these products cannot get even a single payment experience added to their credit reports.  
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3. The acts and practices of Respondent alleged in this complaint have been in or 

affecting commerce, as “commerce” is defined in Section 4 of the Federal Trade Commission 

Act. 

Respondent’s Business Practices 

Overview 

4. Respondent is involved in the commercial credit reporting business.  Respondent 

maintains files containing information on over 300 million businesses and other entities, 

including nonprofits, cities, counties, municipalities, and other governmental entities 

(hereinafter, collectively referred to as “affected businesses”) worldwide. 

5. Among other things, Respondent creates and maintains commercial credit reports 

on affected businesses.  These commercial credit reports contain a variety of information about 

affected businesses, as well as proprietary scores and ratings that Respondent generates and 

assigns. 

6. Respondent makes its credit reports available to entities, including an affected 

business’s potential suppliers and vendors, for a fee.  Respondent has represented that a strong 

credit report may improve an affected business’s chances to qualify for loans, attract new 

customers, increase cash flow, lower interest rates, and negotiate better payment terms. 

7. In many instances, Respondent’s credit reports on small and mid-sized affected 

businesses reflect incorrect or incomplete information, including incorrect information about the 

affected business itself or incomplete information about an affected business’s payment 

experiences with other entities and its overall financial health. 

8. Unlike an individual credit report, a D&B credit report does not identify by name 

the entities that have provided payment information about an affected business.  Nor does a D&B 

credit report list the specific amount and specific date of any transaction reflected in the report.  

Moreover, even when an affected business questions the accuracy of the payment information 

appearing on the report, Respondent will not tell affected businesses the specific sources of 

Respondent’s information about the affected business except when the source permits such 

disclosure. 

9. If Respondent’s credit report reflects incorrect or incomplete information about an 

affected business, the affected business’s only recourse is to deal directly with Respondent to 

seek to correct or supplement the report. 

10. If an affected business contacts Respondent to dispute a payment experience 

appearing on its credit report, Respondent’s policy is to contact the entity that reported the 

information to Respondent and ask it to recheck the payment experience.  Respondent provides 

no new or additional information to the source about the reported payment experience.  Thus, in 

some instances, affected businesses cannot obtain changes through this process, or on their own 

by reaching out directly to the reporting entity.  
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11. Affected businesses have suffered negative consequences as a result of incomplete 

and inaccurate information appearing on their credit report, including denial of credit, less 

favorable contract terms, and loss of contracts with other businesses. 

12. Respondent also offers various paid products to small and mid-sized affected 

businesses, purportedly to help them monitor, manage, and improve their own credit reports.  

Respondent uses the term “credit-on-self” to describe these products, as they purportedly allow 

an affected business to monitor, and have information added to, its own credit report, including 

information that would correct or supplement the information reported by Respondent. 

13. Respondent’s “credit-on-self” products have included products called 

CreditBuilder, CreditBuilder Plus, and CreditBuilder Premium and related products or services, 

including Credit Essentials, a product that includes CreditBuilder features.  Collectively, these 

“credit-on-self” products are referred to herein as “CreditBuilder Line products.” 

14. Respondent has generated sales of CreditBuilder Line products through multiple 

deceptive acts and practices. 

15. For affected businesses dissatisfied with the accuracy or completeness of the 

information Respondent reports about them, Respondent has routinely deceptively claimed that 

purchasing a CreditBuilder Line product is the path by which an affected business can add 

payment history and improve its scores and ratings. 

16. Respondent has routinely deceptively claimed that if an affected business would 

simply purchase a CreditBuilder Line product and provide information to Respondent, 

Respondent would verify that information and add it to the credit report.  For example, in 

pitching CreditBuilder Line products, Respondent’s telemarketers have made specific deceptive 

claims including, “we will contact those companies that you add … [and] verify that payment 

history going back a full 12 months,” and “[i]t’s a really easy process[,] I just need a little bit of 

information from you and we basically take over the rest from there.” 

17. In addition, in numerous instances Respondent’s telemarketers have deceptively 

pitched CreditBuilder Line products to new businesses, and to businesses unfamiliar with 

Respondent, through misleading claims that the affected business needs to purchase a 

CreditBuilder Line product in order to “complete” its credit file. 

18. Respondent has also employed deceptive practices to enable it to collect payments 

from CreditBuilder Line product customers for products different from the ones to which they 

agreed to subscribe.  Moreover, Respondent has deceptively collected credit card information 

from CreditBuilder Line product customers without adequately disclosing material aspects of its 

charging practices, including, in many instances, failing to disclose that at the end of the 

product’s subscription term, Respondent will automatically charge the customer’s credit card 

again for a subscription to a CreditBuilder Line product.  
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Background on Respondent’s Credit Reporting Business 

19. To establish a credit file on an affected business, Respondent gathers information 

from sources including public records, payment information supplied to D&B by an affected 

business’s vendors and creditors, and information supplied to D&B by the affected business 

itself. 

20. At the time it establishes an affected business’s credit file, Respondent also assigns 

the affected business a DUNS number, a unique, nine-digit identifier of a single affected business 

that ties directly to an affected business’s D&B credit file, and which D&B is solely responsible 

for issuing.  In numerous instances, Respondent opens a credit file and assigns a DUNS number 

on its own initiative.  In other instances, Respondent does so after an affected business contacts 

D&B to request a DUNS number.  The request for a DUNS number and the creation of a credit 

file and report are free. 

21. Affected businesses often need a DUNS number, because certain entities require 

an affected business to obtain a DUNS number before they will work with the affected business, 

and the federal government has required an affected business to have a DUNS number in order 

to apply for certain federal government contracts or grants. 

22. Although an affected business should only receive a single DUNS number, in some 

instances, Respondent has assigned a single affected business multiple DUNS numbers attached 

to multiple credit files, and has included different information about the affected business in each 

credit file. 

23. An affected business’s D&B credit report includes basic information about the 

affected business, such as its name, address, and principals, and public information on any 

judgments or liens.  In numerous instances, Respondent reports incorrect or incomplete basic 

and public information about an affected business. 

24. An affected business’s D&B credit report may include information relating to how 

the affected business pays its bills, such as whether the affected business pays its bills on time, 

is late, or is delinquent.  Respondent bases this element of its business credit reports on 

commercial payment information that it receives from other entities. 

25. Respondent sometimes refers to the sources that supply commercial payment 

information to D&B as “Trade References,” and other times uses the term “Trade References” 

to refer to the payment information these entities provide to D&B. 

26. According to Respondent, only a small number of entities have agreements with 

D&B to automatically report commercial payment information or “payment experiences” to 

D&B on a regular basis about affected businesses with which the entities do business.  

Respondent sometimes refers to these entities as “Trade Tape Providers.”  The Trade Tape 

Providers have varied over time.  
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27. Of the tens of millions of businesses in the United States, at any given time only 

approximately 3,000-5,000 companies are Trade Tape Providers. 

28. In numerous instances, an affected business’s payment experiences will go 

unreported by D&B.  First, an affected business’s suppliers, vendors, and other entities the 

affected business works with often are not Trade Tape Providers and therefore do not 

automatically report an affected business’s payment experiences to D&B.  Second, even if the 

affected business has a relationship with a Trade Tape Provider, in some instances, D&B fails to 

report the payment experiences because the Trade Tape Provider may not have provided the 

particular affected business’s payment experiences to D&B, and/or D&B fails to match the 

reported payment experiences to the affected business. 

29. Even when Respondent reports payment experiences, in some instances, such 

payment experiences may be incorrect.  Because Respondent reports what Trade Tape Providers 

send to Respondent, any errors in the Trade Tape Provider’s data are inherently reflected in what 

Respondent reports on an affected business’s credit report. 

30. If Respondent contacts a Trade Tape Provider about a dispute from an affected 

business, and receives no response at all from the Trade Tape Provider, Respondent’s practice is 

to delete the disputed payment experience.  However, if the same Trade Tape Provider later 

provides another file to Respondent that contains the same disputed payment experience, 

Respondent will again report it.  Thus, an affected business may believe that it has effectively 

disputed erroneous payment experience data only to later see it reappear. 

31. In addition to reporting on an affected business’s payment experiences, Respondent 

assigns an affected business various scores and ratings, which appear on the affected business’s 

credit report.  These scores and ratings purportedly reflect the creditworthiness of the affected 

business, including predicting the likelihood that the affected business will experience financial 

distress or cease operations over the next year. 

32. Respondent calculates many of the scores and ratings by using payment experience 

information that it receives from Trade References regarding how an affected business pays its 

bills.  As Respondent often receives limited or no payment experience information about an 

affected business, and as data provided from Trade Tape Providers may contain errors, in many 

instances the scores and ratings that Respondent assigns, particularly as to small and mid-sized 

businesses, may not accurately reflect how the affected business has performed in the past and/or 

how it will perform in the future. 

33. The manner in which Respondent gathers and maintains data can result in it 

reporting errors and incomplete information.  Even in the course of producing CreditBuilder 

Line product information to the Commission during the investigation of this matter, Respondent 

produced data containing errors such as incorrect basic information about Respondent’s 

customers. 
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Background on Respondent’s CreditBuilder Line Products 

34. Respondent has represented that CreditBuilder Line products allow an affected 

business to submit the names of the entities it does business with—its own Trade Reference 

information—to Respondent so that Respondent can add the affected business’s payment 

experiences with these entities to the affected business’s credit report. 

35. The number of Trade References that Respondent permits a subscriber to add to its 

credit report differs depending on the CreditBuilder Line product.  The basic CreditBuilder 

product allows subscribers to add up to four Trade References per year, CreditBuilder Plus 

allows subscribers to add a maximum of 12 Trade References per year, and CreditBuilder 

Premium allows subscribers to add an unlimited number of Trade References. 

36. Most of Respondent’s CreditBuilder Line products are sold as annual subscriptions 

and are generally non-refundable during their term.  Respondent typically collects subscribers’ 

credit card information and collects full payment for the term up-front.  Respondent then 

automatically renews and charges for CreditBuilder Line products at the beginning of each 

succeeding term unless the subscriber notifies D&B before the end of the term that it does not 

want to renew. 

37. For annual subscriptions, the current list price for the basic CreditBuilder product 

is $899, for CreditBuilder Plus it is $1,499, and for CreditBuilder Premium it is $1,999.  

Respondent sometimes charges an additional $149 one-time activation fee at the time of 

purchase. 

38. In approximately August 2017, Respondent introduced Credit Essentials for $1,599 

per year.  Credit Essentials included access to two products, the basic CreditBuilder product and 

Respondent’s Credit Reporter product, which, among other things, allowed a subscriber to 

monitor the reports of five other companies. 

39. In approximately April 2018, Respondent stopped selling the Credit Essentials 

product described in Paragraph 38 above and began offering a new Credit Essentials product 

(sometimes referred to as Credit Essentials Plus) for $2,499 per year.  This new Credit Essentials 

product combined features of CreditBuilder Premium and Credit Reporter. 

How Respondent Introduces CreditBuilder Line Products to Potential Subscribers 

40. In numerous instances, after learning about what they believe to be incomplete or 

inaccurate payment-related information and/or inaccurate scores and ratings appearing on their 

D&B credit reports, affected businesses have contacted Respondent to complain.  Respondent 

has routinely offered these affected businesses a CreditBuilder Line product as a way to improve 

their reports.  Respondent’s telemarketers have routinely told such affected businesses that 

purchasing a CreditBuilder Line product is the only way to improve their D&B credit reports. 

41. Respondent has also offered CreditBuilder Line products when an affected business 

calls after receiving one or more of Respondent’s “business credit notification” mailers.  These 
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mailers represent, for instance, that the affected business’s scores have declined and urge the 

affected business to call a D&B “Credit Advisor” or “Account Manager” to learn how to 

“safeguard” the affected business. 

42. For example, one mailer claims that a D&B customer has purchased the affected 

business’s file, and the file contains the affected business’s “Delinquency Predictor Score, which 

has declined.”  It warns, “a low Delinquency Predictor Score may mean that you have an 

increased risk of delinquent payments.”  The mailer advises: 

 

Affected businesses are urged to call Respondent to learn more about the inquiry and how D&B 

may help the affected business impact its score. 

43. Respondent also has marketed CreditBuilder Line products directly to affected 

businesses through outbound calls and emails.  In many instances, Respondent initiates these 

marketing calls and emails after an affected business has submitted a request for a free DUNS 

number or free credit report, or after Respondent has sent the affected business one or more 

business credit notification mailers as described in Paragraphs 41 and 42, above. 

Respondent’s Telemarketers Tell Potential Subscribers that it Is Easy to Add Trade 

References and that Respondent Will Actively Help Them 

44. Respondent’s telemarketers have routinely begun their sales pitch for CreditBuilder 

Line products by representing that the affected business’s credit report contains limited and/or 

negative payment information, that the vast majority of companies do not report payment 

experiences automatically to D&B, and that therefore, it is up to the affected business to manage, 

report, and update its own D&B credit report. 

45. Respondent has claimed that CreditBuilder Line products allow an affected 

business to manually submit or self-report to D&B its Trade References, and/or add the names 

of its vendors and suppliers to increase the positive payment experiences in its credit report.  

Respondent has claimed that once an affected business submits its Trade References using the 

CreditBuilder Line product, Respondent contacts the Trade References to verify the payment 

history and then adds the payment information to the affected business’s credit report. 

46. Respondent has claimed that CreditBuilder Line products will improve, build, 

and/or establish an affected business’s credit report, and move its credit scores and ratings in a 

positive direction.  
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47. Respondent has represented that it will actively assist the affected business in 

getting its payment experiences added to the credit report. 

48. Specifically, Respondent’s telemarketers have represented: 

• [T]here’s only a small percentage of companies that actually automatically 

record [sic] payment history to Dun & Bradstreet….  So when you’re in a 

niche type of line of business, then it’s even harder to get payment history 

on here….  If you want to build the report up, you can actually self-report 

some of the expenses that aren’t being captured on here where you provide 

… the contact information for the vendor.  We’ll go to that vendor to get 

the payment history to verify and add to your credit report. 

[Ex. A, Sales Call Tr. 8:20-10:1] 

• [T]o have an impact on your scores and your ratings, you are going to need 

to add more references in here – more payment references to help improve 

your payment summary.…  So that’s where the service comes in.  So that’s 

done through the CreditBuilder.  So that’s a service that you pay for, and 

that allows you to add the payment history to help improve your status on 

Dun & Bradstreet. 

[Ex. B, Sales Call Tr. 14:2-14:11] 

• [T]here’s only a handful of companies that report to Dun & Bradstreet….  

We make it so we give you full access to your files so you can give us all 

that – those companies that you pay out to operate your business, and we 

put them – we help you get that on the report….  So basically you give us 

the names and the address of those companies and then we go and help them 

get all that financial date [sic] on the report for you. 

[Ex. C, Sales Call Tr. 9:7-9:16] 

• [I]t’s up to you to self-report….  So what I would actually do is set you guys 

up with a service called CreditBuilder Premium that allows you guys to self-

report your operating expenses by giving us the names of the companies 

that you guys are doing business with so that we can reach out to them and 

gather all your payment history to get the information updated for you on 

the file …. 

[Ex. D, Sales Call Tr. 7:22, 9:14-9:20] 

• So usually a company will pay for the service fee, they’ll log in, they’ll add 

their top 25 vendors.  It takes about 20, 25 minutes.  And then we do the 

rest of the work.  We contact them; verify the credit limits and terms; and 

they mainly input that information on your report for you.  That way, when 

you have customers or vendors and banks and whoever is pulling the report, 

they’re more likely to see that financial strength. 

[Ex. E, Sales Call Tr. 7:16-7:24]  
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49. Respondent listened to the stored recordings of the calls described in Paragraph 48, 

above, after businesses filed complaints against it with the Better Business Bureau.  Although 

Respondent occasionally cited some of the telemarketers for violating company policies, such as 

“using fear to sell product,” Respondent did not cite any of the telemarketers for violating 

company policy regarding their presentation of and their statements made about CreditBuilder 

Line products. 

50. Despite notice of complaints from business customers concerning the sale of 

CreditBuilder Line products, Respondent has continued to make claims similar to those in 

Paragraph 48.  For instance: 

• [T]he way that a credit report works in the business world is once you get a 

number assigned, there are scores and ratings that are going to showcase 

how you’re operating and how you pay your bills…. So we do not get that 

information automatically usually. So what you’re going to need to do is, 

you know, the 30 vendors that you had mentioned that you have…we’re 

going to need to physically submit and add them on to your credit report. 

[Ex. F, Sales Call Tr. 13:12-24] 

• [Y]ou simply give us the names and the contact detail of the company that 

you pay bills to.  Even if you’re paying up-front using your own debit card 

right now, paying in cash, it doesn’t matter. However you’re paying, you 

log in here, you give us the names and contact detail, we will contact those 

companies that you add. We verify that payment history going back a full 

12 months and we manually (recording malfunction) that payment history 

on the report….Now, this DUNS number is free. The credit report for the 

business is free. Again, there’s only a cost involved in you submitting the 

bills because, again, we’re not a reporting company, we don’t know who 

you’re paying. You’re essentially hiring us to work for you. 

[Ex. G, Sales Call Tr. 17:4-12, 19:13-18] 

• Just email me the contact information of who you’re going to be making 

payments to and then our trade department is going to do the rest of the 

work from there by calling those companies to verify how much you spent 

with them, the percentage that was paid on time, and if you have any terms 

with them. And then once we verify that information, then that gets added 

into the report. It’s a really easy process. I just need a little bit of information 

from you and we basically take over the rest from there. 

[Ex. H, Sales Call Tr. 7:18-8:2] 

Subscribers Find that it Is Not Easy to Get Trade References Accepted and Payments 

Added, and Respondent Does Not Actively Help Them 

51. Although Respondent has represented to affected businesses that it is easy to have 

their Trade References accepted and unreported payment experiences added to their credit 
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reports, in numerous instances and for various reasons, Respondent has rejected Trade 

References added by CreditBuilder Line customers and declined to include the information on 

their credit report. 

52. For example, if a CreditBuilder Line customer submits a company that is a Trade 

Tape Provider, Respondent rejects that submission regardless of whether the entity has actually 

reported on the customer; if the Trade Tape Provider has not reported on the customer, 

Respondent will not bother to contact the entity to let it know it should be doing so. 

53. Respondent also rejects submissions of entities that appear on its no-contact list.  In 

numerous instances, these companies are precisely the types of large and well-known vendors 

and suppliers that an affected business may seek to have added to its credit report.  While the 

companies on the no-contact list have varied over time, examples have included prominent 

vendors such as Fortune 500 computer companies, internet and telecommunications companies, 

a very large and well-known shipping company, a supplier of paints, coatings and related 

products, a hardware company, and a construction rental company. 

54. On the other end of the spectrum, when affected businesses submit smaller vendors 

or suppliers as Trade References, Respondent rejects any entity that itself does not have a DUNS 

number and a credit file that is complete, active, and in good standing.  Respondent has claimed 

that basic information missing from the potential Trade Reference’s D&B file renders the file 

incomplete, and has caused Respondent to reject the submission.  In the past, that has included 

minor gaps such as a missing telephone number or address. 

55. Contrary to its telemarketing pitch, Respondent does not help subscribers in their 

efforts to have payment experiences added to their credit report.  For example, Respondent does 

not tell affected businesses why it rejects specific submitted Trade References.  Individual 

CreditBuilder Line subscribers have submitted the same proposed Trade References multiple 

times, unaware that Respondent is automatically rejecting the proposed Trade Reference because 

it is a Trade Tape Provider or on a no-contact list. 

56. Moreover, in prior years, if a submitted Trade Reference simply asked Respondent 

for confirmation that the CreditBuilder Line customer had authorized the Trade Reference to 

disclose payment information, D&B rejected the submission outright.  If Trade Reference 

contact information provided to D&B by an affected business was not accurate, Respondent did 

not request corrected or updated contact information from the submitter, nor did it check its own 

database or public records to see if it had or could locate current contact information for the 

Trade Reference.  Instead, Respondent just rejected the Trade Reference. 

57. Respondent knows CreditBuilder Line product subscribers often cannot get their 

Trade References accepted.  In fact, when customers attempt to cancel their CreditBuilder Line 

product because their Trade References are being declined, Respondent has trained its 

telemarketers to pitch higher-priced, upgraded products that purportedly provide subscribers 

with a dedicated D&B employee to help get Trade References added.  Contrary to Respondent’s 

previous claims about the ease of getting their Trade Reference information added, Respondent 

has instructed its telemarketers to explain to customers who complain that their CreditBuilder 
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Line product was a waste of money that submitting Trade References is not really an easy 

process, and that the higher-priced product would allow a dedicated D&B employee to use a 

variety of “tips” and “tricks” to help get the payment experiences added. 

58. For thousands of affected businesses that have purchased and attempted to use a 

CreditBuilder Line product, Respondent has not accepted even a single submitted Trade 

Reference, which means that using a CreditBuilder Line product did not allow these affected 

businesses to have any unreported payment experiences added to their D&B credit reports.  

Overall, Respondent has rejected more than half of the total number of Trade References its 

customers have submitted through the CreditBuilder, CreditBuilder Plus, and CreditBuilder 

Premium products. 

Respondent Tells Potential Subscribers they Need a CreditBuilder Line Product to 

Complete their Report, for Scores and Ratings, or for their Background Check 

59. In addition to making the Trade Reference claims described above, Respondent has 

represented to potential subscribers, typically those that have applied for a free DUNS number 

and/or are newer businesses, that the D&B credit file will not be useful without a CreditBuilder 

Line product.  In numerous instances, Respondent has claimed that a CreditBuilder Line product 

is needed to complete the credit file and enable the potential subscriber to become eligible for 

D&B scores and ratings.  Respondent has also represented that a CreditBuilder Line product is 

necessary for D&B to conduct a background check that is required to establish the affected 

business’s file. 

60. For instance, in the course of making CreditBuilder Line product sales pitches, 

Respondent’s telemarketers have represented: 

• [T]he application you submitted, typically, it would take 30 business days. 

But, again, it does leave your file incomplete. So you wouldn’t even yet 

qualify for the full set of ratings. So we will initiate a background check so 

that way you have that completed report. That will only take … three to five 

business days. And then once that is completed, we typically start your 

scores and ratings in the mid-range. That way, you’re not showing poor 

ratings right from the beginning.… In order for us to initiate the background 

check and to get the links and logins so that way you’ll have the full access 

to self-report. That would be through a Credit Builder basic platform. We 

just roll this out to newer companies or companies who don’t have the 

DUNS number just yet. 

[Ex H, Sales Call Tr. 10:10-20, 11:5-10] 

• [T]he application that you submitted, typically it would take up to 30 

business days to receive, but what happens is it does leave the file 

incomplete. So you wouldn’t yet qualify for all seven scores and ratings that 

are attached to the DUNS number. So since you’re using this for 

commercial purposes -- and that’s one reason, we want to make sure at the 

very minimum you do have that completed report. So we will initiate a 
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background check. We don’t need any legal documents from you. We’ll get 

all of that squared away over here. And then within three to five business 

days, once you confirm the company was registered and if there’s been any 

lawsuits or bankruptcies, we complete your file for the lifetime of the 

company…. In order for us to initiate the background check and to get the 

links and logins so that way you have the full access to the report, that is 

through a Credit Builder Basic platform. We just roll this out to newer 

companies. 

[Ex I, Sales Call Tr. 11:19-12:9, 14:25-15:4] 

• So you actually already have the DUNS number. It’s just that it’s attached 

to an incomplete credit file…. So what we need to do is get you set up so 

that you get a completed report. That’s just going to mean that we confirm 

operations, make sure there are no lawsuits, liens, judgments … 

bankruptcies…. and then we’ll set you up so that you can add in the names 

of those suppliers so we can help you start to build the credit…. So what 

we’ll do is we’ll set you up on the entry-level service. It’s only $1,499, and 

it’s going to complete your report for the life of the business.” 

[Ex J, Sales Call Tr. 15:13-16:5, 17:12-15] 

61. In fact, an affected business does not need to purchase a CreditBuilder Line product 

in order for Respondent to conduct a background check or to verify background information for 

a credit file. 

62. A CreditBuilder Line product also is not needed to “complete” an affected 

business’s credit file.  In the context of determining whether a Trade Reference is qualified, 

Respondent has represented that a “complete” file means it includes all basic information, such 

as name and contact information.  However, affected businesses can use one of Respondent’s 

free online platforms to add or update their basic information and submit financial statements.   

Affected businesses also can, and often do, provide much of this information to Respondent over 

the telephone. 

63. Moreover, a CreditBuilder Line product cannot “complete” a business’s credit file 

in terms of ensuring that the file contains all relevant credit information, since, in numerous 

instances, payment experience information will still be missing or incomplete.  For instance, as 

described above, Respondent often does not add payment experience information to an affected 

business’s credit file automatically or manually. 

64. An affected business with a DUNS number and credit file is eligible to receive its 

D&B scores and ratings without a CreditBuilder Line product.  At the same time, a CreditBuilder 

Line product cannot ensure that an affected business will in fact receive them all.  For instance, 

Respondent requires an affected business to have three payment experiences for a score that 

Respondent refers to as a PAYDEX score.  In numerous instances, an affected business that 

purchases a CreditBuilder Line product will not be able to add sufficient payment experiences 

to generate this score.  
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65. Respondent has used its claim that an affected business’s credit file is or will be 

incomplete in a marketing campaign to “drive customer traffic” and “maximize” its 

CreditBuilder Line sales opportunities.  Respondent has referred to this marketing campaign as 

its “incomplete file campaign.” 

66. Information produced by Respondent to the Commission during the investigation 

of this matter shows that thousands of CreditBuilder Line customers have never submitted even 

a single Trade Reference and never once logged in to their CreditBuilder Line accounts on 

D&B’s online portal.  This evidence supports a strong inference that Respondent’s deceptive 

claims that an affected business must purchase a CreditBuilder Line product to avoid having an 

“incomplete” D&B file have been material and effective. 

Respondent’s Deceptive Product Renewal Practices 

67. Many times, Respondent’s telemarketers have failed to tell affected businesses that, 

at the end of the subscription term, D&B will automatically charge the affected business again 

for a subscription to the CreditBuilder Line product being purchased, and that the charge will be 

in the amount of the product’s “then current price.” 

68. In the instances when Respondent’s telemarketers have made this auto-renewal 

disclosure, or something similar, Respondent’s telemarketers have typically buried it in a 

statement after the affected business has already agreed to the purchase and provided its payment 

information.  At the time of the initial purchase, Respondent’s telemarketers have not informed 

subscribers that D&B may later substitute a different CreditBuilder Line product for the one that 

the customer is purchasing. 

69. In numerous instances, Respondent has automatically renewed an affected 

business’s CreditBuilder Line subscription at a materially higher price than the price the 

subscriber agreed to at the time of the purchase, without notice or adequate notice to the customer 

in advance of the price increase.  Respondent has done this by routinely increasing the list price 

of CreditBuilder Line products and charging the higher price at the time of the automatic 

renewal.  Respondent has also done this by eliminating certain CreditBuilder Line products and 

moving existing subscribers into different and higher-priced CreditBuilder Line products, a 

practice Respondent has referred to as “product migration.” 

70. As an example of an automatic renewal at a materially higher price, in November 

2015, Respondent increased the annual list price of CreditBuilder Plus from $1,099 to $1,399, 

and increased it again in July 2016 to $1,599.  By 2016, subscribers that purchased CreditBuilder 

Plus at $1,099 were automatically renewed at the “then current price” of $1,599.  Despite the 

45% price increase, there was no change to the CreditBuilder Plus features.  In numerous 

instances, Respondent did not provide affected businesses with notice or adequate notice of the 

price increase before automatically renewing the product. 

71. Two examples of Respondent’s product migration and price increase practices 

involve the basic CreditBuilder product and a product called “Credit Monitor.”  In Spring 2015, 

Respondent temporarily stopped making the basic CreditBuilder product available.  At that time, 
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the basic CreditBuilder product had a list price of $949.  At the time of automatic renewal, instead 

of renewing the product to which the affected business had subscribed, Respondent moved 

numerous basic subscribers into a higher-priced CreditBuilder Plus product that, by July 2016, 

cost $1,599 per year, a price increase of more than 65% for a product the subscriber did not 

order.  Also in July 2016, Respondent stopped offering its $499 Credit Monitor product and 

moved those subscribers to Respondent’s $1,599 CreditBuilder Plus at the time of their 

automatic renewal.  In numerous instances, Respondent did not provide affected businesses with 

notice or adequate notice before the product migration. 

72. Although Respondent has used its “then current price” disclosure to justify charging 

an affected business more for a product than it agreed to pay for its initial subscription, when 

Respondent has reduced the list price of a CreditBuilder Line product, Respondent has continued 

automatically renewing existing CreditBuilder Line customers at the former higher list price 

rather than the new, reduced, “then current price.” 

73. Nor has Respondent applied its product migration practices and automatic renewal 

“at the then current price” in a way that would restore subscribers’ original purchases and reduce 

the amount Respondent charges.  Not long after Respondent eliminated the basic CreditBuilder 

and Credit Monitor products in 2015 and 2016, respectively, it reintroduced both in early 2018.  

However, Respondent did not move any of the subscribers it had previously moved from these 

products to the materially higher-priced CreditBuilder Plus through product migration back to 

the lower-priced products they had originally agreed to purchase. 

74. In addition to the automatic renewal and product migration practices described 

above, in numerous instances, Respondent has affirmatively misrepresented to affected 

businesses the CreditBuilder Line product that Respondent is attempting to renew, allowing 

Respondent to move subscribers from one CreditBuilder Line product to another product or into 

higher-priced products without notice to subscribers. 

75. For instance, beginning in approximately August 2017, when Respondent 

attempted to auto-renew a CreditBuilder Plus subscription for a customer whose payment 

method on file was no longer valid, Respondent’s telemarketers would call the subscriber to get 

updated payment information.  In some of those instances, Respondent’s telemarketers moved 

CreditBuilder Plus subscribers to Respondent’s new, $1,599 Credit Essentials product by falsely 

representing to the CreditBuilder Plus subscribers that Respondent was calling to renew their 

current subscription, the subscriber needed to provide updated payment information for the 

renewal, and the CreditBuilder Plus product had been renamed Credit Essentials but was the 

same as the subscriber’s current product. 

76. Although Respondent represented to these CreditBuilder Plus subscribers that 

CreditBuilder Plus and Credit Essentials were the same product, they were not.  For instance, 

among other material changes in features, Credit Essentials allowed subscribers to add only four 

Trade References per year, while CreditBuilder Plus allowed subscribers to add 12 Trade 

References per year.  



576 FEDERAL TRADE COMMISSION DECISIONS 

 VOLUME 173 

 

 Complaint 

 

 

77. As another example, in approximately April 2018, Respondent stopped offering the 

Credit Essentials product described in Paragraphs 75 and 76, above, and began offering a new 

$2,499 Credit Essentials product (sometimes referred to as Credit Essentials Plus), which 

allowed the subscriber to add an unlimited number of Trade References.  If the affected 

business’s payment method on file was not valid and did not allow for an automatic renewal of 

the $1,599 Credit Essentials product, Respondent called the subscriber and represented that the 

subscriber’s service was set to renew and that Respondent needed to collect updated payment 

information.  In fact, Respondent was not calling to renew the affected business’s current $1,599 

Credit Essentials product, but instead, to move the affected business into the different, higher-

priced Credit Essentials Plus product. 

78. Respondent has routinely moved affected businesses from one product to another, 

told affected businesses that they have one product when in fact they have a different product, 

and has sold additional related products and add-on products.  As a result, affected businesses 

often experience confusion about what product or products they are paying for and what the 

current features of those products are. 

Count I 

False or Misleading Claims Regarding CreditBuilder Line Products:  Trade References 

79. In numerous instances in connection with the advertising, promotion, offering for 

sale or sale of CreditBuilder Line products, Respondent has represented, directly or indirectly, 

expressly or by implication, that: 

a. Using a CreditBuilder Line product allows an affected business to have its 

previously unreported commercial payment experiences added to the 

affected business’s credit report. 

b. Respondent will actively assist CreditBuilder Line product subscribers in 

adding such unreported commercial payment experience information to the 

affected business’s credit report. 

80. In fact, in numerous instances in which Respondent has made the representations 

set forth in Paragraph 79, using a CreditBuilder Line product does not allow an affected business 

to have its previously unreported commercial payment experiences added to the affected 

business’s credit report, and Respondent does not actively assist CreditBuilder Line product 

subscribers in adding unreported commercial payment experience information to the affected 

business’s credit report.  Therefore, the representations set forth in Paragraph 79 are false or 

misleading. 
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Count II 

False or Misleading Claims Regarding CreditBuilder Line Products:  Status of Report 

81. In numerous instances, in connection with the advertising, promotion, offering for 

sale, or sale of its CreditBuilder Line products, Respondent has represented, directly or 

indirectly, expressly or by implication, that CreditBuilder Line products are required for 

Respondent to conduct a background check on the affected business or will provide an affected 

business with a complete report including a full set of scores and ratings. 

82. In fact, CreditBuilder Line products are not required for Respondent to conduct a 

background check on the affected business, and will not always provide an affected business 

with a complete report including a full set of scores and ratings.  Therefore, the representations 

set forth in Paragraph 81 are false or misleading. 

Count III 

False or Misleading Claims Regarding CreditBuilder Line Products: 

Collection and Renewal 

83. In numerous instances in connection with collecting updated payment information 

for CreditBuilder Line products that are scheduled to renew, Respondent has represented, 

directly or indirectly, expressly or by implication, that Respondent is collecting payment for and 

is renewing the product that the affected business purchased the prior term. 

84. In fact, in numerous instances in which Respondent has made the representation set 

forth in Paragraph 83, Respondent is not collecting payment for and is not renewing the product 

that the affected business purchased the prior term.  Therefore, the representation set forth in 

Paragraph 83 is false or misleading. 

Count IV 

Failure to Disclose: Renewal Practices 

85. In numerous instances in connection with the advertising, promotion, offering for 

sale, or sale of its CreditBuilder Line products, Respondent has represented that it collects 

customer credit card data for payment so that the customer may subscribe to a CreditBuilder 

Line product for a designated period (e.g., 12 months). 

86. In fact, in numerous instances in which Respondent has made the representation set 

forth in Paragraph 85, Respondent has failed to disclose or disclose adequately, that: 

a. At the end of the designated period, and at the end of each succeeding 

designated period until cancelled, Respondent will automatically charge the 

customer’s credit card again for a subscription to a CreditBuilder Line 

product.  
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b. At Respondent’s unilateral choice, the CreditBuilder Line product for which 

Respondent will charge the customer at the end of the designated period, or 

any succeeding designated period, may be materially different from the 

CreditBuilder Line product to which the customer originally subscribed. 

c. If the list price of the CreditBuilder Line product to which the customer is 

subscribing increases, Respondent will charge the customer the increased 

price, but if the list price of the CreditBuilder Line product to which the 

customer is subscribing is reduced, Respondent will not give the customer 

the benefit of the price reduction and will charge the customer at the higher 

previous price. 

d. If at any time Respondent unilaterally moves the customer into a different 

CreditBuilder Line product from the one to which the customer is 

subscribing, Respondent will not unilaterally move the customer back to the 

product to which the customer originally subscribed. 

87. These facts would be material to affected businesses in their purchase decisions 

regarding CreditBuilder Line products. 

88. Respondent’s failure to disclose or disclose adequately the material information 

described in Paragraph 86, in light of the representation set forth in Paragraph 85, is a deceptive 

act or practice. 

Count V 

Unfair Dispute Investigation and Resolution Practices 

89. As described in Paragraphs 7-11, 22, 23, 29-33 and 40, in numerous instances, 

Respondent has reported incorrect information on affected businesses’ D&B credit reports, yet 

has not provided affected businesses with a reasonable means to dispute such information. 

90. This practice has caused or is likely to cause substantial injury to consumers that is 

not outweighed by countervailing benefits to consumers or competition and is not reasonably 

avoidable by consumers themselves.  This practice is an unfair act or practice. 

Violations of Section 5 

91. The acts and practices of Respondent as alleged in this complaint constitute unfair 

or deceptive acts or practices in or affecting commerce in violation of Section 5(a) of the Federal 

Trade Commission Act. 

THEREFORE, the Federal Trade Commission this 6th day of April, 2022, has issued this 

Complaint against Respondent. 

By the Commission.  
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DECISION 

The Federal Trade Commission (“Commission”) initiated an investigation of certain acts 

and practices of the Respondent named in the caption.  The Commission’s Bureau of Consumer 

Protection (“BCP”) prepared and furnished to Respondent a draft Complaint.  BCP proposed to 

present the draft Complaint to the Commission for its consideration.  If issued by the Commission, 

the draft Complaint would charge the Respondent with violations of the Federal Trade 

Commission Act. 

Respondent and BCP thereafter executed an Agreement Containing Consent Order 

(“Consent Agreement”).  The Consent Agreement includes: 1) statements by Respondent that, only 

for purposes of this action, it admits the facts necessary to establish jurisdiction; and 2) waivers 

and other provisions as required by the Commission’s Rules. 

The Commission considered the matter and determined that it had reason to believe that 

Respondent has violated the Federal Trade Commission Act, and that a Complaint should issue 

stating its charges in that respect.  The Commission accepted the executed Consent Agreement and 

placed it on the public record for a period of 30 days for the receipt and consideration of public 

comments.  The Commission duly considered any comments received from interested persons 

pursuant to Section 2.34 of its Rules, 16 C.F.R. § 2.34.  Now, in further conformity with the 

procedure prescribed in Rule 2.34, the Commission issues its Complaint, makes the following 

Findings, and issues the following Order: 

Findings 

1. The Respondent is Dun & Bradstreet, Inc., also doing business as D&B, a Delaware 

corporation with its principal office or place of business at 101 John F. Kennedy 

Parkway, Short Hills, NJ 07078. 

2. The Commission has jurisdiction over the subject matter of this proceeding and 

over the Respondent, and the proceeding is in the public interest. 

ORDER 

Definitions 

For purposes of this Order, the following definitions apply: 

A. “Billing Information” means any data that enables any person to access a 

customer's account, such as a credit card, checking, savings, share or similar 

account, or debit card. 

B. “Business” means any business or other entity, including nonprofits, cities, 

counties, municipalities, and other governmental entities.  
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C. “Charge,” “Charged,” or “Charging” means any attempt to collect money or 

other consideration from a consumer, including causing Billing Information to be 

submitted for payment, including against the consumer’s credit card, debit card, 

bank account, telephone bill, or other account. 

D. “Clearly and Conspicuously” means that a required disclosure is difficult to miss 

(i.e., easily noticeable) and easily understandable by ordinary consumers, including 

in all of the following ways: 

1. In any communication that is solely visual or solely audible, the disclosure 

must be made through the same means through which the communication 

is presented.  In any communication made through both visual and audible 

means, such as a television advertisement, the disclosure must be presented 

simultaneously in both the visual and audible portions of the 

communication even if the representation requiring the disclosure 

(“triggering representation”) is made through only one means. 

2. A visual disclosure, by its size, contrast, location, the length of time it 

appears, and other characteristics, must stand out from any accompanying 

text or other visual elements so that it is easily noticed, read, and 

understood. 

3. An audible disclosure, including by telephone or streaming video, must be 

delivered in a volume, speed, and cadence sufficient for ordinary consumers 

to easily hear and understand it. 

4. In any communication using an interactive electronic medium, such as the 

Internet or software, the disclosure must be unavoidable. 

5. The disclosure must use diction and syntax understandable to ordinary 

consumers and must appear in each language in which the triggering 

representation appears. 

6. The disclosure must comply with these requirements in each medium 

through which it is received, including all electronic devices and face-to-

face communications. 

7. The disclosure must not be contradicted or mitigated by, or inconsistent 

with, anything else in the communication. 

8. When the representation or sales practice targets a specific audience, such 

as children, the elderly, or the terminally ill, “ordinary consumers” includes 

reasonable members of that group. 

E. “Covered Product” means all CreditBuilder Line Products, either sold alone or 

with other products or services as part of a combined or bundled package; any 
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product or service that includes an option to submit or add the names of or 

information about a Business’s vendors, suppliers, or other entities to that 

Business’s own credit report or credit file; and any product or service that 

Respondent markets to Businesses as being designed to allow a Business to monitor 

its own credit report, including CreditMonitor. 

F. “CreditBuilder 2018” means the CreditBuilder “basic” product in the form that 

Respondent began offering in January 2018 and includes subscriptions with an 

initial purchase date (prior to any renewals) from January 1, 2018 through April 30, 

2020. 

G. “CreditMonitor Substitute Product” means a CreditBuilder Line Product to 

which Respondent migrated Businesses that had purchased CreditMonitor, during 

a period when Respondent temporarily stopped offering CreditMonitor, and any 

subsequent CreditBuilder Line Product to which Respondent migrated any such 

Business. 

H. “CreditBuilder Line Product” means CreditBuilder, CreditBuilder Basic, 

CreditBuilder Plus, CreditBuilder Premium, Credit Essentials, and Credit 

Essentials Plus, as well as any predecessor to, successor to, or variant of any of 

these products; and includes CreditBuilder 2018 as defined above. 

I. “Current Customer” includes Businesses that are customers of Respondent as of 

the date of the entry of this Order, and does not include a Business that first 

purchased a product after the date of the entry of this Order.  When specifically 

stated in this Order, Current Customer may be further limited to exclude a Business 

that first purchased a product on or after May 1, 2020. 

J. “Negative Option Feature” means, in an offer or agreement to sell or provide any 

product or service, a provision under which the consumer’s silence or failure to take 

affirmative action to reject a product or service or to cancel the agreement is 

interpreted by the seller or provider as acceptance of the offer. 

K. “Pro Rata Result” means the dollar figure resulting from applying discount 

adjustments and term adjustments to the figure of $399 for Refund Customers who 

are Current Customers, and to the figure of $480 for Refund Customers who are 

former customers.  For a Relevant Subscription Term during which a customer paid 

a discounted price, the discount adjustment shall be a multiplier equal to the price 

paid divided by the list price (e.g., if a customer paid $800 for a product listed at 

$1,000, the discount adjustment multiplier is .8).  For a Relevant Subscription Term 

that is less than a one-year term, the term adjustment shall be a multiplier equal to 

the length of the Relevant Subscription Term divided by one year (e.g., if the 

Relevant Subscription Term is three months, the term adjustment multiplier is .25).  

The effects of the adjustment multipliers shall be cumulative (multiplied by each 

other) if a customer paid a discounted price for a Relevant Subscription Term of 

less than one year.  
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L. “Relevant Subscription Term” means the Business’s current or most recent 

CreditBuilder Line Product subscription term. 

M. “Respondent” means Dun & Bradstreet, Inc., a corporation, doing business as 

D&B (“D&B”), and its successors and assigns. 

N. “Trade Reference” means a source, including a vendor, supplier, or other entity, 

that supplies Respondent (or that a Business represents could supply Respondent) 

with commercial payment information about a Business. 

O. “Trade Reference Acceptance Percentage” means the aggregate calculation of 

the number of all Businesses’ submissions of payment experiences from Trade 

References that have been added to Businesses’ own credit reports or credit files 

through the operation of any CreditBuilder Line Product, divided by the number of 

all Businesses’ attempted submissions of payment experiences from Trade 

References to be added to Businesses’ own credit reports through any CreditBuilder 

Line Product, expressed as a percentage.  The divisor of this calculation shall not 

be reduced for multiple attempted submissions by a Business of a single Trade 

Reference or a single payment experience, nor shall the divisor be reduced for any 

attempted submissions that Respondent has automatically rejected for any reason. 

Provisions 

I.  Prohibited Misrepresentations 

IT IS ORDERED that Respondent, and Respondent’s officers, agents, employees, and 

attorneys, and all other persons in active concert or participation with any of them, who receive 

actual notice of this Order, whether acting directly or indirectly, in connection with the advertising, 

promotion, offering for sale, or sale of, or the Charging for, any product, must not misrepresent, 

expressly or by implication: 

A. that using any product is likely to allow a Business to have its previously unreported 

commercial payment experiences added to the Business’s credit report; 

B. that Respondent will actively assist a Business in adding unreported commercial 

payment experiences to the Business’s credit report; 

C. that using any product is likely to help build and/or improve a Business’s credit 

report; 

D. the ease with which information or payment experiences can be added to or will be 

included on a Business’s credit report; 

E. that Respondent will accept identified vendors, suppliers, or other entities as Trade 

References (whether identified by the Business or by Respondent’s agents or 



 DUN & BRADSTREET, INC. 653 

 

 

 Decision and Order 

 

 

employees), including specifically identified entities, entities comparable to 

specifically identified entities, or specific types or categories of entities; 

F. that any product is needed for Respondent to initiate or conduct a background check 

on a Business, or to otherwise activate or establish the Business’s credit report or 

credit file; 

G. that any product will provide a Business with a complete credit report or credit file 

including a full set of scores and ratings; 

H. that any product with a Negative Option Feature will be Charged at that product’s 

list price at the time of renewal; 

I. an obligation on the part of a Business to affirmatively act in order to avoid Charges, 

including where a Charge will be assessed pursuant to the offer unless the consumer 

takes affirmative steps to prevent or stop such a Charge; 

J. that Respondent is collecting payment for or is renewing the same product that the 

Business purchased the prior term; or 

K. any other material fact about the price or features of any product, or concerning a 

Business’s ability to have, monitor, maintain, build, or improve its own credit report 

or credit file. 

II.  Prohibitions Regarding Negative Option Feature 

IT IS FURTHER ORDERED that Respondent, and Respondent’s officers, agents, 

employees, and attorneys, and all other persons in active concert or participation with any of them, 

who receive actual notice of this Order, whether acting directly or indirectly, are prohibited from 

using a Negative Option Feature: 

A. To renew an existing agreement with or Charge a Current Customer for (1) a 

CreditBuilder 2018 product or (2) a CreditMonitor Substitute Product, unless 

Respondent receives the express consent of the customer to renew the product, and 

has complied with the Notification required by Section VII below. 

B. To renew an agreement with or Charge a Business for any Covered Product when 

Respondent has increased the list price of the product, unless Respondent first 

provides the Business with notice of such increase before the agreement is 

scheduled to renew, and gives the Business at least 30 days after such notice to 

cancel and avoid being Charged for the product. 

1. Notice shall be provided by email.  If Respondent does not have a working 

email for the Business, or if the emailed notice is returned as undeliverable, 

notice shall be provided by United States Postal Service, first class mail, 

postage pre-paid.  If Respondent sends notice by United States Postal 
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Service, Respondent must give the Business at least 30 days from the date 

of mailing to cancel and avoid being Charged for the product.  If 

Respondent does not have a mailing address for the Business, or if a notice 

sent by United States Postal Service is returned as undeliverable, 

Respondent must receive the express consent of the Business before 

renewing the product at the increased price. 

2. The notice shall include the product’s list price for the current term, the 

product’s new list price, instructions on the procedure to cancel if the 

Business does not want to renew (as set forth in this Part B.3 below), and 

the deadline by which the Business must affirmatively act to avoid being 

Charged.  The subject line of the email, and the front of the envelope for 

notice by United States Postal Service, shall read, without any additional 

language, “Price Increase Affecting Your Dun & Bradstreet [X] Product.”  

Respondent shall insert the name of the specific Covered Product at issue 

where indicated by [X].  Provided, however, that if Respondent has 

increased the list price of the product but Respondent is providing the 

Business with a discount so that the Business will not pay any of the price 

increase, the notice shall also include the price that Respondent will Charge 

the Business, and the subject line of the email and the front of the envelope 

for notice by United States Postal Service shall read, without any additional 

language, “Price Information About Your Dun & Bradstreet [X] Product.” 

3. Respondent shall provide a simple mechanism that the Business can easily 

use to cancel the product and avoid being Charged, including a telephone 

number and web form.  Respondent must assure that all calls to this 

telephone number are answered during normal business hours.  Respondent 

shall provide the telephone number and a link to the web form in the notice, 

and shall post it to an easily accessible location on the Internet. 

C. To renew an agreement with or Charge a Business for any Covered Product a 

Business purchased when Respondent has materially changed the product’s feature 

or features in a manner that limits, reduces, or eliminates such feature or features. 

D. To substitute a different product for the Covered Product a Business purchased, 

provided that, this Part D does not apply and Parts B and C of this Section apply 

instead if: 

1. Respondent renames or rebrands the Covered Product that the Business 

purchased, or 

2. Respondent eliminates and ceases to offer the Covered Product a Business 

purchased (the “Eliminated Product”), under the following conditions: 

a. The list price of the substitute product is no higher than the list price 

of the Eliminated Product.  For purposes of the calculation required 
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by this condition, Respondent may not consider any introductory or 

discounted pricing of the substitute product. 

b. The substitute product has every material feature of the Eliminated 

Product, and none of those features are limited or reduced in 

comparison to the Eliminated Product.  Respondent may not use a 

combination of substitute products to meet this condition. 

c. Respondent (i) provides the Business with prompt notice of such 

product substitution, and (ii) gives the Business at least 30 days after 

such notice to cancel and avoid being Charged for the substitute 

product.  The notice shall be provided in the same manner as set 

forth in Part B.1. of this Section.  If  Respondent is required to send 

notice by United States Postal Service and does not have a mailing 

address for the Business, or if a notice sent by United States Postal 

Service is returned as undeliverable, Respondent must receive the 

express consent of the Business before Charging the Business for a 

substitute product. 

d. The required notice shall identify the Eliminated Product and its list 

price; shall identify the substitute product, its list price and its 

features; and shall disclose that the Eliminated Product is no longer 

being offered.  The notice shall also provide instructions on the 

procedure to cancel if the Business does not want to renew (as set 

forth in Part B.3 above), and the deadline by which the Business 

must affirmatively act to avoid being Charged.  The subject line of 

the email, and the front of the envelope for notice by United States 

Postal Service, shall read, without any additional language, “Notice 

of Substitution of your [name of Eliminated Product] to a Different 

Product.” 

e. If, at any time, Respondent reintroduces the Eliminated Product, 

Respondent shall revert the Business’s subscription back to a 

subscription to the Eliminated Product.  For the first subscription 

term upon such reversion, Respondent shall charge the Business no 

more than the lowest of (i) the amount the Business paid for its most 

recent term of subscription to the Eliminated Product, or (ii) the 

amount the Business paid for its most recent term of subscription to 

any Covered Product, or (iii) the list price of the reintroduced 

Eliminated Product.  In the event of such reversion, Respondent 

shall provide notice to the Business of the reversion in a manner 

consistent with the terms of Parts D.2.c and d, above. 

E. For all oral offers for Covered Products, without obtaining express oral 

confirmation, before obtaining a Business’s Billing Information, that the Business 
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understands that the transaction includes a Negative Option Feature, and 

understands the specific affirmative steps the Business must take to prevent or stop 

further Charges.  For such transactions, Respondent shall maintain for three (3) 

years from the date of each transaction an unedited voice recording of the entire 

transaction. 

III.  Required Disclosure:  Aggregated Trade Reference Acceptance Percentage 

IT IS FURTHER ORDERED that Respondent, and Respondent’s officers, agents, and 

employees, and all other persons in active concert or participation with any of them, who receive 

actual notice of this Order, whether acting directly or indirectly, in connection with the advertising, 

promotion, offering for sale, or sale of, or the Charging for, any CreditBuilder Line Product or 

bundled product that includes a CreditBuilder Line Product, must disclose, Clearly and 

Conspicuously, before obtaining the Business’s Billing Information, the aggregated Trade 

Reference Acceptance Percentage for the preceding calendar year.  Upon the start of a new 

calendar year, Respondent may continue to disclose the most recently available calendar year’s 

percentage until Respondent has calculated the updated percentage for the preceding calendar year, 

provided that Respondent must begin disclosing the percentage for the preceding calendar year no 

later than April 1. 

IV.  Required Disclosure:  Respondent Does Not Identify Ineligible Trade References And 

Reasons For Rejection 

IT IS FURTHER ORDERED that Respondent, and Respondent’s officers, agents, and 

employees,  and all other persons in active concert or participation with any of them, who receive 

actual notice of this Order, whether acting directly or indirectly, in connection with the advertising, 

promotion, offering for sale, or sale of, or the Charging for, any CreditBuilder Line Product or 

bundled product that includes a CreditBuilder Line Product, must disclose, Clearly and 

Conspicuously, before obtaining the Business’s Billing Information: 

A. that although Respondent maintains lists of named entities that are ineligible to be 

added as Trade References through CreditBuilder Line Product submissions, 

Respondent will not disclose in advance of any Trade Reference payment 

experience submission whether such Trade Reference is ineligible; and 

B. that if Respondent rejects a Trade Reference payment experience submission, 

Respondent will not identify to the Business the specific reason for rejection of that 

submission. 

Provided that, if Respondent changes its practices described in either Part A or Part B of this 

Section (or both of them), this Section shall require accurate disclosure of the resulting practice or 

practices.  
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V.  Unfairness Relief:  Dispute Investigation and Resolution 

IT IS FURTHER ORDERED that Respondent, and Respondent’s officers, agents, 

employees, and attorneys, and all other persons in active concert or participation with any of them, 

who receive actual notice of this Order, whether acting directly or indirectly, shall, free of charge, 

provide Businesses with access to information gathered, collected or maintained by Respondent, 

other than Respondent’s proprietary or derived scores, ratings, calculations, summaries, 

predictions and analyses, that Respondent reports about them, and shall, free of charge, provide 

such Businesses with reasonable means to dispute the accuracy of such information. 

A. If a Business notifies Respondent directly (by notifying a customer service 

representative or using an online process provided by Respondent) that it disputes 

the accuracy of information that Respondent reports about the Business, 

Respondent shall, free of charge, either delete the information from files gathered, 

collected, or maintained by Respondent, or conduct a reasonable reinvestigation to 

determine whether the disputed information is inaccurate.  A reasonable 

reinvestigation must be responsive to the specific allegations, if any, in the 

Business’s dispute. 

B. In conducting a reinvestigation, Respondent shall review and consider all relevant 

information, including, as applicable, information in Respondent’s own files, 

publicly available information, information Respondent receives from vendors, 

suppliers or other entities, and information submitted by the disputing Business 

with respect to such disputed information.  Respondent shall have no obligation to 

resolve disputes among other businesses as to billing or payments. 

C. If a Business notifies Respondent directly (by notifying a customer service 

representative or using an online process provided by Respondent) that it disputes 

any information that Respondent reports about the Business’s basic identifying 

information, such as its name, address, or operating status (in business or out of 

business), Respondent shall complete its investigation within seven (7) business 

days from the date on which Respondent receives notice of the dispute from the 

Business.  This seven-business-day period may be extended for not more than seven 

(7) additional business days if Respondent is unable to complete its investigation 

within seven business days despite reasonable efforts.  For disputes about a 

Business’s DUNS number (for instance, incorrect number reported or multiple 

DUNS assigned to the same Business), the time frames in this Part C shall be 

extended by seven (7) business days. 

D. If a Business notifies Respondent directly (by notifying a customer service 

representative or using an online process provided by Respondent) that it disputes 

any information that Respondent reports based on publicly available information, 

such as judgments and liens, or on payment experience information: 

1. For any disputed publicly available information, if requested by the 

Business, Respondent shall promptly identify to the disputing Business the 
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open source of the information, to the extent reasonably available, if not 

already provided to the Business; 

2. For any disputed payment experience information that Respondent does not 

remove from the Business’s record, if requested by the Business, 

Respondent shall, to the extent permitted by the source that reported the 

payment experience information, promptly provide the disputing Business 

with the name of such source and the date of the payment experience at 

issue; provided, however, that Respondent may include reasonable limits on 

the number of items that can be disputed at one time; 

3. Respondent shall complete its investigation within fourteen (14) business 

days from the date on which Respondent receives notice of the dispute from 

the Business.  This fourteen-business-day period may be extended for not 

more than fourteen (14) additional business days if Respondent is unable to 

complete its investigation within fourteen (14) business days despite 

reasonable efforts; and 

4. If Respondent provides the disputing Business with additional details 

regarding the disputed information pursuant to this Part D, and asks the 

Business to confirm that it continues to dispute the information in light of 

the additional details, then (i) Respondent may defer any additional 

reinvestigation until the Business informs Respondent that it continues to 

dispute the information, and (ii) the time between when the additional 

details are provided to the Business and when the Business informs 

Respondent that it continues to dispute the information shall not be counted 

in determining the time periods and deadlines set forth in this Part D. 

E. If, after any reinvestigation required by Part C or D of this Section, an item of 

information is found to be inaccurate, or additionally as to payment experience 

information, cannot be verified, Respondent shall promptly adjust its records to 

correct, modify, or delete that item of information to the extent that Respondent has 

gathered, collected, or maintained that item of information.  Respondent shall 

maintain systems such that: (i) to the extent Respondent’s products provide credit 

reports, scores, or ratings that contain information that updates on a daily basis, the 

product is designed to display the result of the correction, modification, or deletion 

of such information within four (4) business days after the investigation is 

completed; and (ii) to the extent Respondent’s products provide credit reports, 

scores, or ratings that contain information that updates on a periodic basis, the 

product is designed to display the result of the correction, modification, or deletion 

of such information no later than Respondent’s next periodic issuance of the 

information or an update to the information. 

F. Following any deletion of payment experience information which is found to be 

inaccurate or the accuracy of which cannot be verified, Respondent shall furnish 

notification that the item has been deleted to any entity identified by the affected 
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Business, if (1) the identified entity obtained information from Respondent about 

the affected Business within a period beginning 60 days prior to notice of the 

dispute that resulted in deletion, and (2) the information obtained by the identified 

entity included or relied on the deleted information. 

G. Respondent shall maintain reasonable procedures designed to prevent the 

reoccurrence in a Business’s credit file and credit reports of errors corrected 

pursuant to this Section. 

H. If Respondent removes any payment experience information from a Business’s 

credit report pursuant to Part E of this Section, Respondent shall maintain 

reasonable procedures to prevent the reappearance of such information in the 

Business’s file unless the source of the information confirms that the information 

is complete and accurate. 

I. Respondent shall provide notice to a disputing Business of the results of a 

reinvestigation under this Section not later than five (5) business days after the 

completion of the reinvestigation.  Such notice shall include a statement that the 

reinvestigation is completed and provide the Business with free access to the 

information as revised as a result of the reinvestigation, other than Respondent’s 

proprietary or derived scores, ratings, calculations, summaries, predictions and 

analyses, that Respondent reports about them. 

J. Notwithstanding anything to the contrary in this Section V, Respondent’s 

responsibilities set forth in this Section V apply only to Respondent’s own records 

and reports pertaining to a Business.  Respondent has no obligation under this 

Section V to take any action to investigate, correct, modify, or delete information 

that is collected or maintained about a Business by Respondent’s affiliates or 

partners, provided, however, that if a Business notifies Respondent directly (by 

notifying a customer service representative or using an online process provided by 

Respondent) that it disputes the accuracy of any such information, Respondent shall 

either (i) request that the affiliate or partner investigate the dispute or (ii) provide 

the Business with information sufficient for the Business to contact the affiliate or 

partner directly to dispute the accuracy of the information. 

VI.  Refunds to Customers 

IT IS FURTHER ORDERED that Respondent shall issue refunds as follows: 

A. Within sixty (60) days after entry of this Order, Respondent shall provide refunds 

or attempt to provide refunds to all Refund Customers, as defined in this Section, 

who are not Current Customers, in the manner set forth in this Section.  For Current 

Customers who receive notice pursuant to Parts A and B of Section VII, below, 

Respondent shall provide refunds or attempt to provide refunds within forty-five 

(45) days of receiving the Current Customer’s notice of cancellation.  
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B. Potential Refund Customers include all Current Customers and former customers 

of CreditBuilder Line Products who: 

1. paid for at least one subscription to a CreditBuilder Line Product on or after 

April 27, 2015; 

2. were CreditBuilder Line Product customers before May 1, 2020; 

3. have not already received a full refund for the customer’s Relevant 

Subscription Term; and, 

4. submitted one or more Trade Reference payment experience requests in the 

Relevant Subscription Term and, 

a. for Businesses that submitted one or two Trade Reference payment 

experience requests in the Relevant Subscription Term, did not have 

all of the experiences accepted, verified, and added to their credit 

report, or 

b. for Businesses that submitted three or more Trade References in the 

Relevant Subscription Term, had fewer than three separate 

requested Trade Reference payment experiences accepted, verified, 

and added to their credit report. 

c. The calculation of the number of separate Trade Reference payment 

experiences accepted, verified, and added shall exclude any Trade 

Reference that already had an agreement with Respondent to 

automatically report commercial payment information to 

Respondent on a regular basis about Businesses, regardless of 

whether Respondent added payment experiences between that Trade 

Reference and the customer to the customer’s credit report. 

Provided, however, that if the requirements of VI.B.1-3 are met, the following shall 

also be Potential Refund Customers if they submitted no Trade Reference payment 

experience requests in the Relevant Subscription term:  (a) CreditBuilder 2018 

customers, and (b) Businesses that purchased or were Charged for a CreditMonitor 

Substitute Product. 

C. Potential Refund Customers, and their current contact information, must be 

identified to the extent such information is in Respondent’s possession, custody or 

control, including from third parties.  Potential Refund Customers include those 

identified at any time, including after Respondent’s execution of the Agreement 

through the eligibility period, which runs for one (1) year after the issuance date of 

the Order.  
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D. Refund Customers are (i) all Potential Refund Customers who are not Current 

Customers and (ii) Potential Refund Customers who are Current Customers and 

who timely cancel their current CreditBuilder Line Product subscription pursuant 

to Section VII of this Order. 

E. For Refund Customers who are not Current Customers and who are first identified 

after Respondent first emails or mails Notices pursuant to Section VII, Respondent 

shall issue a refund or attempt to issue a refund within forty-five (45) days of their 

identification. 

F. For Refund Customers who are Current Customers, Respondent shall issue the 

amount of compensation calculated pursuant to Part G of this Section through a 

refund applied to the credit card or other method of payment Respondent has on 

file for the Refund Customer.  Respondent shall provide such Current Customers, 

other than those who paid for a CreditBuilder 2018 product in the Relevant 

Subscription Term, with access to all functions of Respondent’s CreditMonitor 

product through the end of the Current Customer’s Relevant Subscription Term. 

G. For Refund Customers who are not Current Customers or for whom Respondent 

does not have a valid credit card or other method of payment on file, Respondent 

shall issue the amount of compensation calculated pursuant to Part H of this Section 

by sending a check by United States Postal Service, in accordance with the 

following instructions: 

1. For Refund Customers who are not Current Customers, Respondent shall 

include a letter in the form shown in Attachment D. 

2. The envelope containing the letter must be in the form shown in Attachment 

E. 

3. The face of each check must Clearly and Conspicuously state:  “Please cash 

or deposit this check within 180 days or it may no longer be good.”  

Respondent may void any checks that have not been negotiated after 187 

days from the date the checks were originally mailed, subject to Part G.5. 

of this Section. 

4. The mailing must not include any other enclosures or marketing 

information, and shall not in any manner offer any products. 

5. The mailing must be sent by first-class mail, postage prepaid, address 

correction service requested with forwarding and return postage guaranteed.  

For any mailings returned as undeliverable, Respondent must use standard 

address search methodologies such as re-checking Respondent’s own data 

and records and the Postal Service’s National Change of Address database 

and re-mailing to the corrected address within fifteen (15) business days.  
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Respondent may void any re-mailed checks that have not been negotiated 

after 187 days from the date the checks were re-mailed. 

H. The amount of compensation for each Refund Customer who paid for a 

CreditBuilder Line Product shall be calculated as follows: 

1. For Refund Customers who paid for a CreditBuilder 2018 product in the 

Relevant Subscription Term, the amount of compensation is the total 

amount the Refund Customer paid Respondent for the Relevant 

Subscription Term for the CreditBuilder 2018 product. 

2. For Refund Customers who are Current Customers, other than those who 

paid for a CreditBuilder 2018 product in the Relevant Subscription Term, 

the amount of compensation for each Refund Customer is the total amount 

the Refund Customer paid Respondent for the Relevant Subscription Term 

for the CreditBuilder Line Product reduced by $399, except that, as 

applicable, the compensation will instead be reduced by the Pro Rata 

Result. 

3. For Refund Customers who are former customers, other than those who paid 

for a CreditBuilder 2018 product in the Relevant Subscription Term, the 

amount of compensation for each Refund Customer is the total amount the 

Refund Customer paid Respondent for the Relevant Subscription Term for 

the CreditBuilder Line Product reduced by $480, except that, as applicable, 

the compensation will instead be reduced by the Pro Rata Result. 

4. If a Refund Customer upgraded or otherwise moved from one CreditBuilder 

Line Product to another CreditBuilder Line Product during the Relevant 

Subscription Term and had a portion of a previous payment applied to the 

upgraded CreditBuilder Line Product subscription, the amount of 

compensation shall include the amount applied to the more recent 

subscription. 

5. If a Refund Customer already received a partial refund for its CreditBuilder 

Line Product in the Relevant Subscription Term, Respondent may reduce 

the compensation by the amount of the refund already provided.  If 

requested by the Commission pursuant to I.2 below, Respondent must 

produce any refund records on which it relies to reduce compensation 

pursuant to this Part. 

I. Respondent must report on this refund program under penalty of perjury: 

1. Respondent must submit a report at the conclusion of the program:  

summarizing its compliance, including the total number of, and dollar 

amounts for, Refund Customers, refunds made, refund checks mailed, and 

refund checks negotiated.  
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2. If a representative of the Commission requests any information regarding 

the program, including any of the underlying customer data, Respondent 

must submit it within ten (10) business days of the request.  Upon request 

by Respondent, this ten-business-day period may be extended for a 

reasonable number of days by the Commission’s requesting representative, 

and such extension shall not be unreasonably withheld. 

3. Failure to provide required refunds or any requested information will be 

treated as a continuing failure to obey this Order. 

VII.  Notification to Current Customers of Covered Products that Automatically Renew 

IT IS FURTHER ORDERED that Respondent shall, within sixty (60) days of entry of 

this Order, provide adequate and timely Notice of this Order by email (if Respondent has an email 

address for the customer) or United States Postal Service (if Respondent does not have an email 

address for the customer) to each Current Customer of a Covered Product that Respondent 

automatically renews, who paid or agreed to pay money to Respondent or Billing Information as 

a means of paying Respondent. 

A. For Current Customers who are Potential Refund Customers with a subscription to 

a CreditBuilder 2018 product, the Notice shall provide notice of this Order, 

information about the automatic renewal schedule or subscription end date of the 

product,  and an opportunity to cancel their CreditBuilder 2018 subscription and 

receive a refund.  The Notice shall be in the exact wording and format set forth in 

Attachment A.  The subject line of the email and letter must read “Option to cancel 

your CreditBuilder product and potential refund from Dun & Bradstreet.”  

The Notice shall include or enclose (if by mail) only the information described in 

Part D of this Section, and shall not include any other message, attachment, or 

enclosure. 

B. For all other Current Customers who are Potential Refund Customers, the Notice 

shall provide notice of this Order, information about the automatic renewal 

schedule or subscription end date of their product, and an opportunity to cancel 

their subscription and receive a partial refund.  The Notice shall be in the exact 

wording and format set forth in Attachment B.  The subject line of the email and 

letter must read “Option to cancel your CreditBuilder or Credit Essentials 

product and potential partial refund from Dun & Bradstreet.”  The Notice shall 

include or enclose (if by mail) only the information described in Part D of this 

Section, and shall not include any other message, attachment, or enclosure. 

C. For all other Current Customers that have a paid subscription to any Covered 

Product that automatically renews or would automatically renew absent the 

application of Section II.A of this Order, the Notice shall provide notice of this 

Order and information about the automatic renewal schedule or subscription end 

date of their Covered Product or Products.  The Notice shall be in the exact wording 

and format set forth in Attachment C.  The subject line of the email and letter must 



664 FEDERAL TRADE COMMISSION DECISIONS 

 VOLUME 173 

 

 Decision and Order 

 

 

read “Notice of lawsuit and information about your Dun & Bradstreet product 

or products.” The Notice shall include or enclose (if by mail) only the information 

described in Part D of this Section, and shall not include any other message, 

attachment, or enclosure. 

D. The Notice shall include or enclose (if by mail) the following: 

1. a list of all paid subscriptions to Covered Products, 

2. a list of all paid subscriptions to any of Respondent’s other products that the 

customer has purchased from the same business unit responsible for 

Covered Products, 

3. a brief description (in compliance with Section I of this Order) of each such 

product, 

4. the price the customer paid for each product in its current term, 

5. the current list price and, if different, renewal price, of each such product, 

6. the date each product is scheduled to automatically renew and, for products 

covered by Section II. A of this Order, the end date of the product 

subscription term and a disclosure that such product will not automatically 

renew, and 

7. a telephone number that the customer can call to obtain a complete list of 

Respondent’s paid products to which the customer subscribes. 

E. Respondent must use reasonable means to attempt to determine whether each 

Notice sent by email pursuant to this Section was opened by the recipient.  If 

Respondent has no indication that the recipient opened the email within twenty (20) 

business days after the date Respondent sent it, Respondent shall, within ten (10) 

additional business days, send the Notice (with enclosure) by United States Postal 

Service.  Any deadline for the recipient to respond to the Notice shall run only from 

the last date that Respondent sent a Notice to the recipient. 

F. Notices sent by United States Postal Service pursuant to this Section shall be sent 

first-class mail, postage prepaid, address correction service requested with 

forwarding and return postage guaranteed.  For Notices in the form of Attachment 

A or Attachment B, the front of the envelope shall read “Option to cancel your 

CreditBuilder or Credit Essentials product and potential refund from Dun & 

Bradstreet.”  For Notices in the form of Attachment C, the front of the envelope 

shall read “Notice of lawsuit and information about your Dun & Bradstreet 

product or products.”  For any mailings returned as undeliverable, Respondent 

must use standard address search methodologies such as re-checking Respondent’s 
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own data and records and the Postal Service’s National Change of Address database 

and re-mail to the corrected address within fifteen (15) business days. 

G. Notwithstanding any other provision of this Order, Respondent shall, within thirty 

(30) days of a written request, provide the Commission with all records reasonably 

requested about each customer to whom a Notice is sent pursuant to this Section.  

In accordance with Section X below, Respondent shall implement systems and 

procedures designed to maintain all of the following records about each such 

customer, and in accordance with this Part G, the FTC may request any or all of 

them for any such customer:  name; all known addresses, telephone numbers, and 

email addresses; whether Respondent has any indication that the customer opened 

the Notice email (and, if so, the form of such indication); the date or dates that 

Respondent sent a Notice; whether the customer canceled the CreditBuilder Line 

Product subscription; and copies of all communications with the customer that are 

made through the channels identified in the Notice and that relate to the Notice, 

including webform submissions, recordings of telephone calls, and recordings of 

voicemail messages. 

VIII.  Acknowledgments of the Order 

IT IS FURTHER ORDERED that Respondent obtain acknowledgments of receipt of this 

Order: 

A. Respondent, within 10 days after the effective date of this Order, must submit to 

the Commission an acknowledgment of receipt of this Order sworn under penalty 

of perjury. 

B. For 3 years after the issuance date of this Order, Respondent must deliver a copy 

of this Order to: (1) all principals, officers, directors, and LLC managers and 

members; (2) all employees having managerial responsibilities for any Covered 

Product subject to a Negative Option Feature, and all agents and representatives 

who participate in the sale of any Covered Product; and (3) any business entity 

resulting from any change in structure as set forth in the Provision titled 

Compliance Reports and Notices.  Delivery must occur within 10 days after the 

effective date of this Order for current personnel.  For all others, delivery must 

occur within 10 days of when they assume their responsibilities. 

C. From each individual or entity to which Respondent delivered a copy of this Order, 

Respondent must obtain, within 30 days, a signed and dated acknowledgment of 

receipt of this Order. 

IX.  Compliance Reports and Notices 

IT IS FURTHER ORDERED that Respondent make timely submissions to the 

Commission:  
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A. One year after the issuance date of this Order, Respondent must submit a 

compliance report, sworn under penalty of perjury, in which Respondent must: (1) 

identify the primary physical, postal, and email address and telephone number, as 

designated points of contact, which representatives of the Commission may use to 

communicate with Respondent; (2) identify all of Respondent’s businesses by all 

of their names, telephone numbers, and physical, postal, email, and Internet 

addresses; (3) describe the activities of each business, including the goods and 

services offered and the means of advertising, marketing, and sales; (4) describe in 

detail whether and how Respondent is in compliance with each Provision of this 

Order, including a discussion of all of the changes Respondent made to comply 

with the Order; and (5) provide a copy of each Acknowledgment of the Order 

obtained pursuant to this Order, unless previously submitted to the Commission. 

B. For 10 years after the issuance date of this Order, Respondent must submit a 

compliance notice, sworn under penalty of perjury, within 14 days of any change 

in: (1) any designated point of contact; or (2) the structure of  Respondent or any 

entity that Respondent has any ownership interest in or controls directly or 

indirectly that may affect compliance obligations arising under this Order, 

including: creation, merger, sale, or dissolution of the entity or any subsidiary, 

parent, or affiliate that engages in any acts or practices subject to this Order. 

C. Respondent must submit notice of the filing of any bankruptcy petition, insolvency 

proceeding, or similar proceeding by or against Respondent within 14 days of its 

filing. 

D. Any submission to the Commission required by this Order to be sworn under 

penalty of perjury must be true and accurate and comply with 28 U.S.C. § 1746, 

such as by concluding: “I declare under penalty of perjury under the laws of the 

United States of America that the foregoing is true and correct.  Executed on:  

“_____” and supplying the date, signatory’s full name, title (if applicable), and 

signature. 

E. Unless otherwise directed by a Commission representative in writing, all 

submissions to the Commission pursuant to this Order must be emailed to 

DEbrief@ftc.gov or sent by overnight courier (not the U.S. Postal Service) to: 

Associate Director for Enforcement, Bureau of Consumer Protection, Federal 

Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580.  The 

subject line must begin:  In re Dun & Bradstreet, Inc., [plus the docket number]. 

X.  Recordkeeping 

IT IS FURTHER ORDERED that Respondent must create certain records for 10 years 

after the issuance date of the Order, and retain each such record for 5 years, unless otherwise 

specified below.  Specifically, Respondent must create and retain the following records:  
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A. accounting records showing the revenues from the sale of all Covered Products 

sold, and, to the extent such records are created and maintained in the ordinary 

course of business, the costs incurred in generating those revenues, and resulting 

net profit or loss; 

B. personnel records showing, for each person providing services in relation to any 

aspect of the Order, whether as an employee or otherwise, that person’s: name; 

addresses; telephone numbers; job title or position; dates of service; and (if 

applicable) the reason for termination; 

C. copies or records of all consumer complaints and refund requests for Covered 

Products made to customer service, whether received directly or indirectly, such as 

through a third party, and any response; 

D. all records necessary to demonstrate full compliance with each Provision of this 

Order, including all submissions to the Commission; and 

E. a copy of each unique advertisement or other marketing material for Covered 

Products making a representation subject to this Order. 

XI.  Compliance Monitoring 

IT IS FURTHER ORDERED that, for the purpose of monitoring Respondent’s 

compliance with this Order: 

A. Within 10 days of receipt of a written request from a representative of the 

Commission, Respondent must: submit additional compliance reports or other 

requested information, which must be sworn under penalty of perjury, and produce 

records for inspection and copying. 

B. For matters concerning this Order, representatives of the Commission are 

authorized to communicate directly with Respondent.  Respondent must permit 

representatives of the Commission to interview anyone affiliated with Respondent 

who has agreed to such an interview.  The interviewee may have counsel present. 

C. The Commission may use all other lawful means, including posing through its 

representatives as consumers, suppliers, or other individuals or entities, to 

Respondent or any individual or entity affiliated with Respondent, without the 

necessity of identification or prior notice.  Nothing in this Order limits the 

Commission’s lawful use of compulsory process, pursuant to Sections 9 and 20 of 

the FTC Act, 15 U.S.C. §§ 49, 57b-1. 

XII.  Order Effective Dates 

IT IS FURTHER ORDERED that this Order is final and effective upon the date of its 

publication on the Commission’s website (ftc.gov) as a final order.  This Order will terminate 20 
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years from the date of its issuance (which date may be stated at the end of this Order, near the 

Commission’s seal), or 20 years from the most recent date that the United States or the 

Commission files a complaint (with or without an accompanying settlement) in federal court 

alleging any violation of this Order, whichever comes later; provided, however, that the filing of 

such a complaint will not affect the duration of: 

A. Any Provision in this Order that terminates in less than 20 years; 

B. This Order’s application to any Respondent that is not named as a defendant in such 

complaint; and 

C. This Order if such complaint is filed after the Order has terminated pursuant to this 

Provision. 

Provided, further, that if such complaint is dismissed or a federal court rules that the Respondent 

did not violate any Provision of the Order, and the dismissal or ruling is either not appealed or 

upheld on appeal, then the Order will terminate according to this Provision as though the complaint 

had never been filed, except that the Order will not terminate between the date such complaint is 

filed and the later of the deadline for appealing such dismissal or ruling and the date such dismissal 

or ruling is upheld on appeal. 

By the Commission. 

 

 

 

 

 

 

ATTACHMENT A 

[D&B letterhead]  

Customer No: XXX-XX-XXX 

Date 

Re: Option to cancel your CreditBuilder product and potential 
refund from Dun & Bradstreet 

Dear CreditBuilder Customer: 

Our records show that you subscribed to our CreditBuilder product. We’re writing to tell you 
that you can choose to cancel your CreditBuilder subscription and get a refund.   
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The Federal Trade Commission (FTC), the nation’s consumer protection agency, recently filed a 
lawsuit against us. The FTC said we made misleading claims in our marketing of CreditBuilder 
and other products, including about your ability to add payment experiences to your credit 
report. We did not admit to these things, but to settle the lawsuit with the FTC, we’re giving 
you the option to cancel your subscription and get a refund. Our records show the following 
CreditBuilder subscription is eligible for cancellation: 

• [Description of the CreditBuilder subscription] 

• You paid $xx.xx for the current subscription term 

• The current list price is $xx.xx 

• Your subscription ends on (Month, Day, Year) 

If you want to cancel your subscription and get a refund, you must let us know within 30 days 
of the date on this letter by 

• calling us at [toll free number], 

• completing the online form at [web form URL], or  

• returning the included Notice of Cancellation and Request for Refund form (Enclosure A) 
to us by mail at the address on the form. 

If you cancel your subscription  

• You’ll get a refund of what you paid for your current subscription term. 

• Within 45 days of the date we get your request to cancel, we’ll issue a credit to the 
method of payment currently on file. (If the payment method we have on file is no 
longer valid, we will send you a check by mail.) 

• You’ll lose access to your CreditBuilder subscription. 

• Cancelling your subscription will not affect your DUNS® number or your business’s 
information, scores, or ratings. 

If you want to keep your subscription, you don’t have to do anything. If you keep your 
CreditBuilder subscription, we won’t automatically renew it and charge you. But, we may 
contact you to ask if you want to renew it. 

[Include the next section only if there WILL NOT be an enclosed list of paid subscriptions in 
addition to CreditBuilder 2018] 

You may have other subscriptions with us. To get a list of products to which you subscribe, call 
us at [(XXX) XXX-XXXX]. 

[end of section] 
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[Include the next section only if there WILL be an enclosed list of paid subscriptions in 
addition to CreditBuilder 2018] 

We’ve enclosed a list of other paid subscriptions you have, how much you paid for each, when 
it expires, if we’ll automatically renew it, and when we’ll charge you.  

You may have other subscriptions not included in the list. To get a complete list of your 
subscriptions, call us at [(XXX) XXX-XXXX]. 

[end of section] 

You can learn more about the FTC’s lawsuit against Dun & Bradstreet at www.ftc.gov/[url]. 

 

 

 

 

 

 

Enclosure A to Attachment A 

Notice of Cancellation and Request for Refund 

TO: [Address of Company] 

Re: Cancellation Request for Customer No. XXX-XX-XXX 

I am writing to request cancellation of my CreditBuilder subscription. Please refund my 

payment by issuing a credit to the method of payment currently on file.   
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Enclosure B to Attachment A 

Your Current Subscriptions to Other Paid Products Not Eligible for Refund* 

Subscription Amount You Paid 

for this Term 

Current List 

Price 

Your Renewal 

Price 

Date of 

Renewal or End 

of Term  

Product 1 

[description] 

$xx.xx $xx.xx $xx.xx  

Product 2 

[description] 

$xx.xx $xx.xx $xx.xx  

 

If you see a price in the Your Renewal Price column, that means we will automatically renew 

that subscription on the date listed and we will charge you at the specified renewal price. You 

may contact us at [(XXX) XXX-XXXX] at any point before the date the product is scheduled to 

renew to request that we not renew your subscription at the end of the current term. 

* You may have other subscriptions not included in this list. To get a list of products to which 

you subscribe, call us at [(XXX) XXX-XXXX]. 
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ATTACHMENT B 

[D&B letterhead]  

Customer No: XXX-XX-XXX 

Date 

Re: Option to cancel your CreditBuilder or Credit Essentials product 
and potential partial refund from Dun & Bradstreet 

Dear CreditBuilder or Credit Essentials Customer: 

Our records show that you subscribed to our CreditBuilder or Credit Essentials products. We’re 
writing to tell you that you can choose to cancel your CreditBuilder or Credit Essentials 
subscription and get a partial refund.  

The Federal Trade Commission (FTC), the nation’s consumer protection agency, recently filed a 
lawsuit against us. The FTC said we made misleading claims in our marketing of these products, 
including about your ability to add payment experiences to your credit report. We did not 
admit to these things, but to settle the lawsuit with the FTC, we’re giving you the option to 
cancel your subscription and get a partial refund. Our records show the following CreditBuilder 
or Credit Essentials subscription is eligible for cancellation: 

• [Description of the subscription] 

• You paid $xx.xx for the current subscription term 

• The current list price is $xx.xx 

• Your subscription renews on (Month, Day, Year) at a renewal price of $xx.xx.  [For 
CreditMonitor Substitute Product customers, replace this bullet with: Your 
subscription ends on (Month, Day, Year)] 

If you want to cancel your subscription and get a refund, you must let us know within 30 days 
of the date on this letter by 

• calling us at [toll free number], 

• completing the following form at [web form URL], or  

• returning the included Notice of Cancellation and Request for Refund form (Enclosure A) 
to us by mail at the address on the form. 

If you cancel your subscription  

• You’ll get a partial refund of what you paid for your current subscription term.  
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• Within 45 days of the date we get your request to cancel, we’ll issue a credit to the 
method of payment currently on file. (If the payment method we have on file is no 
longer valid, we will send you a check by mail.) 

• You’ll keep your access to certain product features on our website for the remainder of 
your current term, including unlimited access to view your Dun & Bradstreet credit 
report. Learn more at [CreditMonitor product description URL]. 

• Cancelling your subscription will not affect your DUNS® number or your business’s 
information, scores, or ratings. 

If you want to keep your subscription, you don’t have to do anything.  [Include the next 
sentence only for Credit Monitor Substitute Product customers: If you keep your subscription, 
we won’t automatically renew it and charge you. But, we may contact you to ask if you want to 
renew it.]   

 

[Include the next section only if there WILL NOT be an enclosed list of paid subscriptions in 
addition to those listed above] 

You may have other subscriptions with us. To get a list of products to which you subscribe, call 
us at [(XXX XXX-XXXX]. 

[end of section] 

 

[Include the next section only if there WILL be an enclosed list of paid subscriptions in 
addition to those listed above] 

We’ve enclosed a list of other paid subscriptions you have, how much you paid for each, when 
it expires, if we’ll automatically renew it, and when we’ll charge you.  

You may have other subscriptions not included in the list. To get a complete list of your 
subscriptions, call us at [(XXX) XXX-XXXX]. 

[end of section] 

You can learn more about the FTC’s lawsuit against Dun & Bradstreet at www.ftc.gov/[url]. 
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Enclosure A to Attachment B  

Notice of Cancellation and Request for Partial Refund 

TO: [Address of Company] 

Re: Cancellation Request for Customer No. XXX-XX-XXX 

I am writing to request cancellation of my (check the appropriate box) 

☐ CreditBuilder subscription 

☐ Credit Essentials subscription 

Please partially refund my payment by issuing a credit to the method of payment currently on 

file.   
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Enclosure B to Attachment B 

Your Current Subscriptions to Other Paid Products Not Eligible for Refund* 

Subscription Amount You Paid 

for this Term 

Current List 

Price 

Your Renewal 

Price 

Date of 

Renewal or End 

of Term  

Product 1 

[description] 

$xx.xx $xx.xx $xx.xx  

Product 2 

[description] 

$xx.xx $xx.xx $xx.xx  

 

If you see a price in the Your Renewal Price column, that means we will automatically renew 

that subscription on the date listed and we will charge you at the specified renewal price. You 

may contact us at [(XXX) XXX-XXXX] at any point before the date the product is scheduled to 

renew to request that we not renew your subscription at the end of the current term. 

* You may have other subscriptions not included in this list. To get a complete list of your 

subscriptions, call us at [(XXX) XXX-XXXX]. 
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ATTACHMENT C 

[D&B letterhead]  

Customer No: XXX-XX-XXX 

Date 

Re: Notice of lawsuit and information about your Dun & Bradstreet 
product or products 

Dear Customer: 

Our records show that you subscribed to our CreditBuilder, Credit Essentials, or CreditMonitor 
products. The Federal Trade Commission (FTC), the nation’s consumer protection agency, 
recently filed a lawsuit against us. The FTC said we made misleading claims in our marketing of 
these products, including misleading claims about the automatic renewal of our products.  

We did not admit to these things, but to settle the lawsuit with the FTC, we’re giving customers 
information about products they currently subscribe to and information about the automatic 
renewal schedule of those products. 

We’ve enclosed a list of paid subscriptions you have, how much you paid for each, when it 
expires, if we’ll automatically renew it, and when we’ll charge you.  

You may have other subscriptions not included in the list. To get a complete list of your 
subscriptions, call us at [(XXX) XXX-XXXX]. 

You can learn more about the FTC’s lawsuit against Dun & Bradstreet at www.ftc.gov/[url]. 
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Enclosure to Attachment C 

Your Current Paid Subscriptions* 

Subscription Amount You Paid 

for this Term 

Current List 

Price 

Your Renewal 

Price 

Date of 

Renewal or End 

of Term  

Product 1 

[description] 

$xx.xx $xx.xx $xx.xx  

Product 2 

[description] 

$xx.xx $xx.xx $xx.xx  

 

If you see a price in the Your Renewal Price column, that means we will automatically renew 

that subscription on the date listed and we will charge you at the specified renewal price. You 

may contact us at [(XXX) XXX-XXXX] at any point before the date the product is scheduled to 

renew to request that we not renew your subscription at the end of the current term.   

If you see “N/A” in the Your Renewal Price column, that means we won’t automatically renew 

that subscription when the term is scheduled to end, and we won’t charge you. We may 

contact you about renewing the subscription before it expires.  

* You may have other subscriptions not included in this list. To get a list of products to which 

you subscribe, call us at [(XXX) XXX-XXXX]. 
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ATTACHMENT D  
 
[D&B letterhead]  
 

Customer No: XXX-XX-XXX 

Date 

Re: Refund check for CreditBuilder or Credit Essentials subscription from Dun & 

Bradstreet  

 
Dear Former CreditBuilder or Credit Essentials Customer: 

 

Our records show that you subscribed to our CreditBuilder or Credit Essentials products. The 

Federal Trade Commission (FTC), the nation’s consumer protection agency, recently filed a 

lawsuit against us. The FTC said our marketing of these products included misleading claims.  

 

We did not admit to these things, but to settle the lawsuit with the FTC, we’re giving you a 

refund. We’ve enclosed a refund check for the amount you are entitled to receive. Please cash 

or deposit the enclosed check within 180 days. 

 

If you have any questions, please call [toll free number]. 

 

You can learn more about the FTC’s lawsuit against Dun & Bradstreet at www.ftc.gov/[url]. 

        Sincerely, 

 
        Dun & Bradstreet 
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ATTACHMENT E – 

Envelope Template 
 

 

 

The envelope referenced at Section VI.G.2 must be in the following form, with the underlined 

text completed as directed: 

 

 

Dun & Bradstreet, Inc. 

101 John F. Kennedy Parkway 

Short Hills, NJ 07078 

 

 

FORWARDING AND RETURN POSTAGE GUARANTEED ADDRESS CORRECTION 

SERVICE REQUESTED 

 

[name and 

mailing address of consumer, 

including zip code] 

 

 

ABOUT YOUR PURCHASE OF CREDITBUILDER OR CREDIT ESSENTIALS 

AND REFUND 

 

 

 

 

 

 

ANALYSIS OF CONSENT ORDER TO AID PUBLIC COMMENT 

The Federal Trade Commission (“FTC” or “Commission”) has accepted, subject to final 

approval, an agreement containing a proposed consent order (“Proposed Order”) from Dun & 

Bradstreet, Inc. (“D&B”).  The Proposed Order has been placed on the public record for 30 days 

to receive comments by interested persons.  Comments received during this period will become 

part of the public record.  After 30 days, the Commission will again review the agreement and the 

comments received and will decide whether it should withdraw from the agreement and take 

appropriate action or make final the agreement’s Proposed Order. 

This matter involves D&B’s sale of paid CreditBuilder and related products 

(“CreditBuilder products”).  D&B typically marketed CreditBuilder products to small and mid-

sized businesses (who are the consumers in this matter) as a means to improve what D&B reports 

about the business on its commercial credit reports.  The FTC’s proposed five-count complaint 

challenges several of D&B’s CreditBuilder sales and renewal practices as deceptive, and also 
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alleges that certain conduct was unfair, all in violation of Section 5(a) of the Federal Trade 

Commission Act (“FTC Act”), 15 U.S.C. § 45(a). 

The first four counts of the proposed complaint allege deceptive acts or practices in 

violation of the FTC Act. 

• First, the complaint alleges that D&B’s representations that a business could use 

CreditBuilder products to have previously unreported commercial payment 

experiences added to its credit report, and that D&B would actively assist 

CreditBuilder customers in adding payment experiences, were deceptive because, 

in numerous instances, customers did not get payment experiences added, and D&B 

did not actively assist the customer in adding payment experiences. 

• Second, the complaint alleges that D&B made false claims that CreditBuilder 

products were required for D&B to conduct a background check on the business or 

to complete its D&B report, including providing the business with a full set of 

scores and ratings. 

• Third, the complaint alleges that, in connection with collecting updated payment 

information for CreditBuilder products scheduled to renew, D&B sometimes 

misrepresented that D&B was collecting payment for and renewing the product that 

the business purchased the prior term, when, in fact, D&B was collecting payment 

information to enroll the customer in a different product from the one to which the 

customer previously subscribed. 

• Fourth, the complaint alleges that when D&B collected customer credit card 

information for payment, it failed to adequately disclose practices that resulted in 

recurring and increasing charges, including automatic billing. 

In addition to the alleged deceptive marketing and renewal practices, the complaint alleges 

in its fifth count that D&B engaged in an unfair practice by reporting incorrect information on 

businesses’ credit reports while failing to provide those businesses with a reasonable means to 

dispute such information and have inaccurate information corrected.  The proposed complaint 

alleges that this conduct caused or is likely to cause substantial injury to consumers that is not 

outweighed by countervailing benefits to consumers or competition and is not reasonably avoided 

by consumers themselves.  Such practice constitutes an unfair act or practice in violation of Section 

5 of the FTC Act. 

The Proposed Order is designed to prevent D&B from engaging in similar acts or practices 

in the future.  It includes injunctive relief to address these alleged violations. 

• Part I prohibits future deceptive acts and practices similar to those at issue in the 

complaint by prohibiting D&B from misrepresenting: 

o That using D&B’s product is likely to allow a business to have its previously 

unreported commercial payment experiences added to its credit report;  
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o That D&B will actively assist a business in adding its unreported 

commercial payment experiences to its credit report; 

o That using D&B’s product is likely to help a business build or improve its 

credit report; 

o The ease with which information or payment experiences can be added to a 

business’s credit report; and 

o That D&B’s product is needed when it is not, and that a product will enable 

a prospective customer to have a “complete” file. 

• Part I also features ancillary relief relating to the challenged conduct by prohibiting 

misrepresentations relating to what payment experiences customers can add, as 

well as to D&B’s renewal and charging practices. 

• Part II provides additional specific relief relating to D&B’s renewal and charging 

practices for products covered under the Proposed Order, to make sure that D&B 

makes clear disclosures about renewals both before a customer subscribes and 

during the period of the subscription. 

• Parts III and IV require D&B to make certain disclosures to potential customers of 

CreditBuilder products, so that those potential customers can make better informed 

decisions about whether to purchase the products. 

• Part V sets out specific requirements for D&B to follow when a business disputes 

information that D&B reports about it.  The requirements of this Part V apply 

generally, and are not limited only to D&B customers. 

• Part VI requires D&B to offer refunds (or partial refunds) to certain customers and 

former customers of CreditBuilder products.  Refund or partial refund eligibility 

under the Proposed Order will depend on customers’ specific circumstances and 

how they used or attempted to use their CreditBuilder products. 

• Part VII requires D&B to send notices to all current customers of paid products 

covered under the Proposed Order that automatically renew. 

Parts VIII through XII are reporting and compliance provisions.  Part VIII mandates that 

D&B acknowledge receipt of the Proposed Order and, for three years, distribute the Proposed 

Order to certain employees and agents and secure acknowledgments from recipients of the 

Proposed Order.  Part IX requires D&B to submit compliance reports to the FTC one year after 

the order’s issuance and submit additional reports when certain events occur.  Part X requires that, 

for 10 years, D&B creates certain records and retain them for at least 5 years.  Part XI provides for 

the FTC’s continued compliance monitoring of D&B’s activity during the Proposed Order’s 

effective dates.  Part XII is a provision “sunsetting” the Proposed Order after 20 years, with certain 

exceptions.  
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The purpose of this analysis is to facilitate public comment on the Proposed Order. It is not 

intended to constitute an official interpretation of the complaint or Proposed Order, or to modify 

in any way the Proposed Order’s terms. 
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IN THE MATTER OF 

 

ELECTRONIC PAYMENT SYSTEMS, LLC, 

ELECTRONIC PAYMENT TRANSFER, LLC, 

JOHN DORSEY, 

AND 

THOMAS MCCANN 

 
CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF SECTION 5 OF THE FEDERAL 

TRADE COMMISSION ACT AND THE TELEMARKETING SALES RULE 

 

Docket No. C-4764; File No. 152 3213 

Complaint, May 12, 2022 – Decision, May 12, 2022 

 

This consent order addresses Electronic Payment Systems, LLC’s activities as the independent sales organization 

(“ISO”) for the entities involved in a deceptive telemarketing scam called Money Now Funding (“MNF”).  The 

complaint alleges that EPS’s conduct regarding the MNF fictitious companies and their merchant accounts constituted 

an unfair act or practice under Section 5 of the FTC Act and assistance and facilitation of illegal credit card laundering 

violated Section 310.3(b) of the Telemarketing Sales Rule.  The consent order prohibits engaging in credit card 

laundering; engaging in tactics to evade fraud monitoring or risk monitoring programs; providing payment processing 

services to any merchant that is engaged in any act or practice that is, or is likely to be, deceptive or unfair; and 

providing payment processing services to, or acting as an ISO for, any merchant that is listed on the MasterCard 

Member Alert to Control High-Risk Merchants (MATCH) list for several enumerated reasons. 

 

Participants 

 

For the Commission: Michelle Chua, and Karen S. Hobbs. 

 

For the Respondents: Scott Krob and Daniel Krob, Krob Law Office, LLC. 

COMPLAINT 

The Federal Trade Commission, having reason to believe that Electronic Payment Systems, 

LLC, a limited liability company, Electronic Payment Transfer LLC, a limited liability company, 

and John Dorsey and Thomas McCann, individually and as officers of Electronic Payment 

Systems, LLC and Electronic Payment Transfer, LLC (collectively “Respondents”), have violated 

the provisions of the Federal Trade Commission Act and the Telemarketing Sales Rule (“TSR”), 

and it appearing to the Commission that this proceeding is in the public interest, alleges: 

1. Respondent Electronic Payment Systems, LLC, also doing business as EPS, is a 

Colorado limited liability company with its principal office or place of business at 6472 S. Quebec 

St., Englewood, Colorado 80111. 

2. Respondent Electronic Payment Transfer, LLC, also doing business as EPS, is a 

Colorado limited liability company with its principal office or place of business at 6472 S. Quebec 

St., Englewood, Colorado 80111.  


